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HEJIb U 3AJAYN OCBOEHUA JUCHUITIMHBI

Heap qaucuunianHbl — GOPMUPOBAHUE Y CTYICHTOB 3HAHHWIA M HABBIKOB IO TIpoOIieMe
obecrieueHuss 3amIUThl  MHPOPMAIMOHHBIX PECYpCOB B JIKOHOMHYECKHX CHCTEMax
XO3SUCTBYIOIUX CYOBEKTOB, 1O OILEHKE W YIPABICHUIO WH(POPMAIMOHHBIMH PHCKAMU;
CO37IaHue TIPEACTaBICHUS 00 OCHOBax WH(OpPMAIMOHHOW O0€30MacHOCTH B SKOHOMHUYECKHUX
CHUCTeMaxX, TMPUHIMIAX W  METoJaX  MPOTUBOACUCTBHUS  HECAHKIMOHHUPOBAHHOMY
WH()OPMAITMOHHOMY  BO3JICHCTBUIO, Pa3BUTHE  CIIOCOOHOCTEH K  JIOTHYECKOMY H
AITOPUTMUYECKOMY MBIIUICHHUIO.

3agauM QIUMCHUILIAHBI:

— M3yYUTh MECTO U POJb MH(OOPMAIMOHHON 0E30MaCHOCTH B CUCTEME HAIMOHAIBLHOM
6e3onacHocTu Poccuiickoit denepanuu;

— OCHOBHBIE HOpPMATUBHBIC TIPaBOBbIE aKThl B 00JacTH HWH(OPMAMOHHON
0€30MacHOCTH M 3alTUThl HHPOPMAIIMH; TEXHUYECKHE KaHaJIbl YTEUKH HH(OPMAITUHU, CIIOCOOBI
U CPE/ICTBA 3alIUThl MH)OPMAIIMK OT YTEUKH M0 TEXHUYECKUM KaHAJIaM, METObI M CPEICTBA
KOHTPOJIA 3(PPEKTUBHOCTH TEXHUYECKON 3alUThl WHGOPMAIMK; TPHHIIUIBI U METOIbI
MPOTUBOJCUCTBUAS  HECAHKIIMOHUPOBAHHOMY  WH(OPMAIIMOHHOMY  BO3JICHCTBHIO  Ha
BBIYHMCIIUTEIIbHBIE CUCTEMBI U CUCTEMBI TIepe1aur HH(POpMaIlii B SKOHOMUYECKUX CUCTEMaX;

— chopMUPOBaTh YMCHHS TPOBEACHHS aHAIW3a W OICHKH Yrpo3 WH()OPMAIMOHHOU
0€30I1aCHOCTH O0BEKTA;

— 00y4uTh PabOTE C COBPEMEHHBIMH TEXHOJOTHSMHU OOecriedeHrss HH()OPMATMOHHON
0€30I1aCHOCTH;

— copMUpPOBaTh CHUCTEMHBIC MPEACTABICHUS 00 yIpaBiIcHHH WH()OPMANMOHHBIMU
pUCKaMU;

—  W3y4UTh METOABl W  CpPEICTBAa KOMIUIGKCHOH  3amMThl  HH(pOpMAaIuu
(MHQOPMAIIMOHHBIX PECYPCOB) B SKOHOMHUECKUX CHCTEMaxX OpraHu3alui.

JIEKIIMOHHBIE MATEPUAJIbI

CymHocts MHGOPMALMOHHBIX PUCKOB. [loka emie He CIOXKUIOCh OOIIENPUHITOIO
TOJIKOBAHUS KATETOPUH «UHPOpMayuonnwlii puck». Pa3nnyHsie MoaXoAbl K ONpeaeIeHHI0
CYIIHOCTH HH(OPMALMOHHBIX PHCKOB MOMKHO KJIACCH(PUUHMPOBATHL 110 OCHOBHBHIM
npusHaKam.

1) no xoneunomy pesyromamy pucka,

2) no macwmaoéam ooaacmu NPUMEHEHUA NOHAMUA (UHMOPMAUUOHHBLIL PUCKY

3) no cywgnocmu puckoevix coobtmuil.

1) ITo nepBoMy NpU3HAKY MOKHO BBIJICIUTE 06a HOOX00A.

. 1-1 nooxoo: ungopmayuonnwiii puck — 53T0 BO3MOXKHOE COOBITHE, B
pe3yibTare KOTOPOTO HECAaHKLIHMOHUPOBAHHO yAalseTcs, HCKaxkaeTcss uHpopManus,
Hapylaercs ee KOH(QHIEHIHMAIbHOCTh WIM JAOCTYMHOCTb. T.e. MOHATHE MH(OPMAIMOHHOTO
pUCKa HCIOJIb3yeTCsl KaK CHHOHUM IIOHSATUS y2po3a 0Oe3onacHocmu UHGoOpmayuu.
CTOpOHHUKHN JaHHOTO MO/IX0/1a OTPAaHUYNBAIOTCS PACCMOTPEHUEM IOCIIEICTBUN BO3AEHCTBUSA
MH(OPMALIMOHHBIX PHCKOB TOJBKO Ha MHGopManuio. JlaHHBI TOIXOJ] XapaKTepeH, Kak
NPaBUJIO, JUIS CHEIMATIMCTOB B 00JaCTH 3aIIUTHI MHPOPMALIUH.

J 2-1l HO0X00: paccmompeHnue UHPHOPMAUUOHHBIX PUCKOE KAK IKOHOMUYUECKOU
kamezopuu. VIHpopMallMOHHBIE PUCKU TOHMMAIOTCS KaK CllydyaliHble COOBITHS, KOTOpPbHIE B
KOHEYHOM HUTOr€ MPUBOAAT K BOZHUKHOBEHHUIO YOBITKOB, HETIOJNYYEHHUIO NMPHOBLTH U JPYTUM
HEraTUBHBIM  MOCIEACTBUSM  JUIs  NOpeanpuatvs. Takoe [OHHUMaHHE  CYIIHOCTH
UH(POPMALIMOHHBIX PHCKOB COOTBETCTBYET YPOBHIO PYKOBOJCTBA MPEANPHUATHS WIH
BIIAJICNIBIIEB WH(OPMAITUH.



2) Bropoii mpu3Hak KiaccuPpHUKAIU MO3BOJISIET Pa3IeIUTh CYIIECTBYIOIINE MOAXOIbI
K MMOHMMaHHUIO UH()POPMALIMOHHBIX PUCKOB HO CHENneHU unmezpayuu 00veKmos, npoueccos
U 6/1eHUIl B CBSI3U C KOTOPBIMU PACCMATPHUBACTCS CYIIIHOCTh HH(POPMAIIMOHHBIX PUCKOB:

- UH@opmayuonnsvlie pucku ciedyem paccMampueéamv MmoabKO 6 C6A3U ¢
ucnonvzoeanuem HMT. 3pecy nog UT moHMMAIOT TEXHOJIOTUH OOpaOOTKH, XpaHEHUS H
nepenay nH(GOpMaIuy ¢ TOMOIIBIO KOMITBIOTEPHBIX CUCTEM;

- nOMUMO KOMNBLIOMEPHOU 0€30nACHOCMU  He00X00uUMO paccmampueams,
be3onacnocms cucmem ceéA3u. J{nanazoH CTENEHU MHTErPAllMU HAXOJUTCS B IIMPOKUX
npezesiax OT KOMIIBIOTEPHBIX CUCTEM JI0 KOMIUIEKCHOTO pacCMOTPEHUsI MTPOOJIEMBbI, BKIIOYAs
MH(OPMaLIMOHHBIE PUCKH, CBA3aHHBIE C TPAJAULIIMOHHBIM JOKYMEHTOOOOPOTOM, YEIOBEYECKUM
(daxTopoM, BHJICO U ayaAnO UH(OPMAITHEH.

3) Tperuit mnpusHak ki1accuUKaAMK TOIXOAOB K OINPEACTICHUIO CYIIHOCTH
WH(OPMAIIMOHHBIX PHCKOB OCHOBBIBAETCS HAa CBOMCTBaX HWH(GOpPMAIIMU, YTpaTra KOTOPBIX
NPUBOIUT K MH(DOPMALIMOHHBIM PUCKaM. JTO TpeOOBAaHUE UETOCHMHOCHU, OOCMYRHOCHU T
KoH@puoenyuanonocmu ungopmayuu. B HEKOTOPBIX PadOTaX MPHUBOIUTCS mpedosanue
odocmoeeprocmu.

Onpenenenne MOHATUSA «UH(DOPMAIMOHHBIA PUCK» JIOJDKHO TOKA3bIBaTh CYIIHOCTH
nH(}OPMALIMOHHOTO PHUCKa, cBs3b ero ¢ MC npennpustus, nocneactus Bo3aerictusa Ha C u
MPEANPUITHE B IEJIOM.

CymHocTh HMH(OPMAIIMOHHOTO pHUCKa B TOM, YTO JTO CiIyd4ailHOoe coObITHE,
npuBozsiiee K HeraTuBHbIM nocieacTBusiM B C. BoznelictBys Ha MC, pucku npuBOAsT K
yOBITKAM TpPEONnpHsTHs, B YeM M 3aKII0YaeTcsi HOKOHOMHUYECKUNH CMBICT TOHSATHUS
«UH()OPMALIIOHHBIA PUCK».

Omnpenenenne (def.) nuadopmanrosnsoro pucka:

Hugopmayuonnwtit puck — §mo 603MOMCHOCHb HACMYNIEHUA CAYYAUHO20
coovimusa ¢ HUC npeonpusamusn, npueooauieco K HAPYUICHUIO ee (QYHKUUOHUPOBAHUs,
CHUMICEHUIO Kayecmeéa UHGopmayuu, 6 pe3yibmame KOMOPbLIX HAHOCUMCA Yyuiepo
npeonpuamurio.

[lonstue «ungpopmayuonnas cucmema» BKIOYAaET B ceds BCE peECypChl
MPEINPUATHSI, KOTOPbIE MCHONB3YIOTCS ISl TIOMyYeHUs, XpaHeHusi, o00paboTKku, mnepenadu u
npuMeHeHus nHpopmanuu, a Taxxe UP.

B cocmae HC 6x00am cnedyroujue KoMnoueHmol: KOMIBIOTEPHBIE CHUCTEMBI,
cucTeMbl mepenaun uH(popMmanuu, oprrexHuka, bJ[ u ¢alasl KOMIBIOTEPHBIX CHCTEM,
JOKYMEHTHI B Te4yaTHOW Qopme, ayauo W BuAeoMH(GOpMAlUs HA HOCUTENSIX Pa3THYHON
¢uznueckoil npupoasl. B xauectBe ogHOro M3 ocHOBHBIX pecypcoB MC paccmarpuBaeTcs
CIELUATUCT, UMEIOLMN OTHOLIEHUE K UCIIOIb30BaHUIO WK 3KcrutyaTanuu UC.

K xoMmmbIOTepHBIM CHCTEMaM OTHOCSITCS KOMITBIOTEPHl PA3JIMYHOIO HA3HAUYCHUS,
BBIYMCIIUTENIbHBIE CHUCTEMbl W  KOMIUIEKCBHI, BBIYMCIHMTENIbHBIE CETH. B  KauecTe
KOMITBIOTEPHBIX CHCTEM pPAacCMAaTPUBAIOTCS OJIOKM W Y3JIbI, BXOJSIIME B COCTAB JIPYTUX
YCTPOMCTB U peaTU3yIONIHe MPOrpaMMHBIN MPUHIUI YIpaBiIeHUs 00paboTkoi nHpOpMauu
(Hanmpumep: OJIOKW yINpaBlIeHUS CTaHKaMH, TPAHCTIOPTHBIMU CPEJICTBAMH, CpEICTBAMU
ABTOMATU3UPOBAHHOTO JIOCTyNa Ha 0OBEKTHI, CPEICTBAMHU CBSI3U U JIp.).

Baxxno B omnpezaenennn nHGOPMAIIMOHHOTO PUCKA MOJOKEHHE O TOM, YTO MPUYHMHON
yiepba MOXET CIYKUTh CHUdiceHue Kauecmea uHgpopmayuu. Kauecmeo ungopmayuu
xXapakmepuszyemcsa  C1e0ylouwumMu  nOKaA3amenamu:. JOCTOBEPHOCTb;  aKTYaJIbHOCTb;
KOH(UICHIIMATFHOCTD, MOJHOTA; CBOEBPEMEHHOCTh MONY4YeHHS, (opma mpencTaBICHHUS,
HU30BITOYHOCTD.

Hcnonb30BaHWe  KaTEeropuM  «KadecTBO  WHGOpMAlUU» B ONpPEICICHUU
WH()OPMAIIMOHHOTO PUCKA MO3BOJISIET CYNIECTBEHHO PACITUPHUTH PAMKH PUCKOBBIX COOBITUN H
YUUTHIBaTh COOBITHS, BIUSIONIME HA BCE TIOKAa3aTeNld KayecTBa MHPOPMAIIMK Ha BCEX dTamax
€€ HCIIOJIb30BaHMS Ha MPEANPHUITHH, BO BCEX 3BEHBSIX HH(POPMAIIMOHHON TEXHOJIOTHYECKOU



Ieny, BKIOYas paboTy C JOKyMEHTaMM Ha OYMaXHBIX HOCHUTENSX, BHUJEO U ayaHo
nHpopmarue.

Kpome Toro, cinenyer yuutsiBath crneuuanucta. C OJHOW CTOPOHBI, CHELUUANHCT -
OJIMH M3 OCHOBHBIX 3AyieMeHTOoB VC, mpoTHBOIEHCTBYIOIIUM HACTYIUIEHUIO UH(. puckoB. C
JPYroii CTOPOHBI, OH SBJISETCS MOTCHIUAIBHBIM HCTOYHUKOM HH(. PUCKOB.

Takoil moaxoA K MOHMMAHUIO CYHIHOCTH HWH(G. PHUCKOB IO3BOJSET PYKOBOJCTBY
HOPENIpPUATHSL paccMaTpuBaTh MpoOJeMy NPOTUBOAEHUCTBUS pHUCKaM, Kak npodaemy
cucmemnyro. PemieHue ee BO3MOXKHO C IPUBICYEHUEM CIIELMAIHUCTOB BCEX YpPOBHEU
YIPaBIEHUS U NIPU HETIOCPEICTBEHHOM YYaCTUU NEPBbIX JIUIL IPEATPUATHS.

[IpuBeneHHoOe BbIlIE onpezeseHue UHPOPMAIIMOHHOTO PHCKA HE 3aTparuBaeT TaKUX
HEraTUBHBIX SIBJIEHUH, KAaK HApyLIEHUWE aBTOPCKUX IPaB Ha HCIOJIb30BAaHUE IPOIYKLUU
MHTEJUIEKTYaJIbHOTO TPYJd, PaCIpOCTPAHEHUE 3aBEJOMO JIOKHBIX CBEJICHUN O MPEANPUATUH
(mesuHpopManys), HEMPABOMOYHOE OrpaHUYEHHE JOCTyNma K OTKPBHITOM uHpopmanuy,
HE3aKOHHOE UCIOJIb30BaHUE TOPrOBOM WJIM NPOU3BOACTBEHHOM Mapku. T.e, K
UH(POPMALIMOHHBIM PHUCKAaM OTHOCSTCS TaKKe COOBITHS, MPUYMHBI M HUCTOYHHKH KOTOPBIX
HAXOJATCSl BO BHEIIHEH cCpele M pe3yibTaThl pealu3alid TaKuX COOBITHIl OKa3bIBalOT
BIIUSIHUE, NTPEXK]IE BCETO, HA BHELIHIOKO CPey NPEeANpUsTHUS.

(def.) Hugpopmayuonnwtit puck — Mo 603MOHCHOCMb HACMYRICHUS CAYUAUHOZ0
cobvimus, npugodauieco K HapyuwieHuam @Qyukyuonuposanus HC npeonpuamus u
CHUJICEHUIO Kauecmea uHopmayuu, a maxxice K HENPAgoOMEPHOMY UCHONb30EAHUIO,
PACnRPOCMPAanenuio unu RPOMuUEo0eiicCmeuIo pacnpoOCmpanenus UHQPopmayuu 60 éHeuiHeil
cpeoe, 6 pe3ynbmame KOMOPbIX HAHOCUMCA YU4epd nPeonpusmuio.

Haubonee nonmnoe onpedenenue UHGOPMAYUOHHO20 PUCKA  BBOJUTCS C
MIPUMEHEHUEM TOHATUS «UHPOpMayuonnasn chpepa npeonpuamusy.

1100 ungopmawuonnoii cghepoir npennpusarus cienyer nonumars WP, cpeacrsa u
CyOBeKThl MH(GOPMAIMOHHBIX MPOIECCOB, a TaKXKE CUCTEMY PEryJIUpOBaHUS OTHOIICHUI
CyOBeKTOB HH(POPMAITMOHHBIX MPOIIECCOB BO BHYTPEHHEN M BHEIIHEW Cpeie MPEIIPUSITHSL.

Cnenmosarensho, (def.) ungpopmayuonnvit puck — 3mo  603modxcnHocmo
HACMYNJIEHUA CAYYAUHO020 COObImuUa 6 UHMOPMAUUOHHOU cgepe npednpuamus, 6
pe3yibmame Komopoz20 npeonpuamuto Oyoem HaneceH yuiepo.

Takas TpakTOBKa MH(OPMALMOHHOTO PUCKA MO3BOJISIET MPOCIEAUTH €ro BIUSHUE Ha
o0ecrieyeHHe OCHOBHBIX IeJed  (DYHKIMOHUpPOBAHMUS MPEINPUATHS —  IOJyYeHHE
MaKCUMaJIbHOM TPHUOBUTM W JIOCTH)KEHHE CTaOWIBHOCTH OuzHeca. Y PYKOBOAHUTEIS
HOSBISETCS BO3MOXKHOCTb OLEHUTh UH()OPMAIIMOHHBIN PUCK U, C YIETOM €ro OMACHOCTH JJIS
Ou3Heca, BbIpA0OTATh A0EKEAMHYI0 ROJTUMUKY YRPAGIEHUA KOHKPEMHBIM PUCKOM.

Ilo onpeodenenuro ungpopmayuonHblil puck, KaK U PUCK a10001 npuUpoobl, A6AAEMCA
cayuainpim codovtmuem. CiiydailHbI XapakTep MH(}. pucka HEOOXOIUMO YYMTHIBATh MPHU
PacCMOTPEHUH €ro CYLITHOCTH U B3aUMOCBSI3M HH(OPMAIIMOHHBIX U S KOHOMUYECKUX PUCKOB.

B cooTBeTrcTBHM € CYIIHOCTBIO MPOILIECCOB, SIBICHUM M OOBEKTOB, MOPOKIAOIIMX
CIIy4alHOCTH, Pa3IMYalOT 00beKmMuUueHyio u cydveKkmuenyr cayuainocmu. Odvekmugnasn -
CBsI3aHa C IPUPOJION MaTepuu, ee CyIHOCThIO. [IprMepsl: OpPOYHOBCKOE TEIMIOBOE JBUKEHHE
MOJIEKYJI U U3BMEHEHUS B T€HaX, IPUBOASIINE K MyTallul OPIraHU3MOB.

Cybvexkmuenas cayyaiinocmy ONPENENIeTCs HEMOJHOTON HH(popMaluyu 0 MPUYUHAX
U CYIIHOCTH CITyYaiHBIX COOBITHIA.

Bb1600: npuHIMNNAIBHBIX NPENSTCTBUM NpeICcKa3aHus CyObEKTUBHBIX CIIydalHOCTEH
He cymiectByeT. CyObeKTHBHAs CIYy4alHOCTh MEpe]ieT B paspsii 3aKOHOMEPHBIX COOBITHH,
€CJIM YEeJOBEKY YJAacTCsl CBOEBPEMEHHO IOJIYYUTh HMH(POPMAIMIO, CBA3AHHYIO C 3THM
coObITHEM, TPEOYEeMOro KauecTna.

OOBEeKTHBHYIO CIy4allHOCTh MPUHLUIHUAIBHO HEBO3MOXKHO Mpe/cKa3aTh B CUJIy €€
cymHocTU. Mcronb3ys METOAbl TEOPUM BEPOATHOCTEW BO3MOXKHO JIMIIb IOJYyYUTh
MPEIOJIOKUTEIbHBIE CBEICHUS O CITy4YalfHOM COOBITHH.



CoObITHE HE SBISETCS CIYYalHBIM JUIS Y€IOBEKa, €CTU OH CBOCBPEMEHHO MOJydYaeT
KaueCTBeHHYI0 HHpopmMaruio. BakHOW XapakTEpUCTHUKONW COOBITHS SBIISCTCS HHTEPBAT
BPEMEHH OT MOMEHTa TONydeHUs HHPOpPMAIMK O PHUCKOBOM COOBITHM JO MOMEHTA
HACTYIUIEHUsI 3TOro coOwiTua. Ecnu HeoOxommmass uHpOpManus IOJlydeHa B MOMEHT
BPEMCHH, KOI/Ia YK€ HEBO3MOXXHO MPOAHATM3UPOBATH CHUTYAIUIO, NPHUHATH pPEIICHUE U
BBIMIOJTHUTH HEOOXOIUMBbIE NEHCTBUS 10 HACTYIUICHUS COOBITHS, TO TAKOE COOBITHE OTHOCUTCS
K CIIyYalHbIM.

Ha npakrtuke OONBUIMHCTBO PHUCKOBBIX COOBITHH omHocamca K  Kaaccy
cybvekmugHnvlx cayuanunslx coovimuil. Hanpumep, umes wunHpopmanmio o neheKTHON
JeTalld, HEBO3MOXXHO a0COJIOTHO TOYHO MpeAcKa3aTh BpeMs BbIXOJa €€ U3 CTpos U
BO3MOXKHBIE MacmTalObl ymepba. J[ins storo morpeboBaoch Obl coOpath U 00paboTaTh
JOTIOTHUTEIbHYI0 MH(OPMAIINIO, KOTOPYIO B KOHKPETHBIX YCIOBHUSX MOJYYUTh HEBO3MOXKHO
WJIH SKOHOMHYECKH HEIeIeco00pas3Ho.

BosmoxHOCTh TONyueHus: Bceil uHpopmanuu TpedyemMoro KauecTBa OrpaHMYUBACTCS
OTCYTCTBHEM COOTBETCTBYIOIIUX MHCTPYMEHTAIBHBIX CPEJCTB, METOJIUK, BpEMEHHU HA cOOp U
00paboTKy MHpOpMaAIUU, a TaKKe OTCYTCTBUEM IIOJIHBIX HAyYHBIX 3HAaHUH O CYIIHOCTH
Ipolecca Witk SBJICHHSI, TPOTUBOACHCTBHEM KOHKYPEHTOB H 3JI0YMBIIIJICHHUKOB.

Jisa  uccnenoBaHus NPUPOIbl  MH(POPMAIMOHHBIX PUCKOB BAXKHO OMNPEICIIUTDH
CYITHOCTh ¥ B3aMMOCBSI3b IOHSATHI: «UCTOYHUKY, «IIPUUUHAY U «(DAKTOP) PHUCKA.

[lon ucmounuxkom ungopmayuonnvix puckoé TOHHUMAETCA CYOBEKT, OOBEKT,
MPOIECC WM SIBJICHWE, B KOTOPOM PEATU3YIOTCS MPUYMHBI HH(POPMAIMOHHBIX PHCKOB.
[IpumepaMu HMCTOYHHUKOB HH(MOPMALMOHHBIX PHUCKOB: CHEIHAIUCT, Ipolecc 00paboTKu
uH(pOpMaIlMK, TEXHUYECKOE CPEICTBO, NporpamMma, OOBEKTHl BHEIIHEH cpeapl. B
3aBHCHUMOCTH OT MECTa PAaCIOJIOKEHUS U MPUHAUICKHOCTH UCTOYHHKA PUCKA OTHOCUTEILHO
NC pucku AensTcs HAa GHympPeHHUue N GHeUHUe.

3HaHWE WCTOYHHMKA HMH(POPMAIIMOHHOTO pHCKa SBISETCS 00g3aTeNbHBIM s
oTpesieNIeHUs] IPUYNH HeTaTUBHBIX coObITHi B VC.

Ilpuuunoii pucka cinyxuT siBIeHHe (COOBITHE), BBI3BIBAaIOIEE, OOyCIaBIMBAIOIICE
pHCK.

@akmopom pucka Ha3bIBA€TCS COCTOSIHHE IIpollecca WM O0BEKTa, KOTOpOe
CIOCOOCTBYET peau3aIliy PUCKa.

[IpuunHa onpenenseT BHYTPEHHUE HCTOUHUKHA aKTHBHOCTH MPOLIECCOB MIIK 0OBEKTOB,
MOPOXKAAIOMINX pUCKU. DaKTOPBI — 00CTOATENBCTBA, CIOCOOCTBYIOIINE PEATU3AIH PHCKOB.

@DakTopel B MEHBIIEH CTENEHU CBS3aHbI C KOHKPETHBIMH UCTOYHHKAMHU PUCKA, YEM
OpUYUHBl  pUCKOB. [Ilonamuio «gpaxmop pucka» 0OAU3KO noOHAMUE (YAZGUMOCHLDL
cucmemol», KOmMopoe UCHOJIb3YenmcA CREeYUaIucCmamu no 3awume ungopmavuu. /lna
HACMYNJIEHUA PUCK08020 COObIMUA HE0OXO00UMO O00HOBPEMEHHOe HAAuYue NPUYUHbL U
¢axkmopa pucka.

WudopmanroHHbIe PHCKH MOTYT OBITh HpsAMble U KOCGEHHBbLE.

Ilpameimu cUUTAIOTCS PUCKH, B pe3ynbTare KOTOpbIX 00BekThl MC mpuxonsr B
HepaboTocniocoOHoe cocrosinue. Ilpumepst npamvlx puckoe:. yTpata pabOTOCIIOCOOHOCTH
TEXHUUYECKUX CPEJICTB B pe3yNbTaTe OTKA30B, aBapHil U CTUXHUIHBIX OEICTBUM, YHUUTOKEHUE
WA UCKOKEHUE MPOTPAMMHBIX CPEICTB, MH()OPMAIIMOHHBIX 0a3 TaHHBIX H T.I1.

NudopmanoHHbie PUCKU, KOTOpPbIE HAHOCAT ymepO MPEANpHUSTHIO, SBISIOMIUANACS
CJICJICTBUEM BO3JICUCTBHS PHCKOB HAa OM3HEC-TPOIECCHI MPESANPHUATHS WM BHEIIHIOK CpPEy,
HA3bIBAIOTCS KOCBEHHBIMH WH(GOPMAIMOHHBIMU pHCKaMu. Hampumep, mpu HapylieHUU
KOH(QUICHIIMATLHOCTH HH(POPMAIMH yXYIIaeTcsl KOHBIOHKTYpa PBIHKA, BO3MOXKEH CPBIB
MIEPETOBOPOB € MapTHEPAMU U APYTUE MOCIEICTBUS, TPUHOCSIINE YIIepd MaTepralbHBIM WU
WHTEIUICKTYATbHBIM PeCypcaM MPeapusITHSI.

T.o., uHpOpMAIIOHHBIE PUCKK BO3JEHCTBYIOT Ha pecypchl MC, BbI3bIBas M3MEHEHUE
BHYTPEHHUX ¥ BHENIHUX YCIOBUH (YHKIIMOHHPOBAHHUS WpeanpusaTus. B pe3ynabrare
NpEINpUsITHE TEPIUT YOBITKH, €My HaHOCHUTCS yiiep0. BHemHue wHQOpPMAIMOHHBIE PUCKU



MOTYT HaNpsIMyI0 BO3/EICTBOBATh HAa BHEIIHIOIO CPEAY, B PE3YJIbTATE YEro BHEIIHAS cpeaa
HEMOCPEICTBEHHO BO3/ICUCTBYET Ha OM3HEC-TIPOIIECCh MPEANPUSATHUS.

JIr000#1 SKOHOMHUYECKHH PHUCK SBISETCS KOCBEHHBIM HH(POPMALMOHHBIM PHCKOM.
OrcyrcTBue KauecTBeHHOM wuH(popManuu y JIIIP sBisgercs NpUYMHON SKOHOMHYECKHX
PHUCKOB.

Ilpocnescusaemca mecnasa c6A3b NOHAMUI «YNPABIeHUE UHPOPMAYUOHHBIMU
puckamu» u «obecneuenue IKOHOMUYECKOU 0e30NACHOCU RPEONPUAMUAY.

[lon «9Konomuueckoit be3onacnocmvro npeonpuamusy TMOHUMAETCS «COCTOSHUE
IOPUAMYECKHUX, SKOHOMUYECKUX OTHOLICHWM, OpraHU3allMOHHBIX CBSI3€H, MaTE€pUAIBHBIX M
MHTEJJIEKTYaJIbHBIX PECYPCOB MPEIIPUITUS, IPU KOTOPOM TapaHTHUPYETCs CTAOMIBHOCTD €ro
(GyHKIMOHUPOBAaHUS,  (UHAHCOBO-KOMMEPUECKMH  ycmeX, MpPOTPEecCHUBHOE  HAy4YHO-
TEXHUUYECKOE U COIMAIbHOE pa3BUTHE» (OMpeesieHre JaHO B TOJIKOBOM CJIOBApeE).

Pe3ome. Ixonomuueckan 06e30nacHoCmbs — STO COCTOSIHUE MPEANPUATHS, IIPU
KOTOPOM O0€ecreynBaeTcsi CTaOUIbHOCTh U Pa3BUTHE MPEANPHUATHS B YCIOBHUSIX BO3MOMXKHBIX
PUCKOB. YIIpaBJIEHUE PUCKAMHU SIBJISIETCSI TEM HAIPaBICHHMEM B JIEATEIbHOCTU PYKOBOJCTBA
OPENNpUATHSI, KOTOpOe U OOecHeurnBaeT CTAOMIBHOCTh M YCTOHYMBOCTH HPEIIPUATHS K
BO3/ICHICTBUIO BO3MOKHBIX PUCKOB.

DKoHOMHYECKass Oe30MacHOCTh MPEANpPUATUS JOCTUTaeTcs IYyTEM YIPaBICHUS
pUCKaMU M, TIpexae Bcero, MHGOpMalMOHHBIMH puckamu. HecmoTpst Ha MHOrooopasue
SKOHOMHMYECKHUX PHUCKOB, UX OOIIMM CBONCTBOM SIBJISIETCA Hajauuue HWH(OPMALMOHHOM
COCTaBJIAIOLIEH. YTIpaBiIe€HUE 3TOW COCTABJISIONIEH CBOIUTCS K HEOOXOJIMMOCTH MOJIYyYEHHS
KaueCTBEHHOH yIpaBJsitoniei nupopmanuu u cBoeBpeMeHHoro ee npenocrapnexus JIIP.

Hanpasienusi ynpasJjieHuss HH(pOPMALIMOHHBIMM pUCKaMHu. B HacTosmiee Bpems
yIpaBieHUE PUCKAMU HCCIEAYETCS B paMKaX pPUCK-MEHEONCMeHma, KOTOPbI sBIsSeTCs
BaXHbIM HaIpaBJIEHUEM HayKu 00 ynpaBieHUH. PUCK-MEHEIKMEHT HaxOIUTCs B CTaJuu
CTaHOBIICHUS M pa3BUTUA. YTpaBleHHE HHOOPMALMOHHBIMU PHCKAMH HEOOXOAUMO
OCYILECTBISATH C YYETOM OCHOBHBIX MOJIOKECHUN 00u{eco MeHeodHcMeHma, a TaKKe C
UCIIOJIb30BaHUEM PE3Y/IbTaTOB, MOJYYCHHBIX B pAMKaX PUCK-MEHEKMEHTA.

Konuenmus ympaBneHuss HMHQOPMALMOHHBIMU PHUCKaMHU  JOJDKHA — ONPEAENsATh
OCHOBOIOJIATraloNIye MPUHIUIBI U UJCH, TIOJOKEHHBIE B OCHOBY OpPTaHU3AIMU YIPaBICHUS
MH(OPMALIMOHHBIMU pPUCKaMHU MpeAnpusATus. B paMmkax KOHIENIMH paccMaTpUBAIOTCS
TPaKTOBKU OCHOBHBIX IOHATHH, yeau v 3a0auu ynpaeienus uHQopmayuoHHbIMU PUCKAMU,
OTIPEEIISAIOTCS OCHOBHBIE HANPABICHUA PEUIeHUS IMUX 3A0aY.

o OmnpeneneHue NOHIATHSL «YRPaAGIEHUE UHPOPMAUUOHHBIMU PUCKAMUY

Iloo ynpasnenuem uHpOpMaAUUOHHBIMU PUCKAMU  NOHUMAEMCA CUCHEMA
CO2N1ACOGAHHBIX MEp, MEPORPUAMUIL U RNPOUEOYp, OCYULECMEIAEMBIX NEPCOHATIOM
npeonpuamua ¢  Ueabl)  MUHUMU3QUUU  PACX0006 HA  npomueoldelcmeue
UHDOPMAYUOHHBIM PUCKAM U YCMPAHEHUE UX NOCTAe0CH8UIL.

Ilenv ynpagnenus ungopmayuonnvimMu puckamu — MUHAMH3ALMS PACXOJ0B
NpEeNNpUATHS HAa IPOTUBOAEHCTBHE HMH(POPMAIIMOHHBIM PUCKaM U JTMKBUJAIUIO MTOCIEICTBUI
WX peau3alki.

Ynpagnenue ungpopmayuonnvimu puckamu npeononazaem peuwienue ciedyloujux
3a0au.
aHAJIU3 PUCKOB;

BbIpa0OTKa MOJUTHUKH YIpaBIeHUS NHPOPMAITMOHHBIMH PUCKAMU;
ONTUMM3AIIHSI PACXOOB Ha YIpaBlieHne HHPOPMAITMOHHBIMU PUCKAMH;
CO3/IaHHME CUCTEMBI yIpaBiIeHHs] HHPOPMAIIMOHHBIMU PUCKAMU;
yCcTpaHEeHHe MPUYHH U (PaKTOPOB 3HAYUMBIX PUCKOB;

CO3/1aHME MEXaHNU3MOB CHUKEHUS yIiepOa OT BO3MOXKHBIX PHCKOB;
OlIeHKa ymiepoa;

JUKBHJIAIUS TIOCTIEICTBUNA PHUCKOBBIX COOBITH;
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J MOCTOSIHHBI MOHUTOPUHT W TEPHOAMYECKUI ayqUT CHUCTEMBI YIIPaBIICHUS
pHCKaMU;

J aHanu3 3QPEKTUBHOCTU CHCTEMBI YIPaBICHHs HHPOPMAIIMOHHBIMHI PHCKAMU;

J COBEpPILECHCTBOBAHME CUCTEMBI YIIPaBJICHUS HH(POPMAITMOHHBIMU PUCKAMH.

Haubonee oTBeTCTBEHHAS 3a/1a4a: AHAAU3 UHPOPMAUUOHHBIX PUCKOS.

1) 1-a sman ananuza: uneHtubukanys HHOOPMAIIMOHHBIX PHCKOB, KOTOpas
3aKJII0OYAETCS B BBISBICHUM BCEX BO3MOXKHBIX JUISI paccMaTpuBaeMoi HH(OpMaIMOHHON
cuctemsl peanpustus (MCIT) puckoB u coznanue ux rnepeyHs. B mporecce uaeHTUGUKAIIANA
UCTIONB3YeTCs Kaaccuguxayusa puckos. OHa TO3BOISIET ONPEIACTUTH MECTO KOHKPETHOTO
pHicKa B CUCTeMe WH(POPMAIMOHHBIX PUCKOB, €0 MPHUPOIY U TMOTCHIUAIBHYIO ONAcHOCTb.
Heo0xoanMo ycTaHOBUTH MPUYUHHO-CIICACTBEHHBIE CBSI3U, UCTOYHMKH U (DaKTOPHI PUCKOB,
MEXaHU3MBbI peali3alliil PUCKOB, MOKa3aTeau pUckoB. Ilo pe3ynpTaraM aHanusa denaemcs
3aKiouenue 0 3HaAYUMOCIU UH@OPMAUYUOHHOZ0 PUCKA ONA RPEOnRPUAmMUA. SHAUUMBIM
CUMTACTCS PHCK, KOTOPBIM HENb3sl TpeHeOpeub TpU YIpaBICHUH HWHPOPMAIMOHHBIMU
PHUCKaMH.

3areM 1O PYKOBOJCTBOM TEPBBIX JIMII TPEANPHITHS pa3padarbiBaeTcss U
NpUHUMAETCs OQUIMATIBHBIA JTOKYMEHT HPOZPAMMA  YRPAGIEHUA UHQOPMAUUOHHBIMU
puckamu, KOTopasi OnpeiesseT MOJUTHKY MPEINPUATHS B OOJIACTH YIPABJICHUS PUCKAMH,
obecrieyeHns KayecTBa MHPOPMALIUH.

B npozpamme ynpasnenus puckamu onpeoensomcs.

. IIPaBOBOE 0OECTICEYCHNE TIOIUTUKY YIPABICHHUS WH(POPMAIIMOHHBIMH PHCKAMU;

. [EeNU ¥ 33]]a91 TIOJUTUKU YIIPABICHUS WHPOPMAIMOHHBIMH PHCKAMU;

. xapakrepuctuka C npennpustvs, BHyTpEHHEN U BHELTHEN Cpeibl;

. O0JIMK CHCTEMBI YHpaBiICHUS HHOOPMAIIMOHHBIMU pPUCKaMHU  (TIPUHLUIIBI
HOCTPOCHMS, BBIIOJIHAEMbIE (DYHKIIUH, CTPYKTYPA);

o 3aJa4d CTPYKTYPHBIX IOAPA3JEJIEHUN M IOJDKHOCTHBIX JIMIL IO YIPAaBICHUIO
MH(OPMaLlOHHBIMU PUCKAMU;

o IOPSIIOK MOHUTOPUHTIA U ayJJUTa CUCTEMBI;

o OLIeHKa 3P PEKTUBHOCTH CUCTEMBI;

o MOPSIIOK COBEPLICHCTBOBAHUS CUCTEMBI.

Peanuzayua npozpammul 0ondicuna npueecmu K pe3yabmamy: IPU MUHUMAIBHO
BO3MOXKHBIX 3aTpaTax MOCTpOeHa M (YHKIMOHUPYET CHUCTEMa YIpaBlieHUs HH(. pucKamuy,
o0ecreynBaroIasi MUHUMAJIbHBIE PACXObl HA yIIpaBJeHUE HH(. pUCKAMH.

Ilepen pa3pa®oTuMkamMM TOJNMTUKH YOpPaBJIEHUS WH(OPMALMOHHBIMUA PpPUCKAMHU
LEHTPAJIbHOU SIBIAECTCA 34044 ORMUMANLHO20 6JI0MCEHUA CPEOCHmE, NO0360NANOUAA
ocywecmenams ynpaeienue UHGOPMAYUOHHLIMU PUCKAMU HA MpPedyemMom ypoéHe npu
MUHUMATILHO 603MONCHBIX 3AMPAmax.

[Ipu pemennu 3a1aun HEOOXOIMMO PYKOBOJICTBOBATHCS CIAEAYIOLUIUMU RPUHUURAMU.

L4 HCBO3MOJXHO CO3daTb CUCTEMY YIIPABJICHUA I/IH(i)OpMaI_II/IOHHBIMI/I puckamu,
KOTOpPas Mo3BOJIsIa ObI 00ECIIEUNTh CTOIIPOUCHTHYIO 3aIlIUTY OT PUCKOB;,
L4 3amuyTa OT PUCKOB OCYHICCTBIIACTCA IIO HAIIPABJICHUAM — npedomepamenue

603MOMCHBIX  puckoeé (TIPUOPUTETHOE  HAINpABICHUE) U  MUHUMU3AUUA  yuiepoa
(MuHMMM3aNMS yiiepOa JOCTUTAeTCs CBOEBPEMEHHOCTBHIO OMpeeleHus (paKTa HACTYIUICHUS
PUCKOBOTO COOBITHSI, MaKCHMaJbHO BO3MOXKHOW JIOKQJIM3AI[UEH BO3JACHCTBUS PUCKOB,
OCYIIECTBIICHUEM KBaTU(UIIMPOBAHHOTO YCTPAHEHMS TOCIEICTBUNA PHCKOBBIX COOBITHUH C
HCITOJIh30BAaHUEM CO3/IaHHBIX 3a0JIarOBPEMEHHO MEXaHU3MOB);

° C LEeJbI0 MHUHHUMHU3AIMU YyIiepda OT PUCKOB MPUMEHSIOTCS CHelHuaabHbIe
MEXaHU3Mbl, OCHOBAaHHBIE Ha BPEMEHHOM, MH(GOPMAIIMOHHOM, TEXHUYECKOM, MPOrPaAMMHOM
PE3EPBUPOBAHUU U PE3CPBUPOBAHHUH JICHEKHBIX CPEICTB (IS PEe3epPBHPOBAHUS JACHEKHBIX
CPE/ICTB TPUBJICKAIOTCS WU COOCTBEHHBIC PECYPCHI, WM OCYIIECTBISETCS CTPaXOBaHHE
MH(OPMaLIMOHHBIX PUCKOB);



. CJIOKHOM 3ajadyeil sBISETCS ONTUMAIbHOE PACHpPEIEICHUE PECYPCOB,
HaIpaBIIIEMbIX Ha MpPeJOTBpalleHne HH(HOPMALIMOHHBIX PUCKOB M Ha CHUKEHHE MOCJIECTBUI
PHUCKOBBIX COOBITHH.

Bnoscenue cpeocme 6 ynpagnenue uHQOPMAUUOHHLIMU PUCKAMU AGIAEMCA
ONMUMATbHBIM, €C/ITU CYMMA 3AMPAYEHHLIX HA YNPAGIEeHUE CPeOCHE U O0HCUOAeMbIX
nomepv om pucKkog 0yoem MUHUMANbHOIL.

Touka paBeHCTBa 3aTpar Ha yNPaBICHUE PUCKAMU U BEITUYMHEI yIiepOa MpuBeieHa Ha
criaiize:

Caaiig

Mpachuk oOLMX pacxonoB Ha ynpasneHue
WHpopMaLMOHHBIMU PUCKaMN

Ofips pacof b

L TONMOCT

JaTpaTel Ha
NpoTHECSACTERS

Yilepi

YPOESHE YTPEENSHUA

B orHomeHun WHQPOPMAIMOHHBIX PHUCKOB MOTYT MPUHUMATHCS —CIEAYIOLUe
cmpamezuu ynpagieHun.

o npunamue pucka (B OTHOLIEHUU COOTBETCTBYIOIIETO PUCKA HE IPUMEHSIOTCS
HUKAaKHE MEXaHU3MBbI MIPEIOTBpPALIeHUs] UH(POPMAIMOHHOIO PUCKAa U MUHUMU3ALMHU yiiepoa
oT ero peanuzauuu. Ctparerus BbIOMpaeTcs B OTHOIIEHUHM PUCKOB, OKUAAEeMBIH yiiepd oT
KOTOPBIX HE3HAUUTEJIEH; IIPH OYE€Hb MaJIOM BEPOSTHOCTU PUCKOBOI'O COOBITHS U OXKHIAEMOM
yiep6e, KOTOpbIi He OTHOCUTCS K KaTerOpHU KaTacTpo(UUECKUX);

o npeoomepauienue pucka (CTparerus IpeanoyiaraeT BO3JCHcTBUE Ha
VMCTOYHUKU PHUCKOB C LIETbI0 CHUKEHMSI BEPOSITHOCTH HACTYIUIEHHS PUCKOBOTO COOBITHS U
TpeOyeT ycTpaHeHUs (PaKTOPOB, CHOCOOCTBYIOIIMX PEANN3aLUU PUCKOB. );

o CHUJICEHUE 603MOMICHO20 yuiepda om pucka (Bemnunmna ymepba oT pucka
MOJKET OBITh CHUKEHA, €CIIU 3a0JarOBpeMEHHO BHEJPSIOTCS CHelralbHble MeXaHu3Mbl. CyThb
IPUHUMAEMBIX MEp - B IPUJAHUM YCTOWUYMBOCTH TPEANPUATHUS K BO3IEHCTBUIO PHUCKOB.
Ocnosa maxou cmpamezuu - aA0ANMUGHAA CUCMEMA YNPAGICHUA U He00X00umble
pe3epenvle pecypcnl: annapaTHble, IPOrpaMMHbIe, HH(MOpPMaIMOHHbIE 1 (PUHAHCOBBIE);

o npedomepauieHue pucka u CHUICEHUE 603MONCHO20 yuiepda om Hezo.

Pe3rome

HaubGonee coBepiieHHass cTpaTerdsi MpeArnojaraeT HUCHOIb30BaHUE MEXaHU3MOB
MpeI0TBpaIeHUsT MH)OPMAITMOHHBIX PHCKOB U MEXaHM3MOB CHIDKEHHUS yIiepOa OT HHX.

[Ipouecc ympasnenus nHGOPMAIMOHHBIMU PUCKAMH MIPEICTABUM B BUJIE CXEMBI:

Caaiin

Cxema ynpapjeHusi HHGOPMAIMOHHBIMU PUCKAMH € Y4eTOM BbIOOpa CTpaTernu
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AHATHI PHCEA

/\

[IpoTHBOOEACTEHE | | [IprEATHE
[TpenoTepamesHe Crmxerme
BO3MOBHOTO VImepoa
|| YeTparerHe IpEIHE HeduraHCOBRIE
PHCEA MEXAHHIME]
BozgefcTeHe Ha DHHAHCOBEIE
thaKTOpEI pHCKA MEXAHFIMEI
1 N L J
Yerpanesue
OOCTIEICTEHR
BHyTpeHERX Bremmax
AHaau3 I/IH(l)OpMaIIHOHHI)IX PHUCKOB. lle./lb npoee()enu}z aHaiuza
qu)OpMdquHHblx PUCKO6 — MMOJIYYCHHEC HanboJee IIOJIHBIX XApaKTCPHUCTUK

MH(OPMALIMOHHBIX PUCKOB, KOTOPbIE MOT'YT HAaHECTU CYIIECTBEHHBIM Bpe MPEANPUSATHIO U,
BEPOSTHOCTb HACTYIUIEHUS KOTOPBIX HE T03BOJIAET INpeHeOpeub HUMH. Takue pUCKU
Ha3bIBAIOTCS 3HAYUMbBIMU.

JUis MOJTHOTO M BCECTOPOHHETO aHajiu3a HMH(GOPMALMOHHBIX PHCKOB HEOOXOIMMO
HCIIOJIb30BAaTh MEMOO002UI0 CUCHIEMHO20 UCC/IC006AHUA ACICHUI.

JIaHHBINM OAXOX IIPEACTABIIEH B BUJE CIEAYIOIIEH MOCIEA0BATEIIBHOCTU JCHCTBUN:
uAeHTU(UKAISA UHPOPMAIIMOHHBIX PUCKOB;
ornpeziesieHne MeXaHnu3Ma BO3IeHCTBUS MHPOpPMAIIMOHHBIX puckoB Ha UC;
BBISIBJICHHE HCTOYHUKOB, (JaKTOPOB PUCKOB U MPUYNH UX TOPOKIAIOIINX;
orpeziesieHue B3auMOCBSI3U HH(OPMALIMOHHBIX PUCKOB;

KJIaCCU(UKALIUS PUCKOB;

BBIOOp MOKa3areseil OlEeHKH PUCKOB;
BBIOOp METOJIOB U CPEJICTB OLICHKH PHCKOB;
OLICHKA PUCKOB.

AHanu3 pHUCKOB HA4YMHAECTCA C HOCMPOEHUA  UHPOPMAUUOHHOU  MOOenu
npeonpuamusa. Mojenb J0DKHA BKJIIOYATh: MOAPOOHBIM IepeueHb HMH(POPMAIMOHHBIX
00BEKTOB, BBIMOJIHAEMBIX 00bEKTaMH (PYHKIUH, CBsA3el 00BEKTOB; CBEACHUS O BHYTPEHHUX U
BHEUIHUX HMH(POPMAIMOHHBIX TIOTOKaX, 00 OCOOEHHOCTSIX HH(POpPMAIMH, CTEIEHH ee
Ba)XHOCTHU M cTaTyce (KOH(UACHIUAIbHAS UM OTKPBITas); cBeleHus 0 B3aumoeictauu NC
NpEeNNpUsATHs C BHEIIHMMU CHCTeMaMu M ¢ Ou3Hec-lpolieccaMu mnpeanpusatus. Mojenb
OpEINpUsATHs JOJDKHA OTpaXkaTb OCOOEHHOCTH BceX pexuMoB (yHkimonupoBanus HWC,
BO3MO)KHbBIE U3MEHEHHS BHEILIHEN CPE/bl U CMEKHBIX CUCTEM.

Ha >mane eviagnenus ¢paxmopos puckog MHPOPMALMOHHAS MOJAETh MPEIIPUATHS
MOKET OBIThb MPEJCTaBI€HAa C UCHOJb30BAHUEM CXEM B3aUMOJEHCTBUS, aIrOPUTMOB
(byHKIMOHUPOBaHUS, rpadoB U TAOIHII.
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ITocTpoenue cucremMbl ynpapJjieHust MH(pOpMANMOHHBIMHU puckamMu. CocraBieHue
MOJIHOTO TEPEeYHsT BO3MOXKHBIX HH(OPMAIMOHHBIX PHUCKOB TPEANOIaraeT BHITIOJHEHUE
CJEAYIOIINX MEPOIIPUATHM.

B wHbOpManMoOHHONH MOJENTH BBIACISAIOTCS THIIOBBIE WH(OPMAIMOHHBIE OOBEKTHI:
pabouee MecTo crenuanucra, TeneoHHAs CeTh, TEXHUYECKHE CpEACTBa XpaHEHUS
uH(pOpPMAIINH, CIICIIUATICT KOHKPETHOTO MPO(UIIS M YPOBHS KOMIIETEHTHOCTH H T.J.

Crpykrypupytotcst uHopMmanumonnsie mporeccsl MC mo cragusm mHodydeHus,
00paboTKH, XpaHEeHUs W TepeAadd HH(opManuu, MO YPOBHSAM HEpapXUU, MO BAXKHOCTH
uHpopmanuu.

CrnenuanucT-aHaJIUTUK BKJIIOYAET B CIUCOK BO3MOXKHBIX PUCKOB NPEANPHUATUS TE,
KOTOpbI€ NOTEHIMAIBHO MOT'YT UMETh MeCTO B KOHKpeTHoM MC nns kaxaoro TUIOBOTO
UH(POPMALIMOHHOTO 00BbeKTa U mpouecca. [oiHbpIe CIUCKH BO3MOXHBIX PHCKOB CIIEIIHATIUCT
MOJIy4yaeT IO pe3yJbTaTaM COOCTBEHHBIX HCCIEAOBaHUN, OOCIEeIOBaHUIN, W3 HAy4YHO-
TEXHUYECKOM JINTEPATyphl, CTAHAAPTOB, METOIMYECKUX PEKOMEHIAIUH.

Iloo mexanu3zmMoM Bo3jaeiicTBUSA MHPopManuoHHOro pucka Ha UC nonumaemca
duzuueckuil npunyun, nexxcawiuii 6 OCHOGe AGIEHUN U NPOUECco8, KOMopvie MO2ym
npugecmu K peaiu3ayuu pucka, aa2opummaol, MEmMoobl U CPeOCmea peaiu3ayuu pucka.

OxHa W3 OCHOBHBIX 3aJady aHaJIW3a pUCKOB - YCHMAHOG/IEHUE RPUYUHHO-
cl1e0CmeeHHbIX céA3ell, ISKAIUX B OCHOBE HH(POPMAIIMOHHBIX PUCKOB.

Ilpozpamma ynpaenenus un@oOpmMayuoHHLIMU pUCKaAMU COJEPKUT BCE JAHHBIC,
HEOOXOUMBIE IJI TOCTPOCHUS CUCTEMBI yIIpaBiIeHHU HHPOPMAIIMOHHBIMUA PUCKAMHU.

Iloo cucmemou ynpaenenusn ungpopmayuonnuvinu puckamu (CYUP) nonumaemcsn
€OUHDBIIl KOMNIEKC NpPABO8bIX HOPM, IKOHOMUYECKUX U OP2AHUZAUUOHHBIX Mep,
MEeXHUUEeCKUX, NPOZPAMMHBLIX U Kpunmozpaguueckux cpeocme, a makxuce HP,
odecneuusarnwuii.  MUHUMAIbHbIE  CYMMAPHbBIE  pACX00bl HA  NPEOOMEpaujeHue
UHPOPMAYUOHHBIX PUCKO8 U KOMNEHCAUUIO YUiepOa om HUX.

Cucrema ynpapneHusi MHQOPMAIIMOHHBIMU PUCKAMH SIBISICTCSI OJHOM U3 MOJICHUCTEM
NC mnpeanpusituss ¥ HODKHA co3faBaThbes Ha enunHbix ¢ WC mpeanpusitus HayuHo-
MemoouuecKux RPUHYUNRAX NOCHMPOCHUA C/IOHCHBIX Ye108€KO-MAUIUHHBIX CUCHEM.

Takumu MPUHIUITAMU SIBIISIOTCS:

* CUCTEMHBIN MOAXO/;

* HEPEPBHIBHOCTH (PYHKIIMOHUPOBAHUS;

* PaBHO3AIIMILIEHHOCTh BCEX 3BEHBEB;

* PUHIIMIT MHOTOYPOBHEBOH 3aIIUTHI;

* aJIalITUBHOCTb CUCTEMBI;

* IEHTPAJIM30BaHHOE HEPAPXUUECKOE YIIPABICHUE;

* Ipy’KeCTBEHHBIH nHTEepdeiic;

* OTKPBITOCTH CHCTEMBI.

Ilpunyun cucmemnocmu TpeOyer:

. yudeTa IpU MOCTPOCHUU CUCTEMBI BCEX BO3MOXKHBIX HHPOPMAIIMOHHBIX PUCKOB;

. ylpaByieHUs] HTH(POPMAIMOHHBIMU PUCKAaMU Ha BceX XM3HEeHHbIX nukiax UCII;

. yhnpasieHUs MHPOPMAIMOHHBIMU pUCKAMH BO BCEX 3BEHBAX M Ha BCeX
ypoBusix UCII;

. ydeTa B3auMOJEHCTBUA ¢ IPYTUMU CUCTEMAaMHU U BHEIIHEW CpPEON;

. KOMILUIEKCHOTO ~ COIVIACOBAHHOI'O  MCIIOJIB30BAHMS METONOB U  CPEACTB

yrpaBieHus: THHOPMAITHOHHBIMUA PUCKAMH.

I[Ipu cozmanun CYUP HeoOXoAWMMO aHAIM3HPOBATh BCE BO3MOXHBIC BHUJIBI
uH(popMalnoHHbIX puckoB aisi KoHKpeTHoM MCII. Ha ocHoBe momydeHHON MHpOpManuu
OCYIIECTBIISIETCS] BEIOOP aJIeKBATHBIX MEP U CPEJICTB MPEIOTBPALIECHUS PUCKOB WM CHIKEHUS
BEPOATHOCTH UX pEAIM3allNH, a TAK)KE YCTPAHECHHS MOCIEACTBUN PUCKOB.
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3a Bpems cBoero cymiectBoBanus MC mnpeanpustus U €€ OTACIbHBbIE OOBEKTHI
MIPOXOAAT HECKOJBKO JSTAalOB WIM JKU3HEHHBIX LUKIOB: CO30aHue, UCHOIb306aHUe,
MoOepHu3auua, YMUIU3auus MmMeXHUYecKux cpeocme, JNUKEUOAUUA OP2AHU3AUUOHHOIL
cmpykmypol.  YTpaplieHHe HHOOPMALMOHHBIMU pUCKAMHM BEIETCS Ha BCEX JTarax
IIOCTOSIHHO, BKJIFOUas IIEPEXOIHBIE IEPUOBI.

Ha Bcem Texnosormveckom mytd nepemenieHuss uHdpopmanuu B UC Heobxooumo
obecneuusamp ee Kauecmgo. I1o mepe NpoIBUKEHUSI OT UCTOYHUKOB K BEPXHUM YPOBHSIM
yIpaBieHUs] 3HAYMMOCTh HWHGOpPMAIMU BO3pAcTaeT, YTO U JOJKHO YYUTHIBATHCA IPHU
noctpoenuu CYUP.

[Tpu moctpoenun CYUP uccnenyrorcs Bce 00bEKThI, ¢ KOTOPHIMH B3aUMOJICHCTBYET
NCII Buytpu npeanpustus u 3a ero npeaenamu. Cessu CYUP ¢ gpyrumm oObekTamu
JOJIKHBI OBITH MAKCUMAJIBHO CTPYKTYPUPOBAHHBIMH U IO BO3MOXKHOCTU (hOpMaTH30BaHBbI.

HeBo3moxkno mnoctpouts CYUP, wucnonb3ys oTaenbHbIE METOABI M CPEACTBA
ynpasieHuss HUHQOpMaLMOHHBIMU puckamu. Ilpaeoevie u opzanuzayuounsvie Memoowvl
YRpaeieHus AGAAIOMCA NPUOPUMEMHBIMU, M.K. 00ecneuusarom KOMN1eKCHOe npagosoe
UCROIb306AHUE 6CEX OPYZUX MEN 0008 U CPEOCME.

CYUP nomkHa (HYHKIIMOHHPOBATH TOCTOSIHHO W B HEH HEOOXOAMMO OOECICYHTH
eMHBIA YPOBEHb 3AIMIICHHOCTH HH(POpPMAIMK OT PUCKOB BO BCEX 3BEHbsIX. Hamnume
€1a0020 36eHa VCKIOYAeT BO3MOKHOCTb IOCTPOEHUS Ha/lekHOUM cOanaHcupoBanHoil CYUP.
Crenenp 3ammumieHHoctd HWCII  or  BO3#EWCTBUSL  PUCKOB  JIOJDKHA — ONPEAETATHCS
BO3MOXKHOCTSIMU IPOTUBOJIEHCTBUS pUCKaM B HaMEHEE 3alUILEHHOM 3BEHE.

[ToBeimenue 3¢ pexruBnoct CYUP nocturaercs 3a c4eT cO3IaHUSl MHO20YPOBHEBOI
3augumeol.

Uem BbIIIe 3HAYUMOCTh HH(pOpManmu, TeM Oonblllee YUCIO  YpOBHEH
IPOTHBOACHCTBUS PUCKAM JIOJKHO OBITH 33/1€HCTBOBAHO.

VYPOBHU 3a1IUThI HA3BIBAIOTCS TAKXKE pydedcamu 3auiumol.

Hanpumep, nns 3amurtbl UHGOpMAalUMU OT HECAHKIMOHMPOBAHHOIO JOCTyla B
ABTOHOMHOM KOMITBIOTEPHOW CHUCTEME MOTYT HCIIOJIb30BaThCs CIEAYIOUINE pyOexku: pyOex
KOHTPOJIMPYEMOH TEPPUTOPUH, PYOEK 3HaHUs, PYOEK MOMEIIECHHs, PyOek  TEXHUYECKOTO
YCTPOMCTBA, MPOrPaMMHBIN pyOex, pyoex nHhopMannoHHOro MaccuBa (0a3bl JaHHBIX).

CYUP nomxna obecnieunBats ycroitunBocts MCII k Bo3nelicTBUIO HHDOPMALIMOHHBIX
puckoB. TpedyeMyt0 yCTOWYMBOCTh MOXKET 00ECIIEUUTh TOJIBKO adanmuenas cucmema. J{ns
pemienus 3toi 3aaaun C npennpusitius HeoOX0AUMO UMETh ONPEEIEHHYIO U30BITOYHOCTD,
KOTOpasi 03BOJIsIa ObI BEIOTHSATH CIEAYIONIUE 3a0a4u:

* IOCTOSTHHBIN MOHUTOPUHT CUCTEMBI;

* OIIPEJIEIICHNE U JIOKATIN3alUsl PUCKOB;

* OLICHKA MOCJIEICTBUI pean3aliy pucKa;

* peKOH(UTYpaIUs CUCTEMBI, BKJIIOUas U YEJIOBEUECKUE PECYPCHI;

* obecrieyeHre (QYHKIMOHHPOBAHUS CHCTEMBI B YCIOBHSX PEATM30BAaHHOTO PHCKA,
BO3MOYKHO U C YXYJIIIEHHBIMHU XapaKTEePUCTUKAMU;

* BOCCTaHOBJIEHHE 00BEKTOB, TOBPEKACHHBIX WU YTPAaUEHHBIX PECYPCOB;

* 0OpaTHas peKoH(UTYpaIHs CUCTEMBI, U1 pabOTHI B IITATHOM PEXHUME;

* TUKBHJIALUS TIOCTIEACTBUN BO3JIEHCTBHS PUCKOB Ha OM3HEC-TIPOLIECCHI TPEATIPUSATHSI.

OnHako, BO3MOXKHOCTH JIO0OH aanTUBHOW CHCTEMBl OrpaHHYEHBI, OHA MOXKET
obecnieunth padorocnocoOHocTh MCII Tonbko B oOmpeneneHHbIX TpaHHIax. Bo3MoXKHBI
CUTYallH, KOT/1a CUCTEME HAHOCUTCS TaKOW YPOH, MPU KOTOPOM MEXAHW3MbI aJalTalllud HE
MOTYT KOMIIEHCUPOBATh HAHECEHHBIH yI1epo.

Ilpeumywiecmeo adoanmugnslx cucmem Nepe IpyTUMHU CUCTEMaMU: 00eCIIeunBalOT
MaKCHMaJIbHO BO3MO>KHOE HCIIOJIb30BAHUE BCEX PECYPCOB B YCJIOBMSIX OTCYTCTBHSI PHCKOB.
[Ipy HacTyIJIEHUU PUCKOBBIX COOBITHI YaCTh PECYpPCOB HANPABISETCS HA KOMIICHCAIIUIO
yiiepba. Bricokasi cTeneHb aBTOMaTH3allMU MPOLIECCOB alaNTallii U BHIOOP ONTUMAaJIbHBIX
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npoleayp pEeKOHPHUTypallid  CHCTEMBI  TIO3BOJIIIOT  CBOEBPEMEHHO  JIOKAJTU30BaTh
pacnpocTpaHEHHUE BIUSHUS HEraTUBHBIX COOBITHIA.

B 4enoBeko-MalllMHHBIX CHCTEMAax CaMOE€ AKTHUBHOE Y4YacTHE B KOMIIEHCATOPHBIX
MeXaHM3MaX TMPUHUMACT YelN06eK W WCIONb3yeT BECh KOMIUJIEKC BOCCTAHOBHUTEIbHBIX
MEXAHU3MOB, B TOM YUCIIEC OP2AHUZAUUOHHbBIE 1 IKOHOMUUECKUE MEPDL.

OnHuM M3 BaXKHBIX MPUHLMUIIOB, JeXallux B ocHOBe nocrpoenus CYUP, saBasercs
CO31aHUE UEHMPAIUZ06AHHO20 UEPAPXUUECKO20 ynpaesieHusn. be3 KoToporo HEBO3MOXKHA
s dexTrBHAs peanu3anus €IUHOW IMOJUTUKU YIpPaBlIeHUS HH(DOPMALMOHHBIMU DPHUCKAMH.
Ponp ueHTpanmuzanmu  ynpaBiieHUs BO3pacTaeT Ha MPEANPUITHSIX, KOTOpPbIE HMEIOT
ynajeHHble Quiuansl, JouepHue komnanuu. [Ipaktudeckas peanusanus LHEHTPAIN30BAHHOTO
VOpaBJICHUS Ha JaHHBIX MNPEANPUATUSAX TpeOyeT pelIeHHus] IeJoro psjia CIOXKHBIX
TEXHUYECKUX U OPraHU3alMOHHBIX TPOOIEM.

Uepapxuueckuil npUHLIMI yIPaBICHUS MO3BOJISET NOCTPOUTH ONTUMAIBHYIO CUCTEMY,
B KOTOPOW MCKJIIOYEHbl IOTOKM HH(GOpMaluH, HE COOTBETCTBYIOIIUE YPOBHIO
KOMIIETEHTHOCTH oOpraHa ymnpasieHus. Ha BepxHuEe ypOBHM yIpaBi€HMs] IIONAJAECT
uH(popMaIys, MpoImeaas COOTBETCTBYIOIIYIO 00paboTKy W 0000IIeHHE Ha HU3IINX
YPOBHSIX.

MHorue BOMNpPOCHl yNpaBieHHs HHPOPMAIMOHHBIMH PUCKAMU pPEIIAIOTCs Ha
OTpaciieBOM M TOCYJapCTBEHHOM YypOBHE. J3aKOH®bl, cmanoapmesl U KOHUenuyuu,
6€00MCmeEeHHble  PYK0BOOAuiUe  OOKyMEHmbl U  UHCMPYKYuu,  o00a3amenvHoe
JUYeH3uposanue u cepmuurayua no3eoaa10m 20Cyoapcmaey OKa3vleams 3HAUUMENbHOE
6030elicmeue Ha nPoYeccol YRPasieHus UHGHOPMAUYUOHHBIMU PUCKAMU HA RPEORPUAMUAX
C 1100bIM 6UOOM COOCMEEHHOCU .

CYUP mnpeamnonaraeT BBINOJIHEHHWE COTPYIHUKAMU OMPEIEICHHBIX OO0sI3aHHOCTEH,
KOTOpPBIE TPEOYIOT PETyJISPHOTO M TOYHOTO BBINOJHEHHUS. ECM 3TH 00S3aHHOCTH HM3JIHIIHE
OOpEeMEHHUTENbHBI, TO Yy 4YEJIOBEKa MOXET IOSBUTHCA J>KEJIaHHE OTKa3a OT BBINOJHEHUS
OTJIENbHBIX O00s3aTenbHbIX onepauuid. g pemenus stoil npobiemsl CYUP  nomxna
obOecrieunBaTh IPyKECTBEHHBIH HHTEP(HENC CUCTEMBI C COTPYAHUKAMU MPEIIPUITHS.

[lon Opyscecmeennvim unmepgpeitcom noHuMaercs Oe3omnacHoe W KoMdopTHOE
B3aMMOJICIICTBHE YeJIOBEKa C CHCTEMOH, MpU KOTOPOM JIOCTHUTaeTcss MaKCHMaibHas
[POU3BOJUTENIBHOCTh ~ YEJIOBEKO-MAllMHHOW  CHUCTEMBl M €€  3alMIIEHHOCTh  OT
WH(OPMAIIMOHHBIX PUCKOB. [IpykecTBeHHBIN MHTEp(eiic MO3BOISET COKPATUTH KOTUYECTBO
HEYMBIIIJIEHHBIX OLIMOOK MEepCOHala, CIOCOOCTBYET BBIMOJIHEHUIO CHEIHAINCTAMU CBOUX
00s13aHHOCTEH MO 3auTe OT UH(POPMAIIMOHHBIX PUCKOB.

Ilpunyun omxkpeimocmu TIpennonaraeT BbIOOP TaKOM AapXUTEKTYpbl CHCTEMBI,
KOTOpasi TMO3BOJsuIa Obl HapamyMBaTh BO3MOXKHOCTH CHCTEMBI Ui TapUpOBAaHUS BHOBB
MOSIBIISIIOIIUXCA MH(GOPMAIIMOHHBIX PHUCKOB. OTKpbBITas cHCTeMa JOJDKHA HMETh 3arac
PECYPCOB, KOTOPBIE MOTYT OBITh UCIIOJIb30BAHBI PU MOJEPHU3AIMH CUCTEMBI.

Brounwviit npunyun nocmpoenusa ¢ UCNOIb30BAaHUEM CTaHIAPTHBIX MHTEp(hENHcoB U
MPAaBWJIBHBIX KOHCTPYKTHUBHBIX pEIIEHHWH TO3BOJSAIOT JIETKO 3aMEHATh OJoKu Oolee
MOIIHBIMU WJTM TIOJIKJTFOYATH JIOTIOJTHUTENIbHBIE OJIOKH.

IIpaBoBoe peryampoBanue B obOjaactu OezomacHoctH uMHpopmanuu. [IpaBoBbie
METO/Ibl 3allUThl HH()OPMALIUK CITYKaT OCHOBOM JIETUTUMHOTO (3aKOHHOTrO0) noctpoenus: M1C
U UCTIONIh30BaHUS HHOpMAIHH, co3aanus cucteM 3ammuTthl UC.

B macmirabax ctpanst obecnieuenue Mb ocyiecTBiseT rocyapcTBo, KOTOPOE CO3/1aeT
HEOOXOUMBIC YCIOBUSI B CTpaHe JUIsi 0e30MacHOro HCMOib30BaHUS coBpeMeHHBIX WT B
HWHTEpECcax roCyJapCTBEHHBIX OPTaHOB, PA3JIMYHBIX OPTraHU3AIMHN U OTACIBHBIX TPaXIaH.

YroObl pemuTh 3Ty Npo0iIeMy rocy1apcTBo JIOIKHO:

1) évipabomame 2ocyoapcmeennyio noaumukxy dezonacnocmu B odnacta UT;

2) 3aKoH00amenbHO onpedeums nPasoeoil CMamyc KOMRbIOMeEPHbIX MEXHOI02UIL,
KOMITBIOTEPHBIX CHCTEM, HH(POpPMAIMHM, CHUCTEM 3allUThl HH(GOPMAIMH, BIAJEIBIEB |
noJib30Baresei nHhopManuu u T. 1.;
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3) co30amv cmpykmypy 20Cy0apcmeeHHbIX Op2aH0o6, BHIPAOATHIBAIOUIMX U
MPOBOJSIINX B JKU3Hb MOJUTUKY 0€30MacHOCTH MH(OPMALIMOHHBIX TEXHOIOTHIA;

4) coz0amy cucmemy CMAHOAPMU3AUUU U MEXHUYECKO20 PeZyIupoeanus,
JIUUEH3UPOBAHUA U cepmUPuKayuu ¢ 0d1acmu 3auiumal UHGopmayuu,

5) obecrieunTh TPUOPUTETHOE PA3ZBUTHE OTEUECTBEHHBIX 3amMIeHHbIX UT;

6) nosvruwams yposenv oopasosanusn 2paxcoan 6 oonacmu UT u obecneuenus UB,
BOCTIMTHIBATh y HUX MATPHOTU3M U OJIUTEIHHOCTH;

7) 00ecIieYnTh C60000HBLIL OOCHYN ZPAXCOAr K OMKPLIMONU UHpopMayu,

8) ocpadumv zpasrxicoan cmpamnvl om ungopmayuu, pacnpocmpanenue KOmopou
3anpeuieno HOpMamueHvIMU nPagossimu akmamu Pd;

9) ycmanosumo omeemcmeeHHOCIb 2PAXCOAH 3a HAPYUEHUS 3AKOHOOAMENbCMEA 6
oonacmu UT.

Pemenne 5»TMX MacmrTaOHBIX 3agad  TpeOyeT OT rocygapcTBa pa3zpaboTaTe U
IPETBOPATH B KU3Hb T'OCYNAapPCTBEHHYIO MOJUTHKY MO obecrneueHuto 6e3omacHoct UT Ha
BCEX YPOBHSX M BO BCceX c(hepax ueroBEUeCKO NesITeTbHOCTH.

° B P® e¢onpocet HEB BnepBbie Hauuim oTpaxkeHue B «Konuenyuu
HayuonanvHou 0e3onacnocmu  Poccuiickon @Dedepayuuy, YTBEPKIECHHON VYKa3oMm
[Tpesunenta PO Ne 1300 ot 17 nmekabps 1997 r. B nokymeHTe oTMedaercs, 4TO «B
COBPEMEHHBIX YCIOBHUSX BceoOmeld uHdopmaruzanuu u passutus WUT pesko Bospacrtaer
3Ha4YeHHEe 00ecTIeYeHNsI HaMOHAIBHOH Oe3onacHocT PO B nHGOpMannmoHHOi cheper.

. VYkazom [Ipesunenta Poccuiickoit @deneparuu Ne [1p-1895 ot 9 centsabps 2000
r. yrBepxkneHa «JloktpuHa wHpopMannoHHOH Oe3zomacHocTu Poccuiickoit ®enepanum.
JokTtpuna pa3BuBaeT KoHienuuio HauuoHaIbHOW OezomacHocTd P® mpuMeHUTENbHO K
uH(pOpPMaLIMOHHOH cdepe.

Jokmpuna HB P® - cOBOKYNHOCTh O(UIIMAILHBIX B3IJISAJ0B Ha IEeNU, 3a/1ayH,
IPUHLIMIIBI U OCHOBHBIE HarpaBieHus odecrieuenust b PO.

B JlokTpuHe oTmMedaeTcs, 4TO OHa CIIYKUT OCHOBOM JUJIS:

* hopmuposanun zocyoapcmeeHHoil noaumuku ¢ ooaracmu ovecnevenun b PO;

*  n0020moBKU  NpPedNIoNCEHUNl N0  COBEPUIEHCHIBO08AHUIO  NPABOBO20,
MemoouyecKo20, HayuHO-MexHU4ecK020 U OP2anu3ayuonno2o ooecnevenusn b PO;

* pazpabomku yenesvix npozpamm ovecneuenus Ub PD.

B JlokTpuHe noguepkuBaeTcst poib HH(GOPMALMOHHON ceprl, KOTOpas MpeACTaBIseT
co0OH COBOKYIHOCTh HMH(pOpMaLuM, HHPOPMALMOHHON WHPPACTPYKTYpHI, CYOBEKTOB,
OCYIIECTBISIOUX cOOp, GOPMUPOBAHNE, PACTIPOCTPAHEHUE U HCIOIb30BaHHE UH(OpMaLuH,
a TaK)Ke CUCTEMBI PETYJIMPOBAHUS BOSHUKAIOIINX TIPU TOM OOIIECTBEHHBIX OTHOLIIECHUIA.

WnpopmanvonHass cdepa akTUBHO BIMSET Ha COCTOSHUE IOJIUTUYECKOM,
HYKOHOMUYECKOM, OOOPOHHON M APYrux cocraBisionmx OezomacHoctu P®. HammonanpHas
6e3omacHocTh P cymecTBeHHBIM 00pa3oM 3aBUCUT OT obecnieuenus Ub.

[lon ungpopmayuonnonr 6ezonacnocmoio Poccuiickoii Dedepauuu nonumaemcs
cOCmOAHUE 3AUUUEHHOCMU ee HAUUOHAIbHBLIX UHMEPeco8 6 UHPOPpMAYUOHHOU cepe,
ONPEVeNAIOUUXCA COBOKYRHOCHIBbIO COANIAHCUPOBAHHBIX UHMEPECO8 TUYHOCMU, 00Uecmea
u 2ocyoapcmeaa.

. Humepecol uunocmu 6 uH@oOpmayuonHou cghepe 3aKIOYAIOTCS B
peanu3anuy KOHCTUTYIIMOHHBIX MPaB YeNIOBeKa U TpaKIaHWHA Ha JOCTYM K uH(popmanuu, Ha
UCIIONIb30BaHNE HMH(OpPMallMM B HMHTEpecax OCYILECTBICHHUS HE 3alpelieHHOW 3aKOHOM
JESTENLHOCTH, (PU3NYECKOTO0, TyXOBHOTO M MHTEIUIEKTYaIbHOTO Pa3BUTHS, a TAKXKE B 3aIIUTE
uH(popMalnu, odecreynBaroeil TNYHy0 0€30MacHOCTb.

. Humepecol odujecmea 6 uHPOPMAUYUOHHOU cghepe 3aKIIOUAIOTCS B
00eCleYeHU HHTEPecOB JMYHOCTH B ITOH cdepe, YNPOUYEHUH IEMOKPATUH, CO3JaHUU
IIPAaBOBOTO COLIMAJIBHOTO TOCYAApCTBA, JOCTIKEHHH U TOJAEpXKaHUM OOIEeCTBEHHOTO
corJiacusi, B JyXxoBHOM oOHoBIeHHH Poccum.
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J Humepecol 2ocyoapcmea 6 uH@popmayuonnoil cgepe 3aKiI0YAIOTCI B
CO3JJaHUW  YCIIOBUW JUIsI TapMOHMYHOTO Pa3BUTHS  POCCHUUCKOW HWH(OpPMAIMOHHOM
UHPPACTPYKTYpPBI, UL peaM3allid KOHCTUTYLMOHHBIX TIpaB M CBOOOJ 4eJOBEeKa U
rpaKAaHUHA B 00JIACTH MOJIy4eHUs UH(OpPMAIMU U MOJIb30BAHUS €0 B LIESIX oOecreyeHus
HE3bI0IEMOCTH KOHCTHTYLIMOHHOTO CTPOSI, CYBEPEHUTETAa U TEPPUTOPHATIBHON LEIOCTHOCTH
Poccun, monutuyeckoi, IKOHOMHUYECKOM M COLMAIBLHOM CTa0MIBHOCTH, B O€3yCIIOBHOM
00ecreyeHnn 3aKOHHOCTH M TPABOMOPSIKA, PA3BUTUU PABHOMPABHOTO U B3aHMMOBBITOJHOTO
MEXIYHApOJAHOTO COTPYTHUYECTBA.

Ha ocHoBe Hayuonansvuvix unmepecoé PO B uHbopmanmoHHON cdepe
dbopMuUpyIOTCS CcTpaTerHyeckhue M TeKyllue 3aJayd BHYTPEHHEM M BHEIIHEH IOJUTUKU
rocyaapcTBa 1o obecneuenuro 1b.

OcHOBHbBIE cocmasgnawuiue HAUUOHANbHBIX UHmepecoe P® B wnbopMannoHHON
chepe:

l. Ilepsaa cocmaenawuiaa BKiIO4aeT B ceds cOOMOIEHNE KOHCTUTYIIMOHHBIX
npaB ¥ CBOOO] YeNOBEKa U IpakJaHMHA B 00JIACTH MOTy4YeHUsT HH(DOPMAIH U TOJIH30BAHUS
€10, o0ecreueHre JyXoBHOro oOHoBIeHUs Poccrn, coxpaHeHne U yKperyieHHe HPaBCTBEHHBIX
[IEHHOCTEW O0O0IIecTBa, TPAJUIMKA MaTPUOTH3MAa M TYMaHHU3Ma, KYJIbTYpHOTO W Hay4HOTO
MOTEHIIMaNa CTPAHBbIL.

JU1s NOCTUKEHUSI 3TOTO TpedyeTcst:

1) moBbICHTB YPPEKTUBHOCTh UCIOIB30BAHUS UHPOPMALMOHHON HHPPACTPYKTYPHI B
UHTEpecax OOILIECTBEHHOTO Pa3BUTHs, KOHCOJIHAALMU POCCHIMCKOrO OOIIECTBA, TYXOBHOTO
BO3POKICHHSI MHOTOHALlMOHAJIIBHOTO Hapoaa Pd;

2) YCOBEpIIEHCTBOBATh CUCTEMY (OPMHUPOBAHUS, COXpPAHEHHsS U PaIMOHAIBHOIO
UCToNb30BaHus VP, cocTaBIAONMX OCHOBY HAYYHO-TEXHHUYECKOTO U JTyXOBHOTO TIOTEHIIAAA
P®;

3) o0ecneunuTb KOHCMUMYUUOHHbBIE NPABA U CEOD00bI Uel06eKA U 2PANCOAHUHA
C60000HO uUCKamb, NOAYYAMb, heEPedasams, HNPOU3BOOUMb U  PACHPOCHMPAHAND
UHpopmayuio 11006IM 3aAKOHHBIM CROCOOOM, TIONYYaTb OOCHOGEPHYI0 UHpOpMayuio o
COCMOAHUU OKPYdHcarouieil cpeovl,

4) obecrieunTb KOHCMUMYUUOHHbBIE NPABA U C80000bl YeN06EKA U 2PAXHCOAHUHA HA
JUYHYIO U CEMEUHYI0 MAlHY, MAllHy NePenucKu, meaeoOHHbIX NEpezoeopos, NOUMoBbIXx,
menezpagnuvix u UHBIX COOOULeHUIL, HA 3aLTUTY CBOEH YECTU U CBOETO T0OPOro UMEHU;

5) yKpenuTh MeXaHU3Mbl IIPABOBOTO PErYJIMPOBAaHUS OTHOLICHUH B 00JIACTH OXpaHbl
UHMEeNIeKMYanbHoi coOcmeeHHoCmu, CO31aTh yCIOBUS JUIsl COONIOACHNS YCTaHOBIECHHBIX
(denepaabHBIM  3aKOHOJATENBCTBOM OrPaHMYEHMH Ha JOCTYH K KOH(HAECHIMAIbHON
uH(pOopMaLnu;

6) TapaHTHPOBATH C80O00Y MACCOBOU UHGOPMAYUU U 3anpem UEeH3YPbL,

7) He donyckamb npOnAaHdy U AZUMAUUIO, KOTOPBIE CIOCOOCTBYIOT PA3HCUZAHUIO
COUUAIbHOIL, PACOGOIl, HAWUOHATILHOU UIU PETUSUO3HOU HEHABGUCHU U 8PAIIICObL,

8) obecnieunth 3anpem Ha coOOp, Xpanenue, UCHOIL306AHUE U PACHPOCMPAHEHUE
UHGopmayuu 0 YacmHOU Hcu3Hu Tuna 6e3 e2o coznacusa v Apyro HHPOpPMaIUH, JOCTYIT K
KOTOPO# orpannyeH (hefepabHbIM 3aKOHOATEITHCTBOM.

Il. Bmopasa cocmasnawowaa Bxiovaer B cels ungopmayuonnoe obecneuenue
2ocyoapcmeennon noaumuku P@®, cBs3aHHOE C JOBEJEHUEM JIO POCCHIICKOM H
MEXYHApPOJHOM  OOIIECTBEHHOCTH JIOCTOBEpHOM HH(pOpMAIMM O TOCyIapCTBEHHOU
nonutuke PO, ee opunuanibHON NO3UIMY IO COLUAIBHO 3HAYUMBIM COOBITHSIM POCCUMCKON U
MEXyHApOIHOM KHU3HHU, ¢ 00ecrieueHHeM JI0CTyNa TpakKAaH K OTKPBITBIM rOCY/AapCTBEHHBIM
HP.

Jlnist TOoCTHKEHUS ITOro Tpedyercs:

1) ykpenaamo 2ocyoapcmeennvie cpeocmea maccogoi UHGoOpmayuu, paciiupsTh UxX
BO3MOXKHOCTH 110 CBOEBPEMEHHOMY JIOBEJICHUIO I0CTOBEpHON MH(POPMAILIUU A0 POCCUHCKUX U
WHOCTPaHHBIX IPaXKIaH;
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2) uHTeHCUPUIMPOBATH GOPMUPOBAHUE OTKPBITHIX TOCYAapcTBeHHBIX VP, mOBBICHTH
3 PEKTUBHOCTD UX XO3SMCTBEHHOTO UCITOIH30BaHUS.

Il. Tpemwva cocmasnarwaa Bximoyaer B cels pazeumue cospemennvix HT,
OTEUECTBEHHOW HWHAYCTpUM HHPOpPMAIMK, B TOM YHUCIE HHAYCTPUU  CPeOCme
ungopmamuzayuu, meaeKOMMyHuUKayuu U  céaA3u, obOecrieueHue TMOTPeOHOCTEH
BHYTPEHHETO pBbIHKAa €€ MPOAYKUHEW M BBIXOJA 3TOM NPOAYKIMHU HA MHUPOBOM pBIHOK;
o0ecrieyeHne HAKOIUICHHUS, COXPAHHOCTU M 3()(HEKTUBHOTO HCHOJIB30BAHUS OTEUYECTBEHHBIX
HNP. Ha 5TOli OCHOBE MOXHO pemarh MPOOJEMbl CO3MaHHS HAYKOCMKHX TEXHOJIOTHH,
TEXHOJIOTHYECKOTO TEPEBOOPYKEHUSI MPOMBIIUICHHOCTH, TMPUYMHOXKEHHUS JIOCTHKCHUIN
OTCYECTBEHHON HAyKM U TeXHUKU. Poccus oOondxcna 3anams 00cmoiinoe mecmo cpeou
MUPOBBIX TUOEPOE MUKPOINEKMPOHHOU U KOMNLIOMEPHOU RPOMBIUIEHHOCHU.

Jlj1s nocTHKEHHsI 3TOro TpedyeTcs:

1) pazeusamp 1 COBEPIICHCTBOBATL UHPPACMPYKMYPY €OUHO20 UHPOPMAUUOHHOZ0
npocmpancmea P@;

2) pazeueams omeuecmeeHHy0 UHOYCIMPUIO UHPOPMAUUOHHBIX YCIYZ U NOGbLULANL
3¢ pexTUBHOCTH UCTIONIBL30BaHUs TocynapcTBeHHbIX UP;

3) pazeusamsv npouzeoocmeo B PD KoHKypenmocnocoOnwvix cpedcme u cucmem
UHGoOpmamuzayuu, mMeNIeKOMMYHUKAYUU U Cc6A3U, paclupsATh ydactue Poccum B
MEX1YHapOJAHOM KOOIepaluy IPOU3BOIUTENEH ITUX CPEACTB U CUCTEM;

4) obecneuumo 20Cy0apcmeeHHyIo no00epI;HCKy omeyecmeeHHbIX
dynoamenmanvholx U NPUKIAOHBIX  UCCE006aHULl,  pa3padbomox 6  cghepax
UHGoOpmamuzayuu, menreKOMMYHUKAYUN U C8A3U.

IV. UYemeepmaa cocmaenawowas HayuonanbHvlx unmepecoe Poccuiickon
Oenepanuu B nHGopMannoHHOU cdepe BkitouaeT 3amuty P oT HecaHKIIMOHMPOBAHHOTO
JocTyma, obecrieyeHne O0e30macHOCTH WH(GOPMAIMOHHBIX W TEJIEKOMMYHHKAIIMOHHBIX
CHCTEM, YK€ Pa3BEpHYTHIX U CO3J1aBa€MbIX Ha TeppuTopun Poccum.

B sTux nensx Heo0xoaumo:

1) moBeicuTh Oe3omacHocTh MC, BKIIOYash CeTH CBsI3U, OE30MACHOCTh TMEPBUYHBIX
ceteii cBsi3u u MC ¢enepanpHbIX OpraHoB TOCYAApCTBEHHOW BIIACTH, OPraHoB
rOCy/IapCTBEHHOW BIAacTU CcyObekToB P®, ¢duHaHCOBO-KpeAUTHONH H OaHKOBCKOU cdep,
cdepbl X031UCTBEHHOU AEATEIbHOCTH; CUCTEM M CPEJICTB MHPOpPMATH3ALMH BOOPYKEHUS U
BOEHHON TE€XHUKH, CUCTEM YIPABJICHHS BOWCKAMU U OPYKHEM, SKOJIOTHYECKH OMACHBIMU U
YKOHOMHUYECKU BOKHBIMU MTPOU3BOJICTBAMU;

2) unmencugpuyuposams pazeumue ome4ecmeeHH020 RPOU3600CH A ANNAPAMHBIX
U NPOZPAMMHBIX CpPeOCcmeé 3awjumel UHGOpmayuu W METOJOB KOHTPOJIS 3a HX
3 PEKTUBHOCTHIO;

3) obecneuums 3auumy ceedeHuil, COCMAGAAIOUUX 20CYOAPCHEEHHYIO MAIIHY,

4) pacmupsaTh MEXIyHapOAHOE CcOTpyAHHuecTBO P® B oOnactu pa3BUTHUA U
Oe3omacHoro ucnoiab3zoBanus 1P, npotuBoaeiicTBus yrpo3e pa3Bs3blBaHUs MIPOTUBOOOPCTBA
B MH(QOPMALIMOHHOM cdepe.

B J/lokmpune oan odcmoamenvHulil AHAIU3:

1) enympennux u enewnux yepo3 b PO, yrpo3 6e3onacHocti HHOOPMAITUMOHHBIX U
TEJIEeKOMMYHUKALMOHHBIX CPEICTB U CHUCTEM, KaK YK€ pa3BepHYTHIX, TaK U CO3/1aBa€MbIX Ha
tepputopuu Poccuu;

2) ucmounuxos yzpo3 b P®;

3) uHbpopMmanmoHHoi Oe3omacHocTH P® u mpuBeneHbl OCHOBHBIE 3aJaud MO €e
00ecneveHuIo.

B JlokTpHuHE pacKpbIBacTCs CyuyHOCHMb 20CYOapCmEEeHHOIl NOJUMUKU 00ecnedenus
ungopmayuonnoii oezonacnocmu P®.

locynapctBennass monutuka obOecnieuenuss KMb P®  ompenenser OCHOBHBIC
HaIpaBlieHUs! AESITENbHOCTU (elepabHbIX OPraHOB TOCYNApPCTBEHHOM BJIACTH U OpPTaHOB
TrOCyIapCTBEHHOW BIacTH CyOBekTOB P® B 3Toil 0o0iacTu, MOPSAOK 3aKpEIUICHHS HX
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o0si3aHHOCTEH O 3amuTe nHTepecoB PO B nHpOpMaLIMOHHON cdepe B paMKaxX HaIlpaBICHUN
WX JIeATETLHOCTH B 0a3upyeTcsi Ha COOIOICHUH OajaHca MHTEPECOB JIMYHOCTH, OOIIECTBA U
rocyaapcTa B UH(GOpMAIMOHHOH cdepe.

. B JloxkTpuHe paccMaTtpuBarOTCsi ocobennocmu oodecneuenus Hb PD ¢
paznuunvix cgepax oobuiecmeennoul dycuzHu (B 00JacTH SKOHOMHUKH, BO BHYTPCHHEH
MOJIMTUKE, BO BHEIIHEH TNOMUTHUKE, B HAayKe M TEXHUKE, JyXOBHOW JKHU3HH, B
00IIeroCyTapCTBEHHBIX WH(POPMAIIMOHHBIX M TEICKOMMYHUKAIIMOHHBIX CHUCTEMax, B cdepe
000pOHBI, B TPAaBOOXPAHUTEIBHON U Cy1eOHOM cdhepax).

J PaccmarpuBaercas B JloKkTpuHE opeaHuzayuonnas OCHO6a  cucmembl
obecneuenus ungopmayuonnoi 6ezonacnocmu PQ.

Hns  noctwkeHus ueneil noaumuku obecneuenuns HB rocygapCcTBO CO31aeT
HEOOXOIUMYIO HOpMAmMueéHylo npagogylo 6azy. Ee MOXHO NpencTaBUTh B BUJE
UepapxuyecKoil Cucmemvl HOPMAMUGHBIX NPABOGLIX AKMOE.

Ha eepxnem ypoene perynupyrorcs ocnoevt HbB 2ocyoapcmea, npednpusmusn u
epaxcoanuna P@®, a Taxxke BOIPOCH KOMIUIEKCHOW 3alIUThl MH(QOpPMALMH, HMEIOIIHE
OTHOILIEHHE KO BCEM HampaBiieHUusM obecnieueHus Mb.

K Hnopmamuenwvim npaeosvim axmam smozo ypoeua otHocsTcs: «KoHcTutynus
Poccuiickoit @enepaunn»; «O 6ezonacHoctu» oT 5.03.1992 Ne 2446-1; «O06 undopmanuu,
MH(OPMALIMOHHBIX TEXHOJIOTUSX M O 3ammre uHpopmamuu» ot 27.07.06 Ne 149-D3; «O
TEXHUUYECKOM peryiaupoBaHun» ot 27.12.2002 Ne 184-D3.

@3 «O6 undpopmaiuu, HHOOPMALMOHHBIX TEXHOJOTHSIX U O 3aiiuTe WHGOpMaLUny -
0a3oBblii (henepanbHbid 3akoH P®D, perynupyromuii nIpaBOOTHOIICHUSI B MH()OPMAITMOHHON
chepe rocymapcTBa. 3HadeHHE JTOrO 3aKOHA 3aKIIOYAETCs, B OMPEIEICHUH OCHOBHBIX
NOHIATUN UHpopmayuonnozo npaea. B 3aKoHE OIpeNENeHbl TAaKUE TEPMHUHBI Kak:
ungopmayus, UH@opmayuonHsle mexHoao2uu, oonaoamens ungopmayuu,
KOH@huoenuyuanbHocms ungopmayuu M np.

B 3akoHe 3akperuieHbl OCHOBBI TMONWUTHKU rocyaapctBa B chepe UT, mpaBa u
00513aHHOCTH CYOBEKTOB HH(OPMAIIMOHHOTO IpaBa, a TAKXKe NPUHIUIBI PETYIHMPOBAHUS
OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHUS B HH(GOPMAIMOHHOH cdepe.

Crnenyrouii ypoBeHb COCTaBIISIOT 3aKOHBI, Pa3BUBAIOIIME M KOHKPETH3UPYIOLIUE
MOJIOKEHUS MH(OPMAIIMOHHOIO IpaBa IMPUMEHUTENBHO K OIpeNeleHHbIM 00JacTsiaM
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

K HuM oTHOCATCS AelcTByronIMe 3aK0HBI: «O rocynapcTBeHHoH TaiiHe» otT 21.07.1993
No 5485-1; «O xomMmepueckoit TaiiHe» oT 29.07.2004 Ne 98-D3; «O cBs3u» ot 07.06.2003 Ne
126-d3; «O cpeacrBax maccoBoit nHGopmarum» ot 27.12.1991 Ne 2124-1; «O pexname» ot
13.03.2006 Ne 38-®3; «O nepcoHanbHBIX AaHHBIX» OT 27.07.06 Ne152 — @3 u xp.

DTa Trpylnna 3aKkOHOB 6600um HoGble OepuHuuuu 6 KOHKpemHou cghepe
ungopmayuonno2o npasa. 3aKOHbI PErylUPYIOT B3aUMOOTHOULIEHUSI CYOBEKTOB IMpaBa Hpu
paboTe ¢ onpeaeneHHOro Buaa nHdopmanuen (nepcoHabHON HHPopMalueit, nHpopmanmei,
COCTAaBIAIOLIEN TOCYJapCTBEHHYK0 WJIM KOMMEPUYECKYI0 TalHy), NpPU HCIOJIb30BaHUU
MH(OPMALIMOHHBIX ~TEXHOJOTMHM Ui pealu3allud  OINpeAeNeHHbIX OW3HEC-IPOIEeCcCOB
(mepenaun MHGOpPMALMU IO KaHajlaM CBSI3M, MAacCOBOTO PACHpOCTpaHEeHHs WHGOpMaluy,
pekiame, MEKTPOHHOU TOPIroOBJIE U T. 1.).

K Tperbemy camMoMy HH3KOMY YPOBHIO HMEpPAapXHUU 3aKOHOB OTHOCATCS 3aKOHBI,
KOTOPBIE peciamenmupylom npumeHenue onpedeneHH020 Mexanusma npomueooeicmeus
ungopmayuonnvim puckam. Hanpumep, @3 «O06 snexkrpornoit moamucu» ot 06.04.2011 Neo
63-D3.

Jlis  TeXHONOTWH, SABISAIOIMXCS Haubonee BaXHBIMH Tipu oOecneuenun Wb
rocy/1apcTBa, IPUMEHSETCS pEryIMPOBaHUE B pAMKaX OmMOe1bHO20 3aKOHA.

Ocoboe mecto B Bompocax obecrieuenuss b 3anuMaror koouguuyuposannvie 3axonst
P®: «I'paxnanckuii koaekc Poccuiickoit @enepanun (dyacth yeTBepTas)» ot 18.12.2006 Ne
230-®3; «Konekc Poccuiickoit @enepannu 06 aIMUHUCTPATUBHBIX MPABOHAPYIIECHHUSIX» OT
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13.12.2001 Ne 195-®3; «Yronosubiit konekc Poccuiickoit deneparum» ot 13.06.1996 No 63-
@3; «Tpynosoii koaekce Poccuiickoit @eaeparum» ot 30.12.2001 Ne 197-D3 u nip. akThI.

KomudunmpoBanubie 3aKOHBI COJEPKAT OTACIbHBIC IJIaBbl U CTATbU, PETryIUpPYIOIINE
OTHONICHUS B UH(POPMALIMOHHOM cdepe, B T.U. ONPEEIISIONINe OTBETCTBEHHOCTh TPaXKIaH 3a
HapylmeHus HHPOPMAITMOHHOTO 3aKOHO1aTEIIbCTRA.

Crnenytouii ypoBeHb HOPMATHMBHOTO IIPaBOBOIO PEryJIHPOBAHUS OOIIECTBEHHBIX
OTHOIIEHHH B MH(OPMAIIMOHHON c(epe COCTABISIOT 3aKoHbl cyovekmoe P®, noozakonnuvie
aKmol OpP2ano8 20Cy0apcmeeHHO20 YNPAaea1eHus U Mecmnozo camoynpasienus. Haubonee
BAKHBIE BOIPOCHI PAa3BUTHs IIOJOKEHMH 3akoHOB P®d oTpaxkawoTcs B ykazax u
pacnopssicenuax Ilpesuoenma P® v B nocmanosnenusax Ilpasumenvcmea P®D.

CranaapTbl Kak MeXaHHM3M ynpaBieHusi THGopMaHOHHbIMHU puckamu. Cucrema
CTaHJApTOB IMO3BOJISICT pelIaTh CJICAYIOIUE 3aJa4d YIpaBICHUS HHPOPMALMOHHBIMU
pUCKaMHu:

* COIJIaCOBAaHUE XapaKTEPUCTUK OJIOKOB, YCTPOICTB, CUCTEM M IPOLECCOB IJI UX
3¢ pexTUBHOr0 6€CKOH(INKTHOIO COBMECTHOTO MCIOIb30BaHUS;

* obecrieueHne CpaBHUMOCTH PEe3yJIbTATOB U3MEPEHUI U UCCIIEIOBAHUN, TEXHUUYECKUX
Y DKOHOMHUKO-CTaTUCTUYECKHX JaHHBIX;

* o11eHKA AP HEKTUBHOCTH (DYHKIIMOHUPOBAHUS CUCTEMBI WIIM Ka4eCTBA MPOTYKTa;

* ompezieNieHUue YPOBHS COOTBETCTBUS 00BEKTA UCCIIEIOBAHUS TYyUYIIMM MUPOBBIM UITU
HalMOHAJIbHBIM 00pa3Lam;

* B3aUMO3aMEHIeMOCTh CpeacTB nHpopmaTuzanuu u UT;

* cepTHQUKAIUS U JIMIIEH3UPOBaHNUE B chepe NHPOPMAIMOHHON OE30TTaCHOCTH.

CrangapTsl ynpaBieHus: HHGOPMAMOHHBIMU PUCKAMH MOTYT OBITh pacIipe/ieIeHbl MO0
TPEM HEPAPXUICCKUM YPOBHSIM:

o HA 6epXHeM YpOoéHe WEepapXuu CTAaHAAPTOB HAXOAATCA CHAHOAPmMbl,
npeonasnauennvie 011 IPpexkmuenozo ucnonvzoeanuns UC u UT. Ctangaptsl 03BOJISIOT
MOBBICHTh YCTOHYMBOCTH Om3Heca W ero 3¢ddexkruBHOCTH 3a cuer BHeapeHHs HOBbIX MT.
HudopmalinoHHbIE PUCKH CBS3BIBAIOTCSI HE TOJIBKO C HapyuieHuem 6e30nacHocmu, Ho U CO
CHUJICEHUEM KaueCmea UH(OpMAayUuU HUICe NPUEMTIEMO20 YPOBHSL.

Haubonee u3BecTHbIC CTAaHAAPTHI ITOTO YPOBHS:

o orpacnieBoii cranmapt CIHIA Control Objectives for Information and related
Technology (CobiT);

o orpacieBoii cranmapt IT Infrastructure Library (ITIL) (mambonee wuacto
ucnoinbiyercs B Benukoopuranuu, Hunepnangax u Asctpanun);

) HAI[MOHABHBIN cTannapT Benukoopuranuu BS 15000.

HauOonpuryto nmonynsipHocTs nonydun cravaapt CobiT, komopwui cman de facto
MENCOYHAPOOHBIM CHAHOAPMOM YNPAGIEHUA UHPOPMAUUOHHbIMU mexHonaocuaAmu. B
CTaHJapTe OTMEYaeTcs, YTO «...TJIaBHOH 1enbio mpoekta CobiT sBisercs pa3BUTHE YETKOM
MOJIMTUKA W ONTUMAJIBHBIX CHUCTEM OC€30MacHOCTH H KOHTPOJIS HH(DOPMAIHMOHHBIX
TEXHOJOTMI €  TOCIACAYIONIMM  IIUPOKUM  TPUMEHEHHEM B  KOMMEPYECKHX,
MPABUTEILCTBEHHBIX M MPO(EeCCHOHANBHBIX OpraHM3aNusIX. Pa3BuTHE OOBEKTOB KOHTPOJIS
IPEIyCMOTPEHO, B MIEPBYIO OYEpEIb, C TOUKU 3PEHHs IPOU3BOJICTBEHHBIX LEIEeH U HYXI. .. ».
T.e. Bo rnaBy yria mpouecca ymnpasieHuss UT craBurcs 3agada onTUMH3aluu OU3HEC-
MPOIIECCOB, HAIEIEHHOCTh Ha KOHEYHBIM pe3ynbTaT ucmnoib3oBaHus MC — moBblmieHue
s dexTuBHOCTH, O€30MaCHOCTH U HAJIEKHOCTH OM3HECA.

Crangapt CobiT paccunTaH Ha WCIONB30BAaHHE MEHEIKEPAMH TPEANPUSATHS,
nons3oBaresiva IC u aynmutopamu. CTaHIapT akTHBHO COBEPIIEHCTBYETCS.

Ha BeIcieM ypoBHE HepapXuu CTaHAAPTOB HAXOIUTCS PNl CTaHIAPTOB, KOTOPHIC
JOTIOJTHSIFOT PACCMOTPEHHbBIE CTAHIAPTHI.

K Hum otHOCsTCSA:

° cranaaptel ayauta 1SO 19011, SAC, COSO, SAS;
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. cTaHAapThl ynpasijeHus kadecrsoM ISO 9001, EFQM u ap.

Bmopoit yposenv B uepapxuul CTaHIApTOB COCTABISIIOT CHMIAHOAPMbL YRPAGAEHUA
cucmemamu UHPOPMAYUOHHOU Oe30nACHOCIMU U Kauecmeom uH@opmayuu. ITU
CTaHJapThl OMPEIEIIAIOT MPOLIECCHl CO3/IaHus, IKCIUTyaTallui, MOJACPHU3ALUN U YTUIN3AUU
cucteM UWH(POPMALMOHHON ©€30IacHOCTH W CHCTEM YIpaBJICHUS HWH(POPMALIUOHHBIMU
pHUCKaMHU.

CranpmapTthl onpenensoT TpeOOBaHHUA K CUCTEMaM, paccMaTpuBas UX Ha CHCTEMHOM
YPOBHE KaK OpPraHU3allMOHHO-TEXHHUUYECKYIO0 CHCTEMY; BBOJSAT TEPMHUHOJIOTHIO, ONPEAEISIOT
TpeOOBaHUS IO OPraHU3AIMH MPOLIECCOB CO3MaHUSA M (PYHKIIMOHUPOBAHHS CHUCTEM, HOPSIIOK
MOJATBEPXKJICHUSI  XapaKTEpUCTUK CHCTEM TpeOOBaHMSM CTaHAApTOB, 00eCHneYrBarOT
BO3MOXXHOCTh OIICHKH J((EKTHBHOCTH CHUCTEM W WX CPaBHUMOCTh Ui BBIOOpA
ONTUMAJILHOTO BApUAHTA CUCTEMBI.

Ilpumepvr cmandoapmoe:

J MEXIYHApOAHbIE CTaHIAPTHI YIpaBIeHUS WH()OPMALMOHHONW G€30MacHOCTHIO
cemetictBa 1SO 27000 (6onee 20 cranaapToB);

. I'OCT P HCO/MIK TO 18044 «MupopmanmonHasi TeXHOJIOTUS. MeToabl
obecrnieueHns 6€30MacHOCTH. PYKOBOICTBO IO MEHEIKMEHTY 0€30TIaCHOCThIO HH(OPMAITUN

° I'OCT P UCO/MIK 18045 «MuHpopManMoHHAs TEXHOJOTHA. MeEToasl U
cpenctBa  obecrmeueHuss  Oe3omacHOCTH.  MeTomonorvs  OIEHKH  0e30macHOCTH
WH(OPMALIMOHHBIX TEXHOJIOTHIN;

) I'OCT P NCO/MDK 13335-1-2006. MadopmarimornHas TeXHOJIOTH. MeToabl
u cpencrBa obecrieuenus OeszomacHoctu. Yacth 1. KoHuenmuss u Monaenu MeHEIXMEHTa
0e30MmacHOCTH HH(POPMAIIMOHHBIX M TEJICKOMMYHUKAIIMOHHBIX TEXHOJIOTHH;

° I'OCT P UCO/MDIK 18028-1 «MudbopmarimonHas TeXHOJorusa. MeToasl U
cpenctBa obecrneueHusi Oe3omacHoctH. CereBas  0€30MacHOCTh  HWH(DOPMALIMOHHBIX
texnonoruii. Yacte 1. MeHEIKMEHT CETEBOI 0E30I1aCHOCTHY;

) I'OCT P UCO/TO 13569-2007. dunancoBble ycinyru. Pexomenmanuu 1o
nH(pOpMaIMOHHOM 0€301MacCHOCTH;

. I'OCT 17799-2005 (ISO 17799:2005). IlpakTHyeckue mpaBuiia yIpaBICHUS
UH(POPMALIMOHHOM 0€30MacCHOCThIO;

. IF'OCT P HCO/MIK 15408-2002. Kputepuu OICHKH O€30MaCHOCTH
WH(OPMAIMOHHBIX TEXHOJIOTHI;

o I'OCT P 51169-98. KauectBo cayxeOHOW uHpopmanuu. Cucrema
cepruukany  UHPOPMAIIMOHHBIX TEXHOJOTHMH B o0JacTH KadecTBa  CIyXeOHOU
uH(popmanuu. TepMUHBI U ONIPEICTICHIS;

o I'OCT P 52294-2004. WubopmanMoHHAs TEXHOJNOTHsA. YIpaBleHUE
OopraHu3aiyei. JJIeKTPOHHBIA PeryiaMeHT aIMUHUCTPATUBHOM U CIYKEOHOU N1eATeTbHOCTH.
OCHOBHBEIC ITOJIOKCHHUS,

. I'OCT PB 51987 UT.KCAC. TpeOGoBanus M TMOKa3zaTelud KadyecTBa
byHKIIMOHUpOBaHUS UHHOPMALIMOHHBIX cucTeM. OOIIue MOT0KEHUS;

. IF'OCT P 50739-95. CpenctBa BBIYHCIHTEIHHOW TEXHHKH. 3alllUTa OT
HECaHKIIMOHMPOBAHHOIO JocTyna K HHQopmanuu. OOmme TeXHUYecKue TpeOoBaHUS.
I'occranmapt Poceun;

J IFOCT P 50922-96. 3ammra wuHpOpManuu. OCHOBHBIE TEPMUHBI U
onpenenenus. 'occranpapr Poceny;
o IF'OCT P 51188-98. 3ammra wHpopmammu. VcmbITaHus TPOTPaMMHBIX

CPECTB Ha HaJIMYUEe KOMIBIOTEPHBIX BUPYCOB. TumoBoe pykoBoacTBo. ['occTranmapt Poccum;
. I'OCT P 51275-99. 3amwmra wundopmanuu. OObEeKT HHOPMATH3ALNH.
dakTopsbl, Bo3/elcTByomuUe Ha nHPpopmanuio. O6mmue nonoxenus. ['occtanaapt Poccun.
Ha mpemwvem ypoene HaxomsTcsi CTaHAAPTHI, KOTOPBIE ONpeOealom aazopummol,
RPUHYUNDBL OelicCM6UsA, NOPAOOK NPUMEHEHUA ONPEOeNeHHbIX MEXAHUIMOG 3aujumol u
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samuuiennvix UT u mpedosanus K npoyeccam co30anus u IKCRAYAMAYUU MEXAHUIMOE
3auiumeol.
K cranmapram 3TOro ypoBHsI OTHOCSATCS:

. crangapTel mudpoBanus ¢ cumMmerpuuHbiMu Kirodamu DES u AES (CIIA),
I'OCT 28147-89 (Poccus);

. cTaHzapT MUdPOBaHUS C OTKPHITHIMU KitouamMu RSA;

. crangapthl udposoit moanucu DSS (CIIA) u 'OCT P 34.10 — 94 (Poccus);

J CTaHJapT UCIIOJIb30BAHUS XAII-()YHKIUY;

° RAID Ttexnonoruss — crangapt de facto, ompenensironuii opraHu3aiuio

HAJEKHOTO 1 () (PEKTUBHOIO XpaHEHUS JAHHBIX U JIp.

Crangaptel B oOmactu Wb JONONHSIOTCS HOpMamugHbiMu u MemooudecKumu
ookymenmamu I'ocyoapcmeennoii mexnuveckou xomuccuu u DedepanvHoil CyrcoObl
MexXHUYeCcK020 U IKCHOPMHO20 KOHMPOJIs, HANpUMep .

° PykoBomsimuii  jokyMeHT. KoHIenmusa 3amuThl CPEACTB BBIYMCIUTEIBHOMN
TEXHUKd U aBTOMAaTHU3WPOBAHHBIX CHCTEM OT HECAaHKUHMOHHUPOBAHHOIO JOCTyma K
uHpopmanuu. Pemmenne npencenarens ['ocrexxkomuccuu Poccun ot 30.03.1992;

o PykoBomsmmii gokyMeHT. 3amuTa OT HECAHKIIMOHHPOBAHHOTO [OCTyNa K
uHpopmanuu. Pemenue npencenarens ['octexxkomuccuu Poccuu ot 30.03.1992;
o PyxoBogsmuii nokymeHT. CpeacTBa BBIYMCIUTENBHON TEXHUKHU. 3aliuTa OT

HECAaHKIMOHUPOBAHHOTO JocTyna Kk uHpopmauuu. [lokasatenu 3alMIICHHOCTH OT
HECaHKIITMOHHPOBAHHOTO JocTyna K uHpopmaiuu. Pemenne npencenarens ['ocrexkomuccun
Poccuu ot 30.03.1992;

° PykoBogsimuit qokymeHT. CpencTBa BRIUMCIUTEIHHON TEXHUKH. MexceTeBbie
9KpaHbl. 3alMTa OT HECAHKIMOHUPOBAHHOTO moctymna. l[lokaszarenu 3amumieHHOCTH OT
HECaHKIMOHUPOBAHHOTO A0CTyma K uHpopManuu. Pemenue npeacenatens ['octexkomuccuu
Poccun ot 25.07.1997;

° PykoBomsmmii  gokymeHT. be3zomacHocTh HMH(DOPMALIMOHHBIX TEXHOJOTHIA.
Kpurepun oneHnku Oe3omacHOCTH HH(POpMalMOHHBIX TexHonorui. IIpuka3 mpencenarens
I'ocrexxomuccun Poccun ot 19.06.2002 Ne 1;

° PykoBomsmmii  gokymeHT. be3zomacHocTh HMH(DOPMAIIMOHHBIX TEXHOIOTHA.
[Tonoxkxenne 1o pa3paboTke mpoduielt 3amuThl W 3aJaHUii 1O  0e30MacHOCTH.
I'ocrexxomuccus Poccun, 2003 rox;

° MeToauka ompeneneHus aKTyalbHBIX Yrpo3 O€30MacHOCTH MEPCOHANBHBIX
JTaHHBIX MPH UX 00paboTke B MHAOOPMAIIMOHHBIX CUCTEMAaX MEePCOHaNbHBIX NaHHBIX. DCTIOK
Poccun, 2008 rox;

° bazoBas Mmogenbs yrpo3 0€30MaCHOCTH TEPCOHATBHBIX MAHHBIX MPU HX
00paboTke B MHPOPMAIIMOHHBIX cHcTeMax mepcoHanbHbIX AaHHbIX. DCTOK Poccun, 2008
roJ1 ¥ TIPOY.

Yrpossl HHpopMaLMOHHOI 0e30MmacHOCTH. Knacenpuxauus yrpos
uH(GOPMANIMOHHOH 0e30macHOCTH. TepMHHOJIOTHMST M MOAXOAbI K KJaCCH(PUKAIUM.
Opranuzanus obecrnieueHusi 0e30MaCHOCTHM HMH(OPMALMK JIOJKHA HOCHTH KOMILIEKCHBIN
XapakTep U OCHOBBIBATHCSA Ha INIyOOKOM aHaiM3e BO3MOXHBIX HETAaTHBHBIX IMOCIEICTBU,
KOTOPBIM MpeAnonaraeT 00sS3aTelbHYI0 HICHTHU(PHUKAIUIO BO3MOXKHBIX HCTOYHHUKOB Yrpo3,
(bakTOpOB, CIIOCOOCTBYIOLIMX UX MPOSBICHUIO U, KaK CJIEACTBUE, ONPEICIIEHUE AKTyalbHBIX
yrpo3 0e3onacHocTy HHGOpPMaIUK.

B xoxe ananmza HEoOXOIUMO yOEIUTHCS, YTO BCE BO3MOXKHBIE MCTOUYHUKU YIpo3
I/II[eHTI/I(i)I/IHHpOBaHI)I, I/I)ICHTI/I(l)I/IHI/IpOBaHBI U COIIOCTABJICHBI C MCTOYHHKAMH YI'pO3 BCE
BO3MOXHBIE  (akTopbl  (YA3BUMOCTH),  NpHUCYIIHE  OOBEKTy  3alluThl,  BCEM
UACHTU(PUIMPOBAHHBIM HCTOYHUKAM M (DaKTOpaM COIOCTABIIEHBI Yrpo3bl 0€30MacHOCTH
uHpOpMaLUH.
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Hcxons w3 MaHHOTO TPHHIMNIE, KIACCU(PUKALUIO WMCTOYHHKOB YIpO3 H HX
MIPOSIBIICHUH, I1eJ1ec000pa3HO IMPOBOAMTL HA OCHOBE aHAIM3a B3aMMOJCHCTBHS JIOTHYECKOM
LEMOYKU: HCTOYHHUK YIPo3bl - (pakTop (YSI3BUMOCTB) - Yyrpo3a (AeicTBHE) - MOCTeCTBUS
(araka).

Hcmounuk yzpo3st - 5TO TOTEHUUAIBHBIE AHTPONOTEHHBIC, TEXHOTECHHBIC WU
CTUXUMHBIE HOCUTENN YIrPO3bl 0€30MaCHOCTH.

Yepoza (oeiicmeue) - >10 BO3MOXKHAs OMAcCHOCTH (MOTEHIMAIbHAS WIM PEaTbHO
CYIIECTBYIOIIAsl) COBEPIICHUS KAKOTO-THOO JestHUs (JAeUCTBUS WM Oe3aeicTBus),
HaIIPaBJICHHOTO IIPOTHUB 00BEKTA 3aIIUTHI (HH(POPMAIIMOHHBIX PECYPCOB), HAHOCSIIECTO yIIepO
COOCTBEHHUKY, BJIaJIeJIbIly WIN MOJIb30BATEII0, MPOSBIISIIOIIETOCS B ONMACHOCTU UCKAXEHUS U
norepu HHGOpPMaLUH.

@Dakmop (yazeumocms) - 5TO TpHUCYIIHE OOBEKTY HHGPOPMATH3aLUU MPUUYHHBI,
NPHUBOJANINEG K HApPYyIMIEHUIO Oe3omacHoCcTH HH(pOpMamuu Ha KOHKPETHOM OOBEKTE U
00yCIIOBJICHHBIE HEJOCTAaTKaMU TMpolecca (HYHKIIMOHUPOBAHHS 00BEKTa HH(pOpMaTH3AIUH,
CBOMCTBAMH apXUTCKTYyphl aBTOMAaTHU3MPOBAHHOW CHUCTEMBI, MPOTOKOJIAMH OOMEHAa W
uHrepdericamu, npumenseMbiMu [10 u anmapaTHo#t IaTGopMon, YCIOBUSMHU IKCILTyaTaIlUH.

Ilocneocmeua (amaka) - 53TO BO3MOXHBIE TMOCIEACTBUS PEAIU3ALUN  YIPO3BI
(BO3MOXHBIE JEWUCTBUSA) MPU B3aUMOJCHCTBUU HCTOYHUKA YIpO3bl 4Yepe3 HMEIOIIHecs
(bakTopsl (YI3BUMOCTH).

Amaka - 5TO Bcerja mapa «UCHOYHUK — ¢hakmopy», peanusylouas yrposy u
npuBojsnias K ymepOy. AHaiIM3 NOCIEACTBUM IPEANONaraeT IpOBEJCHUE aHalln3a
BO3MOXKHOTO yIiep0a ¥ BbIOOpa METOAO0B MapUpOBaHUs yIpo3 0€30MacHOCTH HHPOPMAIIHH.

VYrpo3a, Kak ClelyeT U3 ONpPEIENICHUs, 3TO ONACHOCTb MPUYMHEHUs yuiepOa, T.e. B
9TOM ONpEJEICHUH MPOSBISAETCS KECTKas CBSA3b TEXHUYECKHX MPOOJIeM C IOpUAMYECKOM
KaTeropuei, KAKOBOU SIBIISETCS «yIIepO».

Knaccupuxauuss  yrpos uHGOPMALMOHHOM 0€301aCHOCTH. Yrpo3zamu
0e30macHOCTH UH(pOPMALIUK SBIISIOTCS:

- XUIeHue (KonupoBaHue) HHGpopMaIuu;

- VHHYTOXKEHUE NHPOPMAITUH;

- MmoguduKanus (MCKaKeHre ) nHpopMaluu;

- HapylIeHHe JOCTYMHOCTH (0J0KHpoBaHUe) MH(OpMaLIUK;
- OTpULIAaHUE TIOUTMHHOCTH WH(OPMAIINK;

- HaBsI3bIBAHME JIO)KHOU MH(OpMaIUK.

Kaaccupukanus ucrouHukoB yrpo3. Hocutensmu yrpo3  6Ge3omacHocTd
nH(pOpMaIU SBISIOTCS UCTOYHUKH YTpo3. B KauecTBe MCTOYHUKOB YIpO3 MOTYT BBICTYIATh
KaK CyOBeKTHl (JMYHOCTH), TaK U OOBEKTHBHBIC MPOSBICHHs. VICTOYHUKHA Yyrpo3 MOTYT
HaXOJIUTHCS KaK BHYTPH 3aIIUIIAEMON OpraHU3aliK - BHYTPEHHUE UCTOYHUKH, TaK U BHE €€ -
BHEIITHHE MCTOYHUKU. J/[eneHrne MCTOYHHKOB Ha CYOBEKTHUBHBIE U OOBEKTHBHBIE OINpPaBIAHO
MCXOJIS U3 MPEABIIYIIUX PACCYKISHUN 10 MOBOY BUHBI WM pUCKa yiiepOa nHopmaiuu. A
JieJIeHre Ha BHYTPEHHHE W BHEIIHHE UCTOYHUKHU OMPABIAHO MTOTOMY, YTO JJIsi OJTHOM U TOM ke
yrpo3bl METOJBI IMAPUPOBAHUS IS BHEIIHMX W BHYTPCHHHX HCTOYHUKOB MOTY OBITh
pa3HbBIMH.

Bce wucrounuku yrpo3 Oe3zonmacHOCTH HH(GOpMalMd MOXKHO pas3feluTh Ha TpU
OCHOBHBIE TPYIITIBI:

|.O6ycnoenennsvie oeiicmeuamu cyovexkma (aHTPOIIOTCHHBIE UCTOYHUKU YTPO3).
I1.06ycnosnennsie mexnuueckumu cpedcmeamu (TEXHOTEHHBIC UCTOUYHUKU YTPO3bI).
I11.Obycnosnennvie cmuxuitnoimu ucmoyHuKamu.

AHTpPONOreHHbIe MCTOYHUKH YIpo3. AHTPONOT€HHBIMH HCTOYHHKAMHU YIpO3

0e30MmacHOCTH I/IH(l)OpMaI_II/II/I BBICTYIIAIOT Cy6’BCKTLI, ,Z[CﬁCTBPIﬂ KOTOPBIX MOTYT OBITh
KBaJ'II/I(i)I/IIII/IpOBaHI)I KaK YMBIIIJICHHBIC NN CJ'Iy‘-IZtﬁHBIG MMPECTYIIICHUA.
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B kauecTBe aHTPONOI€HHOTO HMCTOYHUKA YIpO3 MOKHO pPAacCMaTpUBATh CyOBEKTa,
MMEIOIIETO JIOCTYN (CAaHKIIMOHUPOBAHHBIA WM HECAHKIIMOHUPOBAHHBIA) K padoTe co
IITaTHBIMHU CPEACTBAMH 3aIIMIIaeMoro oobekta. CyObeKThl (MCTOUYHHUKH), JCHCTBUS KOTOPBIX
MOTYT NMPUBECTH K HApYIICHUIO 0€30MacHOCTH WH(OPMALIMKU MOTYT ObITh KaK BHEILIHUE, TaK U
BHYTPEHHHUE.

BHemHue MCTOYHHUKH MOTYT OBITH CIIy4alHBIMH WJIM IPEIHAMEPEHHBIMU U HUMETh
pasHbIi  ypoBEeHb KBanuduKaiuu. K HUM OTHOCATCSA: KPUMHHAIBHBIE CTPYKTYPBI;
MOTEHLIMAJbHbIE MPECTYMHUKH M XaKepbl; HEJOOPOCOBECTHBIE MAapTHEPHI; TEXHUYECKUUN
NEPCOHAJI IOCTABIIMKOB YCIYT; IPEICTAaBUTENM HAA30PHBIX OpraHM3alUil U aBapUIlHBIX
CIIyk0; IPeICTaBUTENH CUIIOBBIX CTPYKTYP.

BuyTpenHne cyOBeKTHl (MCTOYHUKH), KaK [MPaBWIO, MPEACTaBISAIOT COOOM
BBICOKOKBAJIM(DUIIMPOBAHHBIX CHEIMAIUCTOB B 00JacTH pa3paboTku u skciryaranuu [10 u
TEXHUYECKUX CpPEICTB, 3HAKOMBI CO CHENM(UKON pemaeMblx 3anad, CTPYKTypoH H
OCHOBHBIMH (PYHKIMSIMH, U MPUHIIUIIAMHA paOOTHI IPOrPAMMHO-ANIAPATHBIX CPEICTB 3aIUThHI
uHGOpPMALIMK, HWMEIOT BO3MOXKHOCTh HCIIONB30BaHMSA INTATHOTO OOOpYHOBaHUS U
TEXHUYECKUX cpelncTB cetd. K HUM OTHOCATCS: OCHOBHOW mepcoHan (TOJIb30BaTelNH,
MPOrPaMMUCTBI,  Pa3pabOTYMKH); TPEACTABUTEIN  CIYXKOBl  3aIUTBl  HHPOPMAIIUH;
BCIIOMOTATeNbHBIM  mepcoHan  (yOOpIIMKH,  OXpaHa);  TEeXHHYECKUW  IepcoHal
(>ku3HEOOecTIeueHNe, HKCILTyaTalus).

Oco0yio Tpynmny BHYTPEHHHX AHTPOIOTEHHBIX MCTOYHHUKOB COCTaBISIOT KA C
HapyIICHHON ICUXMKOM M CIELMAJIbHO BHEJIPEHHbIE M 3aBEpOOBAaHHBIE AreHTbHI, KOTOPbHIE
MOTYT OBITh M3 YHMCJIa OCHOBHOT'O, BCIIOMOTATEIbHOTO U TEXHUYECKOTO TMEepCOHala, a TaKxkKe
npeCcTaBUTENeH CITyKOBI 3aUThl HHGopManuu. JlaHHas rpyIna pacCMaTpuBaeTCs B COCTAaBE
MEPEYUCIICHHBIX BBIIIE MCTOYHHUKOB YIpo3, HO METOJbl MapUpOBAHMS Yrpo3aM JUisl 3TOM
TPYIIIBI MOTYT UMETHh CBOM OTIUYHSL.

KBanuduxarus aHTpOnoreHHbIX MUCTOYHUKOB HMH(OpPMAIIMKM UTPAIOT BAXKHYIO POJb B
OIICHKE UX BIIUSHUA U YUUTHIBACTCA MPU PAHKUPOBAHUU UCTOYHUKOB YTPO3.

TexHOoreHHble HMCTOYHHUKH Yrpo3. Bropas rpymma coAep>XUT HCTOYHHMKHU YIpO3,
olnpezesieMble TEXHOKPATUUYECKON JEATEIbHOCThIO YEJIOBEKa M Pa3BUTHEM LUBUIM3ALUU.
Opnnako, TOCNENCTBUS, BbI3BAaHHBIE TAaKOW JEATEIBHOCTHIO BBIIUIM U3-TIOJ KOHTPOIS
YyeJloBeKa M CYLIECTBYIOT caMH Mo cebe. DTH UCTOYHUKU YIpO3 MEHEE NPOTHO3UPYEMBIE,
HANPSIMYIO 3aBHCST OT CBOWCTB TEXHUKH M TOITOMY TpPeOYyIOT 0c000ro BHUMAaHWUS.
TexHuueckue cpencTBa, SBISAIOLIMECS HWCTOYHUKAMHU TMOTEHIMAIBHBIX Yrpo3 0€30macHOCTH
uH(pOpMallMK, TaK >K€ MOTYT OBbITh BHEIIHHUMH. CPEICTBA CBS3U; CETH WHIKEHEPHBIX
KOMMYHUKaIlMM  (BOJOCHAOXEHUS,  KaHANW3alMW);  TPAHCIOPT WM  BHYTPEHHUMHU:
HEKAYeCTBEHHbIE TEXHUYECKHE CpeAcTBa 00paboTku uH(MOpMAlNK; HEKaYeCTBEHHbIE
MporpamMMHbIE CpelcTBa 00pabOTKM HMH(OpPMalMK; BCIOMOTAaTENIbHBIE CpPEJCTBA (OXpaHBI,
CUTHAJIN3ALUH, TeJIe(OHUN); JIp. TEXHUUECKUE CPENICTBA.

CTuxuiiHble MCTOYHMKHM Yrpo3. TpeTbs Tpymnma HUCTOYHUKOB yrpo3 OOBEIUHSET,
OOCTOSITENIbCTBA, COCTABJISAIOLINE HENPEOJOIMMYI0 CHILy, T. €. OOCTOSTEeNbCTBA, KOTOPHIE
HOCST OOBEKTHUBHBI U aOCONIOTHBIA XapakTep, pacmpocTpaHswomuiics Ha Bcex. K
HEMpeoJOJIMMON CHUJle B 3aKOHOJATENLCTBE OTHOCSAT CTUXMHHBIE O€JICTBUS WJIM HHBIE
00CTOSITENLCTBA, KOTOPbIE HEBO3MOKHO MPENYCMOTPETh WM IMPEJOTBPATUTh, NI BO3MOXKHO
IIPEyCMOTPETh, HO HEBO3MOXHO MPENOTBPATUTH IPU COBPEMEHHOM YPOBHE UEJIOBEYECKOTO
3HAHUS U BO3MOKHOCTEM.

Takue NCTOUYHMKM Yrpo3 COBEPILIEHHO HE MOAJAIOTCS MPOTHO3ZUPOBAHUIO U IMOITOMY
MEpBI 3aIUTH OT HUX JOJIKHBI IPUMEHSITHCS BCET/1a.

CruxuiiHble HCTOYHUKH MOTEHIUATBHBIX YTPo3 UH()OPMAIIMOHHON 0E€30MacHOCTH KaK
MPaBWIO SIBJISIOTCS BHEIIHUMHU IO OTHOIIEHHUIO K 3alUIIAeMOMY OOBEKTY U MOJ HUMH
MOHUMAIOTCSI TPEXJE BCEro MPUPOJHBIE KATAKIM3MbL:  IOXKapbl; 3€MIIETPACECHHUS;
HABOJIHEHHUS; YparaHbl; pa3JIMyHble HEIMpeIBHUJIEHHbIE OOCTOSATENbCTBA; HEOOBSICHUMbBIE
SBJICHUS; IpyrUe (popc-MakopHbIe 0OCTOSATENHCTBA.
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Knaccnpukanus ysisBumocreii 6e30acHOCTH. YTPO3bl, KaK BO3MOKHBIE OTACHOCTH
COBEpILCHHSI  KaKOTO-TMOO  JCWCTBUS, HANPABICHHOTO NPOTHB OOBEKTa  3allHTHI,
MIPOSIBIISIIOTCS HE CaMU 110 cebe, a uepe3 ysI3BUMOCTH ((PaKTOphI), IPUBOISIINE K HAPYIIICHHIO
O6e3omacHOCTH MHGOPMAITMK HAa KOHKPETHOM 00BbEKTE HH(POpMaTH3AIIH.

VYSA3BUMOCTH TPHUCYIIH OOBEKTY, HEOTACTUMBI OT HEro U O00yCIIaBIUBAIOTCS
HEJIOCTaTKaMH npoiiecca (GYHKIIMOHHPOBAHUS, CBOWCTBAMH APXUTEKTYPHI
ABTOMATU3UPOBAHHBIX CHUCTEM, IPOTOKOJIAMU OOMEHa W HHTepdeicamu, MPUMEHSIEMBIMU
POTPAaMMHBIM O0ECIIEYCHUEM M amlapaTHOW IIaTGOPMOH, YCIOBHSIMH OSKCIUTyaTallud U
PAacCIIONIOKEHHSL.

HcTouHMKH yrpo3 MOTYT HMCIIOJIB30BaTh YSI3BUMOCTH Ui HApYIICHUS 0€301acHOCTH
uH(pOpMaIlMK, TIONyUYCHUS HE3aKOHHOW BBITOABI (HaHECeHUs yiiepOa COOCTBEHHUKY,
BJIAJICNIbIly, TIOJb30BaTel0 HMH(popManuu). Bo3MOXHO He 3J0HAMEpPEHHBIC JCHCTBUS
HMCTOYHUKOB yIpO3 MO aKTHBU3AIUHU TE€X WM UHBIX ySI3BUMOCTEH, HAHOCSIIUX BPE/I.

Kaxmoit yrpoze MOTyT OBITh COIOCTABIICHBI pa3jIMYHbIC YSI3BUMOCTH. YCTpaHECHHUE
WINA CYIIECTBEHHOE OCJIa0JIeHUE YSI3BUMOCTEH BIUSET HAa BO3MOXKHOCTb PEATHM3AlMU yrpo3
06e30macHOCTH MH(POPMAIIHH.

s ynoOcTBa aHanmm3a, YSA3BUMOCTH Pa3JEICHbl HA KJIACChI, TPYIIBI M MOATPYIIIIHL.
Vs3BuMocTH 0€30MacCHOCTH WH(OPMALUU MOTYT OBITh: OOBEKTUBHBIMHU, CYOBCKTHBHBIMH,
CIIy4alHBIMHU.

O0bexkTHBHBbIE YA3BUMOCTH. OOBEKTUBHBIE YA3BUMOCTU 3aBUCAT OT OCOOEHHOCTEH
MOCTPOCHUS M TEXHUYECKHUX XapAKTEPUCTUK 000PYyIOBAHUS, IPUMEHSIEMOTO Ha 3alUIaeMOM
o0bekTe. [loHOe ycTpaHeHHe ITUX YSI3BUMOCTEH HEBO3MOXKHO, HO OHU MOTYT CYIIIECTBEHHO
OCIA0JIATHCA TEXHUYECKUMU M HHKEHEPHO-TEXHUYCCKMMH METOJaMH TMapHpPOBAHUS YIpo3
Oe3omnacHocTr nHpopmanuu. K HIM MOXHO OTHECTH:

- COMYTCTBYIOIHE TEXHHNYECKUM CPEACTBAM H3JIyUEeHHSI

. AJIEKTPOMArHuTHbBIE (MOOOYHBIC M3ITYUYCHUS SJICMEHTOB TEXHUYECKUX CPEICTB,
KaOCNBbHBIX JIMHUH TEXHUYECKUX CPEJICTB, U3ITyUEHUsS] HA YacTOTaxX PabOTHI TEHEPaTopoB, Ha
4aCTOTaX CaMOBO30YIKICHHS YCUITUTEIICH)

. JIEKTpUYCCKUE (HABOAKU DJICKTPOMATHUTHBIX W3JIYYCHUW Ha JIMHUU W
NPOBOJHUKY, MPOCAYUBAHME CHTHAJIOB B IEMH JJICKTPONUTAHHS, B IEMU 3a3eMIICHHS,
HEPAaBHOMEPHOCTb MOTPEOICHUS TOKA DIEKTPOITUTAHUS)

. 3BYKOBBI€ (aKyCTHYECKHE, BHOPOAKYCTHUYECKHUE)

- aKTUBU3HUpPYeMbIe:

. anmaparHble 3akiaaku (ycTaHaBiMBaeMmble B TeledOHHBbIE JHUHHH, B CETH
SJIEKTPOITUTAHUS, B TOMEIICHUSX, B TCXHUYECKUX CPECTBAX )

. MpOrpaMMHBIE  3aKJIAAKU (BPEAOHOCHBIE MPOTPaMMbl, TEXHOJIOTHYECKUE

BBIXO/IbI U3 TIPOTPaMM, HeJleranbHbie Komuu [10)

- onpejeJsisieMble 0COOEHHOCTSIMHU 3JIEMEHTOB

. DJIEMEHTBI,  O0JaJaroNe  JJICKTPOAKYCTHUYSCKHUMH  NPEoOpa30OBaAHUSIMH
(TenedoHHBIE ammaparbl, TPOMKOTOBOPUTENM M MHUKPOQOHBI, KATYIIKH WHAYKTUBHOCTH,
Jpocceiu, TpaHcHopMaTopsl | Mp.)

. DIIEMEHTHI,  TOJBEPKEHHbIE  BO3JCHCTBUIO  JJEKTPOMArHUTHOTO  TOJIA
(MarHUTHBIC HOCHTEIH, MHKPOCXEMBI, HEIUHEHHBIC JJIEMEHTHI, TOBepKeHHbIe BU
HaBSI3bIBAHUIO)

- onpenesisieMble 0COOEHHOCTSMHU 3aIMIIIAEMOI0 00bEeKTAa:

. MECTOIOJIOKEHHEM O00BEeKTa (OTCYTCTBHE KOHTPOIUPYEMOW 30HBI, HATUYHE
npsIMOM  BUJUMOCTH  OOBEKTOB, YyAAJEHHBIX M MOOWIBHBIX DJIEMEHTOB OOBEKTa,
BUOPUPYIOIIUX OTPAKAIOIIUX TTOBEPXHOCTEH )

. opraHuszanuel  kaHajoB  oOMeHa  HHQopMmauei (ucnonbp3oBaHUe
paMoKaHajIoB, TI00aTbHBIX HH(POPMAIIMOHHBIX CETEH, apEHIyEMbIX KaHAJIOB).
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Cy0bexkTuBHBIe YSI3BUMOCTH. CyOBEKTHUBHBIC YSI3BUMOCTH 3aBUCSAT OT JeHCTBUI
COTPYAHUKOB M, B OCHOBHOM, YCTPAaHSIOTCA OPraHMU3ALMOHHBIMU W IPOTrPAMMHO-
annapaTHbIMU METOJIaMu:

- OIUMOKH:

. Opd TOATOTOBKE M HCIOJIB30BAaHUM NPOTpaMMHOro olecrneyeHus (Tmpu
pa3paboTke a@JIrOpUTMOB M MPOIPaMMHOIO OOECHEUYEeHMs, WHCTAUIALMU M 3arpyske
IPOrpPaMMHOT0 00eCIIeUeHH s, IKCIUTyaTallii IPOrPaMMHOT0 00ECIICUSHHMsI, BBOJIC IaHHBIX)

. IPU YIPABICHUU CIOXKHBIMHU CUCTeMaMHU (IIPU UCIOIb30BaHUU BO3MOXKHOCTEH
caMOOOy4YEeHHsI CHUCTEM, HACTPOMKE CEpBUCOB YHHUBEPCAJIBHBIX CHUCTEM, OpTaHU3AINH
yIPaBJICHUs [IOTOKaMH 0OMeHa NH(OpMAIHN)

. OpU SKCIUTyaTalldd TEXHUYECKHX CPEICTB (TPU BKJIIOYEHHH/ BBIKIIOYCHUU
TEXHUYECKUX CPEJCTB, HUCIOJIb30BAHUM TEXHUYECKUX CPEICTB OXPAaHbl, HCIIOJIb30BAHUU
cpencTB oOMeHna nHpopmanueii)

- HApYLICHUS

. pe’kuMa OXpaHbl M 3alIUTHl (ZOCTyHa Ha OOBEKT, JOCTyNa K TEXHUYECKUM
CpeaCTBaM)

. pexuMa  3KCIUlyaTalluh  TEXHUYECKHX  CpeACTB  (3HeproobecrneueHus,
KHU3HEOOECTICUCHHM)

. pexuMa ucnoib3oBanus uHGopMaruu (00paboTku u oOMeHa MH(pOpMaLue,
XpaHEHUs M YHHUTOXKEHHMsI HOCUTeNed HHQOpMaly, YHUUYTOXKEHMS IPOU3BOJCTBEHHBIX
OTXOJI0B U Opaka)

. pexumMa  KOH(PUIEHIMATbHOCTH (COTpYAHMKaMH B Hepabouee Bpems,
YBOJICHHBIMH COTPYTHHKAMH).

Cayuaiinble ysi3BuMocTH. CilyuyaiiHble YSA3BMMOCTH 3aBUCAT OT OCOOEHHOCTEH
OKpY)KalOIIel 3aIlWIIaeMblii OOBEKT CpeAbl W HENPEIBUACHHBIX OOCTOATENBCTB. OTH
(bakTOpbl, Kak IMpaBWJIO, MAJIO NpEACKa3yeMbl U HUX YCTPAaHEHHE BO3MOXKHO TOJBKO IMpHU
IPOBEJCHUN KOMILIEKCA OPraHMU3allMOHHBIX M HMH)KEHEPHO-TEXHUYECKUX MEPOIPHUITHI 10
IPOTUBOAECHCTBUIO YIpo3aM HH(OPMAIIMOHHON 0€30IacHOCTH:

- cOoM M 0TKAa3bI:

. OTKa3bl M HEUCHPABHOCTHM TEXHUYECKUX CpeAcTB (0OpabdaThIBaIOLIMX
nH(popMaIroo, 00eCeYHBAIOIINX PAOOTOCIIOCOOHOCTh CPEACTB 00paboTKKM WH(MOpMaIuy,
00€CIeYHBAOIINX OXPaHy U KOHTPOIb JOCTYIIA)

. CTapeHHe W pa3MarHu4MBaHUE HOcUTeNel MHPOpMaIui (CheMHBIX HOCHTEIEH,
KECTKHX JMCKOB, JJIEMEHTOB MHUKPOCXEM, Kalelel 1 COeTMHUTENbHBIX JINHUIT)

. coou IIO (omepaumonHeix cucreM u CVYB]l, mnpukiagHeIX mOporpamm,
CEPBHCHBIX NMPOTPaMM, aHTHBUPYCHBIX TPOTPaMM)

. cobou sneKkTpocHaOkeHus (00opynoBaHusi, 0OpadaThIBaroIero HHGOPMAIIHIO,
00€eCIeYHBAOIIET0 U BCIIOMOTaTeIbHOTO 000PY/I0BaHHUS)

- MIOBPEKIEHUS

. KHU3HEOOECIIeUNBAOIIMX  KOMMYHHMKAaUMid  (3/€KTpo-,  BOAO-,  Ta3o0-,
TEIIOCHA0KEHHMSI, KaHAJIM3AIIUH, KOHJMIIMOHUPOBAHMS U BEHTHIISIIMN)

. OTPaXIAIOUINX KOHCTPYKIMH (BHEUIHMX OTpaKACHUN TEpPpUTOPHM, CTE€H U

NEPEKPBITHI 3IaHUI, KOPITYCOB TEXHOJIOTHYECKOTO 000PYI0BAHHS).

Knaccupukauusi yrpo3 uHGpopManuoHHOH 0€30MaCHOCTH.

ITo uCTOYHMKAM NMPOUCXOKACHUSA:

* HPUPOOHO20 NPOUCXOIHCOEHUSA - ITO ONACHBIE T€0JIOTHUECKNE, METEOPOJIOTHUECKUE,
TUAPOJIOTHYECKUE SIBIICHUSI, JETpajalldio TOYB HEAp, MPUPOJHBIC TIOKAPhl, MacCOBOE
pazpylieHue (depe3 MpUpOAHbIE KaTaKJIN3Mbl) KAHATIOB CBSI3U, N3MEHEHUE COCTOSTHUSI BOJTHBIX
pecypcoB u 6rnocdepsl U TOMY MTOA00HOE;

* MEeXHO2eHHO020 NPOUCX0XHCOeHUSA - TPAHCIIOPTHBIC aBapuu (KaTacTpodbl), MOXKAPHI,
HECITPOBOIIMPOBAHHBIC B3PBIBBI WM WX YIpo3a, BHE3AITHOE pa3pylieHHe KaHAJOB CBS3H,
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aBapul Ha WHXXEHEPHBIX CETSIX M COOPYXKCHHSIX KHU3HECOOSCICUCHHUs, aBapuu TJIaBHBIX
CEpBEPOB CHCTEMBI YIIPABIICHUS HAIMOHATILHONU O€30MacHOCTHIO U T. 11.;

* AHMPONOZEHHO20 NPOUCXOHCOEHUS - COBEPILICHHUE YETIOBEKOM Pa3IUYHbIX JCHCTBUN
M0 pa3pyLIeHUI0 HHPOPMAIIMOHHBIX CUCTEM, pecypcoB, 110 u T. a.

B 31Ol rpymnme no COAEpKAHUIO JACHUCTBUM OTHOCATCS: HENPEIHAMEPEHHBIE,
BbI3BaHHbIC OIIMOOYHBIMU WM HENpeIHAMEPEHHBIMH ICHCTBHSAMH 4YelloBeKa (Harpumep,
JIO)KHBIA 3allyCK MPOrpaMMbl, HEUYASHHO JIONYIICHHbIE U3-32 HECOONIOACHUSI MPaBUII
Oe3omacHOCTH paboTel B HTepHeTe HMHCTAUISIIMM 3aKIaJ0K U T.I.); YMBILIUICHHBIC
(MHCIUPUPOBAHBI), PE3YJIbTAT YMBIIUICHHBIX JCUCTBUHM JIOJIeH (HAmpuUMep, YMBIILUICHHAS
yCTaHOBKAa MporpammM, KOTOpbIe IepelaloT HH(POpMalHMi0 Ha JApyrue KOMIIBIOTEPHI,
peIHaMEPEHHOE 3apaKEHUE BUPYCAMHE, HAPOUIHTasl Ie3uH(pOpManust U T.11.).

Ilo creneHn runoTEeTUYECKOM Bpeaa:

* yepo3a - SIBHbIC WIM NOTEHUHAIbHBIE JICHUCTBHS, KOTOPBIE 3aTPYAHSIIOT WU JEHAI0T
HEBO3MOXKHBIM pealiu3allii0 HaIlMOHAJIbHBIX HHTEPECOB B HMHQPOPMAIMOHHON cdepe u
CO3MAaI0T OMACHOCTh JUISI CHUCTEMBI  yNPABJICHHS  HAIMOHAIBLHOW  OE30MaCHOCTHIO,
YKU3HEeo0OecIeyeHne ee CUCTEMOO0Pa3yIIIUX 3JIEMEHTOB;

* onacHocmp - HENOCPEICTBEHHAs aecTtadunm3anus (YHKIHUOHUPOBAHUS CHUCTEMBI
yIpaBiIeHUs HAIIHOHATBHON 0€30MaCHOCTHIO.

ITo moBTOPSIEMOCTHIO COBEPIICHUSA:

* nogmopaAwUecs - TAKUe yrpo3bl, KOTOPbIE UMEJIM MECTO PAHEE;

* npoooIcaruuecs - HEOJHOKPATHOE OCYLIECTBICHUE YIrpo3, COCTOSIIMN U3 psla
TOXKJIECTBEHHBIX YIPO3, KOTOPbIE UMEIOT OOIIYIO IEJb.

Ilo chepam npoucxo:KIeHNN:

* 9K302eHHble - UICTOYHHK JIeCTa0MIIN3alluK CUCTEMBI JISKUT 3a €€ MpeieamMH;

* 9HO02eHHble - ATTOPUTM JECTAOUITN3AIUN CHCTEMbI HAXOIUTCS B CAMOM CHCTEME.

ITo BeposiTHOCTH peaiu3anuu:

* gepoamHble,

* HeB03MOJICHble - YIpO3bl OOBIYHO HMEIOT Ooliee JEKIapaTUBHBIM XapakTep, He
MOJAKPEIUICHHBI pEaJIbHOM W JaXe TMOTECHIMAJIbHOM BO3MOYKHOCTBIKO OCYILECTBUTH
MIPOBO3IJIALICHHbIE HAMEPEHHSI, OHU B OCHOBHOM MMEIOT 3allyTMBAOIINMA XapaKTep;

* ciyuaiinble - Yrpo3bl, 3a BBIIOJHEHHE ONMPEACICHHOIO KOMIUIEKCA YCIOBUIM KaX bl
pa3 MmpoTeKkaeT Mo-pa3HOMY. YTPO3bl JAHHOTO YPOBHS I€I€COO0pa3HO aHAIW3UPOBATh C
MMOMOIIBI0 METOJIOB HCCIIEIOBAHUS OIEpaltii, B YACTHOCTH TEOPUH BEPOSTHOCTEU M TEOPHUH
UTp, KOTOPBIE N3YYaOT 3aKOHOMEPHOCTH B CIIyYalHBIX SBJICHUSIX.

ITo ypoBHI0 1eTepMUHU3MA:

* 3aKOHOMEpHble - TAKUE YIpo3bl, KOTOPBIE HOCAT YCTOMYMBBIN, MOBTOPSIOLIUNCA
xXapaxrep, 00yCIIOBJIEHHbIE 0ObEKTUBHBIMU YCIOBUSIMU CYIIECTBOBAHUS M PA3BUTHS CUCTEMBI
nH(pOpMallMOHHON Oe3omacHOCTH. Tak, Hampumep, 00N CyOBEKT CHUCTEMBI 00eCTeYeHHUS
HallMOHAIBHOM O€30MacHOCTH TOABEPraTtbcsi MH(DOPMAIMOHHBIM aTakaM, €CJIM B HEM HE
paboTtaer, uin paboTaeT He Ha IOJDKHOM YpoBHE cucTema obecrieuenus Mb.

* c/Iyyaiinble - yrpo3bl, KOTOPHIE MOTYT WJIH CIIYYUTHCS JTHOO HE CITYIUTHCSI.

ITo 3HayeHH10:

* donycmumple - TAKUE YIpO3bl, KOTOPbIE HE MOTYT MPUBECTU K KOJUIANCY CHUCTEMBI.
[IpumMepoM MOTYT CIYKUTh BUPYCHI, HE MOBPEXKAAIOT IPOrPAMMBI IYTEM UX YHUUTOKEHHUS;

* Hedonycmumble - TaKW€ Yrpo3bl, KOTOpHIEC: 1) MOTYyT B cllyd4ae HUX pean3aluu
MPUBECTH K KOJUIANICY U CUCTEMHOW AECTa0MIM3allMd CUCTEMBI; 2) MOTYT MPHBECTH K
W3MEHEHUSIM, HE COBMECTHMBIX C alibHemuM cymiectBoBanuem CHB.

ITo cTrpykType BO31eCTBUSA:

* cucmemHuple - Yyrpo3bl, BIUSIONIME Cpa3y Ha BCE COCTABJISIONINE SJIEMEHThI CUCTEMBI
yIpaBIeHUS HAIIMOHAIBHOHN 0€30MacHOCTHIO;

* cmpyKmypHble - Yrpo3bl, BIUSIONIME HA OTJAEIbHBIE CTPYKTYPhI CUCTEMBI;

* 9J1eMeHmHble - YTPO3bl, BIMSIOIINE HA OTACIIBHBIE JIEMEHTBI CTPYKTYPBI CUCTEMBI.
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Ilo xapakTepy peanu3alMu: peaivbHvlie, HOMEHUUATbHbLE,
ITo 00bexTY BO3AEHCTBHS: JTUI0; OOIIECTBO; TOCYIapCTBO.

PEKOMEH/JALIUH Imo HOATI'OTOBKE K INPAKTUYECKHUM
(CEMHUHAPCKHUM) 3AHATUAM U BBIITIOJIHEHHUE CPC

Crynenram cienyer:

- JI0 OYEpEeHOr0 CEMHHAPCKOIO 3aHATUS IO PEKOMEHJIOBAaHHBIM JIMTEPATYPHBIM
UCTOYHUKAM IpOpaboTaTh TEOPETUUECKUN MaTepHai, COOTBETCTBYIOIIEH TeMBbl 3aHATHS;

- IIPY OJATOTOBKE K CEMUHAPCKUM 3aHATHUSIM CIIEyeT 00513aTeIbHO UCIOIb30BaTh HE
TOJIbKO JIEKLUH, Y4EOHYIO JINTepaTypy, HO U HOPMATHBHO-IIPABOBbIE AaKTbl, WHTEPHET-
UCTOYHUKA M HHGOPMAIMOHHBIE pPecypchl HH(GOPMAIMOHHO-00Pa30BaTEeNBHOIO IMOpTalia
DUHAHCOBOIO YHUBEPCUTETA;

- B Hayajie 3aHATUH 3aJaTh IPENOAABATENII0 BOIPOCH 0 MaTepualy, BbI3BaBLIEMY
3aTpyJHEHMST B €ro IOHMMAHMM M OCBOCHUM, IIPM PEIICHUM 3a1a4, 3aJaHHBIX I
CaMOCTOSITEJILHOTO PELIEHHS U BOIIPOCOB,;

- B X0JI€ CEMHHAapa /1aBaTh KOHKPETHbIE, YETKHE OTBETHI 110 CYILIECTBY BOIIPOCOB;

- Ha 3aHATHM JOBOAWTH KaXIyH 3aJady [0 OKOHYATEJIBHOIO pEILEHUs,
JIEMOHCTPUPOBATh NMOHMMAHUE IPOBEJIEHHBIX pAcyeTOB (AHAJIM30B, CUTyaluil), B cllydae
3aTpyIHEHUH oOpalaThes K MpernoiaBaTelio.

CryneHThl, HE OTYMTABIIMECS IO KaXXA0H HE IPOpadOTAHHON MU HA 3aHATUSAX TEME
K Hayajy 3a4e€THOW CECCHUH, YIYCKalOT BO3MOXKHOCTh IOJIYYUTh IOJIOKEHHBbIE Oalibl 3a
paboty B cemecTpe.

Metoauyeckue PpeKOMEHJAIMM 1O  BBINOJHEHUIO  Pa3JM4YHbIX  dopm
CAMOCTOAITEJbHBIX JAOMAaIIHUX 3agaHuii. CamocrostenpHas paboTa — yueOHas, Hay4dHO-
ucclieloBaTeabCcKas paboTa CTyI€HTOB, BBIIIOJIHSEMas BO BHEAYIMTOPHOE BPEMs 110 33JaHUIO
U [0/ PYKOBOJACTBOM mpemnoaasarens. CamocTodTenbHas padoTa MpezrosaraeT yCBOECHHE
TEOPETUYECKOr0 Marepuaja Ha 0a3e U3ydyeHMsT M CUCTeMaTH3alMd MaTepuasoB
NIEPBOMCTOYHUKOB, MOHOrpaduii, ctateil u T1.1. [IpenonaBarens MIaHUPYET COAEpPKAHUE U
00BbEM CaMOCTOATENILHOW Pa0bOThl, KOHTPOJIMPYET PE3yIbTaThl CaAMOCTOSTEIbHONH pabOTHI.
CamocTrosaTenbHass paboTa BKJIIOYAaeT B ce0s BBIIOJIHEHHWE pA3IMYHOIO poja 3aJaHMi,
KOTOpble OpUEHTHPOBaHbl Ha Oojee TJIyOOKOe YCBOEHHE MaTepuala M3ydaeMoiu
JUCHUTUTAHBL. [10 Kakaol Teme ydeOHOHM MUCIMILIMHBI MpeiaracTcs MepeyucHb 3aaaHuii/
BOIIPOCOB ISl CAMOCTOSATENBbHOM padoThI.

B nporecce ocBOeHMSI NUCHUIUIMHBI CTYJEHTHI BBIIOJIHSIOT 3CCe, MPEIyCMOTPEHHOE
y4€OHBIM IIIITAHOM.

JUis TOATOTOBKM K CEMHHApCKUM (IIPAKTHYECKUM) 3aHITUSIM OO0ydaromuMcs
HEOOXOMMO M3y4YUTh MaTepHajbl MO JTUCHMIUIMHE, mpenacTtaBieHHble Ha HOII
OUHYHUBEPCUTETA,  JIUTEpAaTypHble M  WHTEPHET-UCTOYHUKH,  PEKOMEH]IOBaHHbIE
IpenoaaBaTesieM, OTBETUTh Ha BOIIPOCHI H3y4aeMON TEMBI.

BOHpOCLI MJIAA CAMOIMOATOTOBKHA K CEMUHAPCKUM 3aHATUAM

Tema 1. IlonaTuiiHbli anmapar AUCHUIVIMHBL. OCHOBBI  yNpaBJICHUS
HH(POPMANMOHHBIMH PUCKAMH

1. Yem obycrioBieHa HEOOXOIMMOCTh IMEpexojia OT yIpaBieHUs HHPOPMAITMOHHON
0€30MacHOCTHIO K YIPaBICHUIO HHPOPMAITMOHHBIMH PUCKaMU?

2. NaiiTe onpeaeneHre HHPOPMALMOHHOTO PUCKA B Y3KOM U PaCIIMPEHHOM CMBICIIAX.

3. Kak cooTtHocATcs Mexay coOoil MOHATHS «UH(POPMAIMOHHBIN pHUCK» U
«OKOHOMHYECKasi 6€30MaCHOCTb MPEIIPUATHSIN?

4. [IpuBeauTe MPUHLMIIBI YIIPaBIEHUS HHOPMAIIMOHHBIMU PUCKAMH.
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5. Ilepeuncnure 3agauul ynpasieHUs UH()OPMAIIMOHHBIMU PUCKAMHU M PacKpouTe ux
COJIepKaHue.

6. KakoBbI BO3MOXHBIE CTPATEIUH YIPABICHHS HH(POPMAIIMOHHBIMH PHUCKaMu?

7. Packpoiite airoput™ ynpasiaeHHus HHGOPMALlMOHHBIMHU PUCKAMHU.

8. Ormpenenurte MOHATHE «CHUCTEMa YNpPaBICHHUS WH(GOPMALMOHHBIMH PUCKAMU» U
pPacKpoiTe Hay4YHbIE IIPUHLUIIBI €€ IOCTPOCHUS.

9. Ilepeuncnure 3ama4yu, pelIacMble B IPOLECCE CO3JAaHUS CUCTEMBI YIPABICHUS
UH(POPMALMOHHBIMU PUCKaMU

Tema 2. Yrpo3bl mH(POPMAITMOHHON 0€30IIACHOCTH B IKOHOMHUYECKHX CUCTEMAX,
HX HCTOYHUKHU U XaPAKTEPUCTUKA

1. Yrto noHuMaeTcs noj yrpo3aMu 6e30macHocTd nHpopmanun?

2. [TpuBenuTE CUCTEMHYIO KIACCU(PUKAIIUIO YTPO3.

3. [IpuBenute ompeneseHuss SHIOTEHHBIX, 3K30T€HHBIX, AHTPOMNOICHHBIX H
TEXHOTCHHBIX YTP0O3 HHPOPMAITMOHHON 0€30MacHOCTH.

4. [IpuBenure  KIacCU(PUKAUIO TEXHOTCHHBIX yrpo3  HHPOPMAIMOHHOM
0€30MacHOCTH.

5. Uro Takoe yrpo3sl KOHOGUIACHIMATBLHOCTU, IEIOCTHOCTH M JOCTYIHOCTH
uH(popmanuu?

6. [lepeuncnure u oxapakTepU3yuTe CIydailHble YIPO3bI.

1. JlaiiTe 00IIyr0 XapaKTEPUCTUKY MPETHAMEPEHHBIX yIPO3.

8. [TpuBenuTe METOBI TPAIUIIMOHHOTO HIMUOHAXKA U TUBEPCUH.

9. B 4gem cocTouT 0COOEHHOCTH OMpE/SIICHNs HECAaHKIIMOHMPOBAHHOTO JTOCTYIIA
K nHpopManuu?

10. Kakwme ¢usnyeckue MpoOIEcChl JISKAT B OCHOBE TIOSBICHUS TOOOYHBIX
ANIEKTPOMArHUTHBIX U3Ty4YEHUH 1 HaBOAOK?

11.  OxapakrtepusyiTe 0COOEGHHOCTH yrpo3  0e30macHOCTH  HWHpOpMaIHH,
CBSI3aHHBIX C HECAaHKIIMOHUPOBaHHON Moauukanuen ctpyktyp UC.

12. HazoBuTte 0COOCHHOCTH TaKOTO BHJIA YIPO3 KaK BPESIUTEIIbCKIE MPOTPAMMEI.

13.  TloscHuTe Ki1accuUKAIMIO 370YMBIIIICHHUKOB.

14.  Packpoiite nousatue «MHdopmanoHHas BoiiHa» U NPUBEAUTE TPUMEPHI.

Tema 3. IIpaBoBoe W opraHu3anMoHHoe obOecnedyeHne WHGOPMALMOHHOM
0e30I1aCHOCTH B IKOHOMHYECKHX CHCTeMax

1. Ilepeuncnure 3aga4n rocyapcTBa B 00J1acT 0€30MaCHOCTH HHGOPMAIIHH.

2. OcHoBHble TOJ0kKeHUs JIOKTpHHBI MHPOpPMALMOHHOM Oe3omacHocTu Poccuiickoit
denepanuu.

3. OxapakTepu3yiiTe OCHOBHbIE 3aKOHBI P®D, perynupyromue oTHOLIEHHUs B 001acTH
MH(OPMALIMOHHBIX TEXHOJIOTHH.

4. HazoBuTe TroCyJapCTBEHHblE OpraHbl, oOecneuuBaromye O€30MaCHOCTb
MH(OPMALIMOHHBIX TEXHOJIOTHI, U pelIaeMble UMU 3aJ]auu.

5. Jlaiite oOmyr XapakTepUCTHKY OpraHM3allMOHHBIM METOJaM  3allUThI
uHpopmanuu B UC.

6. Ctanzapthl B 00J1aCTH 3aIUTHI M 0€30MaCHOCTH UH(OPMAIIHH.

7. Uto Takoe rocyaapcTBeHHAs, CIIyKeOHas, KoMMepUecKas 1 OaHKOBCKasi TalHbI?

8. Uro Takoe opranuzanuoHHoe obecneuenue b?

9. IlpuBenute XapaKTEpUCTUKY OPTaHU3AIMOHHBIX METOJOB WH(OOPMAITMOHHON
0€30IacCHOCTH.

10. Yto moHMMaeTcs Mol TEPMUHOM «IIOJIUTUKA O€30MaCHOCTHY OpraHU3aIu?

Tema 4. MeToasbl u cpeacTBa odecrniedennsi HHGOPMAIHOHHON 0€30NMACHOCTH
1. [TpuBenuTe HampaBIEHUS 3aIIUTH HHPOPMAIIMH OT CIy4alHBIX yrpo3.
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2. Jaiite 0oOUIyI0 XapaKTepUCTUKY AYOIMpoBaHHI0O MH(POpMaLuH (pe3epBHOMY
KOITUPOBAHUIO).

3. Kakue meroapl nydomupoBanus HHGOPMAIUU CYIIECTBYIOT?

4. B uem 3akimoyaroTcsi METOJbI  COCPEAOTOUYEHHOro  AYyOJIMpOBaHUS?
OIIEpaTUBHOI0? MHOTOYPOBHEBOTO?

5. UeMm oTIIMYaETCA CUHXPOHHAS PEIUIMKAIIUS TPAH3aKIUA OT aCHHXPOHHON?

6. B uem 3akirouaercs npeuMylLiecTBO UCI0Ib30BaHus TexHonoruu RAID?

7. UYto Takoe HaJCKHOCTh U OTKa30yCTOMUYNBOCTH CUCTEMBI?

8. PackpoiiTe cynHOCTh MOAXO0/I0B K CO3aHUIO OTKA30yCTOWYHBBIX CUCTEM.

9. Ha3oBuTe myTy NOBBILIEHNS HAIE)KHOCTU U oTKazoycrorunBoctu KC.

10.  Yto Takoe NOMeX0yCTOHYMBOE KOJUPOBaHHE?

11. Kakue mnpeumyiiecTBa HMMEIOT aJaNTHUBHBIE CUCTEMBI IO CpPAaBHEHUIO C
JIPYTHMH OTKa30yCTOMYMBBIMU CHCTEMaMu?

12.  Tlo xakuM HampaBJCHHUSIM TPOUCXOJUT ONTHUMHU3ALMS B3aUMOJICHCTBUS
yenoseka ¢ KC?

13. Kakum o6pa3zom gocturaercs OJOKHPOBKA OIIMOOYHBIX oOIepanuii B
KOMIIBIOTEPHBIX cUCTEMax?

14.  UYewm mocturaercss MUHUMU3AIHUS yiiepOa OT aBapuil M CTUXUIHBIX OeACTBHIA?

Tema 5. CpeacrBa 3amuTbl M MEXaHWU3Mbl NPOTHUBOACHCTBUSL YTEYKH
uHGopMaNUM N0 TEXHUYECKUM KaHAJIaM

1. IlpuBeaute cocTaB CHUCTEMBI OXpaHbl OOBEKTAa U OXAapaKTEPU3YWTE 3allUTHBIC
CBOMCTBA MHKEHEPHBIX KOHCTPYKIUH.

2. KakoBbl cOCTaB, Ha3HAY€HUWE W MPUHUUI JACHCTBUSA 3JIEMEHTOB OXPaHHOU
curHanu3anuu’?

3. OxapakTepHu3yiTe MoJICUCTEMY JOCTYyIa Ha OOBEKT.

4. TMosicHUTE IPUHITKITBI 3aIIUTHI peYeBOM MH(OPMAIINY B KaHATIaX CBS3H.

5. Yrto Takoe ckpeMOnupoBaHue?

6. llepeunciuTe © OXapakTepuU3yMTe METOJAbl 3alUIUTHl OT MPOCIYLIMBAHUS
AKyCTUYECKHX CUTHAJIOB.

7. OxapakTepusyiiTe cpeactBa OOpbObI ¢ 3aKJIaJAHBIMU  TOACIYIIHBAIOIIUMU
YCTPOMCTBAMMU.

8. IlpuBeauTe MeXaHM3MBI, MCIOJNb3YyEMbIE JUISI 3aLIUTHl OT 3JI0YMBIIUICHHBIX
JIENCTBUI 00CITY>KHUBAIOIIIETO NIEpCOHAIA.

Tema 6. 3amura HHPOPMALMM OT HECAHKIHMOHMPOBAHHOIO /J0CTYNAa U
M3MEHEeHHUsI CTPYKTYP B IKOHOMHYECKHMX CHCTeMAax

1. B ueM 3akiro4aeTcs CyIHOCTh MAaTPUYHOTO (JIMCKPELIMOHHOT0) METO/1a A0CTyna?

2. CpaBHUTE MaTpUYHBIA U MaHIaTHBIM METO/IbI IOCTYIA.

3. Ilepeuncnure OCHOBHBIE CIIOCOOBI HESBHOTO 3a/JaHUSl MaTpHUIbl JIOCTyNa U
0XapaKTEepU3yUTE UX.

4. Kakue 5J1€MEHTBI COACPKHUT CUCTEMA pa3TpaHUUYEHUs JOCTYIIOM M KaK OHHM
B3aMMOJIEHCTBYIOT B IIpOLIECCEe 0OCTYKUBAHUS 3apoca Ha JOCTYI K 00bEKTy?

5. IlpuBeaure ocHOBHBIE BO3MOkHOCTH OS Windows 1o pa3rpaHU4eHHIo 10CTYTIA.

6. KakuMu BO3MOKHOCTSIMH 110 pa3TpaHUYEHUIO JIOCTyMa 00aJatoT mpuiiokeHus MS
Office?

7. HazoBuTe OCHOBHBIE NPHUHLMIIBI pa3pabOTKH aJIrOPUTMOB, MPOrpPaMM U
TEXHUUYECKUX CPEACTB.

8. B ueM 3akir04yaeTcs CyTb COBPEMEHHBIX TEXHOJIOTUI IPOrpaMMUPOBAHUS?

9. laiiTe XapakTepUCTHUKY aBTOMAaTH3UPOBAHHOI CUCTEMbI pa3pabOTKH MPOrpaMMHBIX
CPEICTB.
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10. Kakum oOpa3oM jgocTuraercss 3amuTa OT HECAHKIMOHMPOBAHHOTO W3MEHEHHUS
ctpyktyp KC Ha 3Tamax pa3paboTKu U dKCILTyaTaliu?
11. Kak ocymiecTBisieTcss KOHTPOJIb LEIOCTHOCTH HHPOpMauu?

Tema 7. Kpunrorpagpuueckue MeToabl 3a1MThI HHGOPMaLUH

1. Uto Takoe creranorpadus?

2. Yro Takoe kpunrorpadus?

3. Uto Ha3bIBaETCA KPUITOCUCTEMOM?

4. Yro Takoe KpunToaHaiausz?

5. IlpuBenute Knaccudukaimo METOA0B UG POBAHUS.

6. Ilepeuncnure TpeOOBaHUS, KOTOPHIM JIOJDKHBI OTBEYATh COBPEMEHHBIE METO[IbI
muGpoBaHUsL.

7. IlpuBenute npouenypy UCIOIb30BaHUs OTKPBITOrO KJIK0Ya.

8. IlpuBenuTe anropuT™m 3amudpoBaHus ¢ MOMOIIbI0 TabauIbl Bikenepa.

9. IlpuBeauTe anropuT™ pacmuppoBaHus ¢ TOMOIILIO Ta0IUIEl Brxkenepa.

10. B 4yem 3akirovaercs pa3inure OJIOYHBIX U TOTOYHBIX MTHGPOB?

11. KakoBo HazHaueHUE 3JIEKTPOHHOMN NoaucH?

12. KakoB Mexanu3M (popMUpOBaHUS JICKTPOHHOMN moanucu?

Tema 8. 3amuTa KOMIBIOTEPHBIX CHCTEM OT BUPYCOB M BPEJIOHOCHBIX NIPOIPaMM
. Ilepeuncinre 3Tansl )kU3HEHHOTO LIMKJIA KOMIIBIOTEPHOT'O BUPYCA.

. IlpuBeaute Ki1accupuKao KOMIBIOTEPHBIX BUPYCOB.

. Jlai'Te XapaKTepUCTUKY 3arpy304HbIM BUPYyCAaM.

. JlaiiTe XapakTepUCTUKY BUPYCaM-MyTaHTaM.

. Jlai'Te XapakTepUCTUKY MaKpOKOMAH/IHBIM BUPYCAaM.

. JlaiiTe XapakTepUCTUKY IIPOrpaMMe-BUPYCY.

. Jlai'Te XapaKTEepUCTUKY BUPYCY «TPOSHCKUN KOHBY.

. JlaiiTe XapaKTepUCTUKY BUPYCY «4EPBbY.

9. laiiTe XapakTepUCTUKY aHTUBUPYCHBIM IIpOrpaMMaM.

10. Tlepeuncaute peKOMEHaLUN 110 AaHTUBUPYCHOM 3allUTE.

11. Kakne KOMIIOHEHTHI BXOJSIT B MEKCETEBbIE YKPaHbI?

12. TlepeuncnuTe OCHOBHBIE (PYHKLIMU MeXceTeBOro skpana (firewall).
13. [lepeuncnuTe CUMIITOMBI 3aPAXKEHHS] KOMITBIOTEPA BUPYCOM.

03N LN kW~

Tema 9. 3amura uHdopmanum B ceTAX U pacnpeaeSeHHbIX CHCTeMax

1. KakoBa ponb cuctems! FireWall B opranusanuum 6e3onacHoit paboTel B ceTu
WnTepuer?

2. YeMm cuMMeTpruyHOE MU(PPOBAHUE OTINYAETCS OT HECUMMETPUYHOT0?

3. Kak paboraet anroputm 3amutsl nHGOpMaIuu mo npotokory Kepoepoc?

4. Kakum obpazom obecneunBaetTcs MHGOpMaIMoHHast 6€301acHOCTb MPOLECCOB

(YHKIIMOHUPOBAHUSI CHCTEM JJIEKTPOHHOW TOPIrOBIM U JAMCTAaHUMOHHOIO OaHKOBCKOTO
00CITy’)KUBaHUS KIINEHTOB?

S, Kakue TexXHOJOrMM M CpelIcTBa 3alMThl HHPOpPMAIMM HCIOJIB3YIOTCA B
CUCTEMaX JIEKTPOHHON KOMMepLUu?

IIpumepHbIe TeMbI 10KJIA10B U pedepaToB

1. 3amuTa MHQOpPMAIMK B KaHaJIaX CBSI3U

2. 3ammra ot HCJ/l Kk BHYTpeHHEMY MOHTaXXy, CpeACTBaM KOMMYTAIMH, OT
TIOJIKJTFOYEHUS HEIITATHBIX YCTPOUCTB

3. CpenctBa obecnieueHus: 0ezonacHoi paboThl B riio0anbHoM cetn HTepHeT
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4. AKTHBHBIC U TACCUBHBIE METO/IbI 3aIIUTH KOMITBIOTEPHBIX CUCTEM
5. Otmnums anroputmoB DES u 'OCT 28147-89

METOANMYECKHUE PEKOMEH/JAIIUHA 110 BBIITIOJIHEHHUIO 9CCE

1. Leap BHINOJHEHHUSI ICCE U €r0 CTPYKTYpa

B coorBerctBHM ¢ Yy4eOHBIM IIJJTAHOM B TMPOLECCE M3YyYCHHUS JUCIUILTAHBI
«upopmanonHast 6€30MacHOCTh B 3KOHOMUYECKHX CHCTEMax» CTYACHTHI, 00Oydarouiuecs
no HampasieHuto 38.03.01 «3koHomMukay, npoduabr AHaIU3 W YIpaBICHUE PHUCKAMH
OpraHu3aiuy, KBaaudukanus (CTeneHb) OakaaaBp, BHITOIHIIOT 3CCe.

Llenvlo  dcce  sBIETCS  YIUIYOJIGHHOE  W3yYEHHE  BOMPOCOB,  KaCArOIIUXCS
TEOPETUYECKHX  OCHOB  HH(MOPMAIIMOHHONW  0€30IacHOCTH,  KJIACCU(PUKAIMH  yrpo3
UH(POPMAIIMOHHON 0€30MacHOCTH, CTAaHIAPTOB U COBPEMEHHBIX TEXHOJIOTUH OOECIICYCHHUSI
UH(POPMALIMOHHOM 0€30MacHOCTH B SKOHOMHUYECKUX CUCTEMAX.

CTyIneHT OHKEH M3YYUTh PEKOMEHIYEMYIO YYEOHYIO JIMTepaTypy U O3HAKOMHUTCS C
METOAMYECKIMH PEKOMEH/IAIIUSIMHU 110 BBITIOJTHEHHUIO HCCe.

Jlnist HamMcaHWs 3CCe CTYACHTY PEKOMEHAYETCS MOJ00paTh U M3Y4HTh JIUTEPATYPY,
U3JJAaHHYIO HE paHee MOCIECAHNX TISITH JIET OT T0/1a HAaIMCaHUs 3¢cce. DTO MOTYT OBITh ydeOHBIC
nocoOusi M y4eOHHMKH, PEKOMCHJIOBAHHBIC IO HAIPABJICHUIO MOJIrOTOBKH OaKalaBpoB B
BBICHICH MIKOJIE, @ TAK)KE MOHOTpaduH, CTATbU U3 )KypHAJIOB U JP.

CtpykTypa 3cce cieayromas:

TUTyJIbHBIN JHCT

BBenenue

OcHoBHast 4acTh

3ak/ro4yeHue

Cnmcok MCnoJib30BaHHOM JINTEPATYPbI
Ipuinoxenus

Tumynvusiit aucm SBISETCS NEPBOM CTpaHULEH 3CCe, OJHAKO OH HE HYMEpyeTcs.
OO6pa3zer TUTYIBHOTO JIUCTA 3cce npuBeeH B [Ipunoxenun 1.

B coodeporcanuu neob6xonuMo MpHUBECTH BCE 3aroJIOBKU CTPYKTYPHBIX HacTell 3cce ¢
YKa3aHHWEM CTPaHMII, C KOTOPbIX OHM HaumHarorcs. IlocimenaHee cioBO KakIOro 3arojoBKa
COEJIMHSETCSI OTTOYHMEM C COOTBETCTBYIOIIMM €My HOMEPOM CTpaHMIIbI B MPaBOM CTOJIOIE
COJIEpIKaHUs.

Bo 66edenuu cryneHt nomxkeH 0OOCHOBATh AKTYalbHOCTh PACKPHIBAEMOW TEMBI,
yKa3aThb LeJb, 00BEKT U MPEAMET U3yUECHHUS.

B ocHoBHOIT "yacTu 3cce CTYNEHT JEMOHCTPUPYET CBOE€ YMEHHUE MOAOHUpaTh MaTepHall
10 TEME U3 NIEYATHBIX U 3JIEKTPOHHBIX UCTOYHHUKOB.

3akniouenue NOMKHO COIEpPXKaThb COOCTBEHHBIE 6bl1600bl CTYJIEHTA, IMOJYYECHHBIE B
pe3yibTare NpoBeIeHHON padoThl, U MOXKET COJIEpKaTh MaTepUall O nePCHeKmUBax pa3BUTHs
HCCIIETyEMON TEMBI.

Jlumepamypnvie ucmounuxu — 3T0 Y4€OHUKH U yueOHbIe TOCOOMsI, pEKOMEH/I0BaHHbIE
JUISL CTYJIEHTOB BBICIIMX Y4YEOHBIX 3aBEJICHUM, >KypHalbl, 3JEKTPOHHbIE H3JaHUA U Jp.,
yKa3aHHbIE B CIIMCKE MCIIOJIB30BAaHHOM JHTEpaTyphl, OPOPMIICHHbIE B COOTBETCTBUU C
npaBUjaMu U OTHOcsAmuecs K mocieaauM msatu roxam. (Mckmouenne cocraBisaor ['OCT,
'OCT UCO/MDBK, @3 u ap. HOpMAaTUBHbBIE TOKYMEHTBI. )

B cnucke numepamypel cTyneHT TPUBOIUT JUTEPATypy, UCHOJIB30BaHHYIO UM B
IIPOLIECCE HAIIMCAaHUA 3cce. B CNMCOK JOKHBI BKIIHOYAThCS TOJIBKO TE€ HCTOYHUKH, Ha
KOTOPBIE UMEIOTCS CCHUIKHU.

OO6pa31bl KOPPEKTHOTO OOPMIICHHS TUTEPATypPhl IPUBEICHBI HUXKE:
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1) T'OCTbw1, yuebnuxu, yuebHvle nocodous, memoouyecKkue YKa3auus u m.o.

1. TOCT 17799-2005 (ISO 17799:2005). IlpakTuueckue IpaBWiIa YIpPaBICHUS
nH(pOpMaIMOHHOM 0€301MaCHOCTHIO.

2. Hanprun B.®. 3amura komnbioTepHol uHpopMaruu. IhheKTuBHBIE METOABI H
cpeactea. M.: JIMK Ilpecc, 2016.

4. 3asropoguuii B.M. Yuebnoe mnocobue mno mucummmbae «HpopmanmonHas
6e3omacHOCThY, M.: ®unynusepcutet, 2016.

2). Dnekmponmvie pecypcol

1. T'yxman B.b., Twopuna E.M. OcHoBbl 3amuThl naHHbIX B Microsoft Office
[OnexTponnsblii pecype| / OpuunanbHbIA CAaUT UHTEPHET YHUBEPCUTETa MH()OPMAIIMOHHBIX
(www.intuit.ru). 23.05.2016. URL.: http://www.intuit.ru/department/se/intuml.

2. TpeGoBanus k opopmjieHHIO Icce

Occe odopmisiercs Ha IIK ¢ ucnonb3oBaHueM TeKcTOBOro mporueccopa Microsoft
Word na nucrax ¢popmata A4, opueHTAIMS — KHUKHASL.

Crnenyer ycTaHOBUTH CIEAYIOIIME Pa3Mepbl MOJEH CTpaHULBL: JieBoe Mmojie — 3 cM,
IIPaBO€, BEPXHEE U HUXKHEE — 2 CM.

TpeboBanust k 0OpMIIEHHIO TEKCTA 3cCe!

— OTCTYII IEPBOM cTpoKHU (ab3anHbIi OTCTYI) — 1,25 cM;

— MEXyCTPOYHbII UHTEpBal — 1,5 cTpoky;

— rapautypa mpudra — Times New Roman;

— xernp mpudTa (pazmep) — 14 myHKTOB;

— (popMaTHpPOBaHUE TEKCTA (BBIPABHUBAHUE) — 10 LIUPUHE.

Kaxnyro cTpyKTypHYIO 4acTh 3CCe€ HYXKHO HauMHAaTh ¢ HOBOIO JIUCTa. ToUka B KOHILE
3aroJI0BKa CTPYKTYPHOM 4acTu pabOThI HE CTABUTCHI.

Kaxnas nurara, 3aMMCTBOBaHHbIE LUDPBI, PaKThI JOJKHBI COIIPOBOKIATHCS CCHUIKOM
Ha MCTOYHHUK, ONMMCAHHWE KOTOPOI'0 IMPUBOJUTCS B CHHUCKE MCIIOJIb30BAaHHOM JuTeparypbl. B
CCBUIKE yKa3bIBaeTCsl HOMEP MCTOYHMKA IO CIMCKY U HOMepa cTpaHul, Hanpumep: [7, C.45-
46].

Bce a0G0peBuarypbl W COKpalleHHs CJIOB JOJDKHBI OBITh paciin(poBaHbl B TEKCTE
paboTHI TP IEPBOM YHOTPEOJIECHUU.

Pucynku HeoO6xo1uMo cHa0kaTh MOJPUCYHOUHON MONMUCHIO, HATPUMED:

< Pucynok >

Puc. 3. B3aumocBs3b MeK1y METOAaMH U CPEACTBAMH 3alIMThI HH(pOpManuu

B koHI1e MOIpUCYHOUHON MOJIUCH TOUYKY HE CTaBsT.

Bce cxeMbl W pHUCYHKH WMEIOT OJWHAPHYIO CKBO3HYIO Hymepamuio. Henb3s
pacrioyiaraTb HOJPUCYHOUHYIO MOJAIMUCH U PUCYHOK Ha Pa3HbIX cTpaHHuIax. Ha Bce pucyHku
HEOOXOMMO ClIeNIaTh CCBUIKH B TEKCTE JCCE.

Tabnuunblit Matrepuan (tabmuna) odopmisieTcss cieayromuMm olOpasoM. B mpaBom
BEpPXHEM yIiIy NUIIyT clioBo «Tabmuma» u ee mopsiAKoBbI HOMep B pabote. Tabnuia A0KHA
UMETh TEMaTHUYECKUIl 3arojIoBOK, KOTOPBIM pacmojaratoT Mo IEHTpY 0e3 TOYKHM B KOHIIE,
Harpumep:

Tabauna 3
Tadauuna Buxenepa
< Tabauna >



JlomyckaeTcst HCIIOJIb30BaHUE B TaOymIle Keris mpudTta (pazmepa) — 12 myHKTOB.

Ha mnocnenneit crpaHuie 3cce CTyIeHT 00s3aH TOCTaBUTh JaTy CHadd 3cce Ha
PETUCTPAIIHIO U CBOIO MOJIITHUCH.

Dcce T0DKHO OBITh COPOIIFOPOBAHO T10 JICBOMY Kparo.

OOpa3zer TUTYIIBHOTO JIUCTa dcce TpuBeieH B [Ipunoxkennu 1 nanHOTrO pasnena.

O06mwem acce He Oosee 6 cTpaHMIl, BKITIOYAS TUTYJIBHBIN JINCT U CIIUCOK JINTEPATYPHI.

3. BapuaHThI 3aJaHUS TeMBbI 3CCe

3.1. lleab BbIMOJIHEHHSI 3CCE

N3yuenne METOI0B M CPEACTB KOMIUICKCHOM 3alIUThl HH(GOPMAIIUH B IKOHOMHYECKUX
UH(POPMALMOHHBIX CHCTEMAaX MPEANPHUITUN 1 OpraHU3alui.

3.2. BapuaHTsbl TeM 3cce

Bapuantsel Tem 3cce npuBenensl B Tabnuie 1. Homep BapranTa TeMbl COOTBETCTBYET

IIOPSIIKOBOMY HOMEPY CTYJIEHTA B CIIMCKE KypHaja IPYIIIIbL.

Tabnuna 1. BapuanTtsl Tem 3cce

B:;(;ID;?W Tema 3cce

1 2

1 OCHOBHbIE MOHATHSI U COCTABIIAIOLINE HHPOPMALIMOHHOM 6€3011aCHOCTH

2 OcHoBHble monokeHus:  JlokTpuHbl HHDOpMAIIMOHHON  0€30mMacHOCTH
Poccuiickoit deneparuu

3 Knaccupukanuss  yrpo3 wumHbopmanumonHod OezomacHoctu. Hawmbonee
pacrpocTpaHeHHbIe yrpo3bl HHGOpMaIIMOHHON 6€301aCHOCTH

4 Knaccuukanus KOMIBIOTEPHBIX BUPYCOB M BPETIOHOCHBIX MTPOrpaMM

5 VICTOYHMKM TPOHUKHOBEHHS BHMPYCOB M CPEJICTBA 3allMUThl OT BUPYCOB HU
BPEIOHOCHBIX TPOTPamMM

6 KommiekcHbpI TOAXOM K 3amade 3alluThl OT BHPYCOB M BPEIOHOCHBIX
IpOrpamMM B KOMITbIOTEPHOH cHCTEME

7 3ammTa KOMITBIOTEPHBIX CHCTEM OT DJJIEKTPOMAarHUTHBIX W3IyYeHUH U
HaBOJIOK

8 CuMMeTpuuYHBIe, aCHMMETPUYHBIE M THOPHIHBIE KPUNTOAITOPHUTMBI U WX
MCIOJIb30BAHNE HA COBPEMEHHOM JTare

9 ABTOMaTH3UPOBAHHBIE CUCTEMBI IH(POBAHUS U 00JIACTH UX TPUMEHEHHUS

10 OcCHOBHBIE ~ TOHATHS  MOJUTHKM  HMH(GOPMAIMOHHONH  0€30MacHOCTH
PEIPUATHS

11 OcHOBHbIE NOHATHSI HH(OPMALIMOHHOM 3allIUTHI ceTel

12 CpencrtBa uH(OPMALMOHHOW 3alIUTBl CETeW W 3aluTa IO MPOTOKOIY
Kepbepoc

13 Bupl crangapToB HHGOPMALIMOHHOM 6€301acHOCTH

14 Cranmaptr «OpamxeBas KHUTa» (TIOHSATHE  «JOBEPEHHAs  CHCTEMay;
orpejiesieHue «YpOBHS rapaHTHUPOBAHHOCTWY; MOJUTUKA OE30MaCHOCTH U €€
AJIEMEHTBI)

15 VYronoBueiii komekc Poccuiickoit ®enpeparnuu: mpecTymiieHus B - cdepe
KOMITbIOTEpHON MH(pOpMauu

16 [TpuHIUNIBI TPABOBOTO PEryJIMPOBAaHUS OTHOIIEHHH B cdepe HHDOpMAINH,
MH(OPMALIMOHHBIX TEXHOJOTUH U 3amuTel uH@opMmamuu B D3 «OO6
uHpopManuu, MHOOPMAITMOHHBIX TEXHOJOTHUSX U 3allUTe HH(POPMAIUN»

17 Metoapl 1 cpencTtBa obecriedeHus 6e30macHO paboThl B TIIOOATHHONW CETH
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HNutepner

18 Obecneuenue MH(POPMAIMOHHOMN 0e30macHOCTH MPOIIECCOB
(YHKIIMOHHPOBAHHS CHCTEM DJICKTPOHHON TOPTOBIIU

19 Obecneuenue MH(POPMATMOHHOH 0e30macHOCTH MPOIIECCOB
(YHKIIMOHMPOBAHHS CHCTEM AMCTAHIIMOHHOTO OaHKOBCKOTO OOCITYKUBaHHUS

20 [Ipumenenne  MeronoB  Kpunrorpapuu Uit HAEGHTHQUKAUMKM U
ayTeHTH(UKAIINK yJaJICHHBIX ITPOIIECCOB

21 MesxceTeBoe SKpaHHUPOBAaHME M €ro  HWCHOJb30BAaHWE IS 3aIIUTHI
MHPOPMAIMU B paclpeAeIeHHBIX KOMIIBIOTEPHBIX CHCTEMaX

22 CpencTBa OINEpallMOHHBIX CHCTEM IO 3aIIUTE OT HECAHKIMOHWPOBAHHOTO
JOCTYIIa K TOKYMEHTaM

23 MeToapl KOHTPOJIS IETOCTHOCTH HH(pOpMaIuu

24 3amura or HCJ| x BHYTpEeHHEMY MOHTaxy, CpeICTBaM KOMMYTAlUH, OT
TIOJIKJIFOYEHUS HEIITAaTHBIX YCTPOMCTB

IIpumepbl HHAUBUAYAJIBHBIX 321aHUH

1. Heap BbINOJIHEHUS 32 JaHUSA

1.1. U3yuenune Meronuku mnoymaiaBUTHON 3aMEHbl C HCIOJIb30BAHUEM TAOIULIBI
(matpuisl) Buxenepa.

1.2. IlpuoOpereHre MPaKTUYECKUX HABBIKOB B 3alIU(POBAHMM MCXOJHOIO TEKCTa U
pacmmdpoBanny mHppPTEKCTa (KPUITOTPAMMB).

2. Conep:kaHue U BAPHAHTHI 32 JaHUSA

2.1. W3yueHue MeTOAMKU 3aU(POBAHUS C TOMOILIBI0 TaOIUIBI (MaTPHIIBI)
Bmxenepa. Metoauka 3ammdpoBaHus HCXOJHOTO TEKCTa MPUBEICHA B T1. 3.

2.2. V3yueHue METOOUKH pacIMPpoOBaHUS C TOMOMIbIO TaOMUIBI (MaTPHIIbI)
Bmxenepa. Metoauka pacmudpoBaHus KpUTITOTPAMMBI TIPUBEJICHA B T1. 3.

2.3. Vcnonb3ys Tabnuity Bikenepa, npuBeneHnnyto B [Ipunoxkenun 2, penuth 3a1a4u
3amu(pPOBaHMsI HCXOTHOTO TEKCTa U pacmudpoBanus mudprekcTa. cxoaHbie JaHHBIC IS
pemieHus 3amad npuBeneHbl B Tabnmune 1. Homep BapwaHTa BBINONHEHUS 3a/laHUs
COOTBETCTBYET MOPSAIKOBOMY HOMEPY CTYJIEHTA B CITMCKE JKypHAIa TPYIIIIL.

Tabnuna 1. Bapuantel 3aganus

Kitrou Kirou
Howmep . [Mudprexcr
BapuanTa Ucxonnpiii TEKCT 3amudp (kpunTorpamma) pacuug-
0-BaHHUS pOBaHHUs
1 2 3 4 5)
1 Cucrema samutel | mudp | UBHCHERJIFIOHMY | ummmon
nHpopManuu 3
2 Meton BBICOKOYACTOTHOI'O | KJIIOY YUIOMIBITBIOOMIIX | HOpMa
HaBsI3bIBAaHUSA X
3 CumMMeTpHuuHBbIE u | supyc | AHXKXAB3ITOOK METp
acCUMMETpUYHbIe MU (PBI
4 Hctounuk, daxrop u npuunna | meroxn | [MBIXBPKIIY jasep
pucka
5 WNudopmanronnas our JIR3UINYU ay4
0€3011acHOCTb
6 WudopmanoHHbIH prcK 3HAK KIOXYIOHABH ¢don
7 KonpuneHnmansHOCTh 0JIOK WKUYIIXTYCU3UY®D3 3BYK
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nHpOopMauu

8 Buemninue U BHYTPECHHHE | A3BIK BKTAT'IIIIIMBEB/] enb
YIpO3bI X

9 Kananbl  yTedku  3BYKOBOM | TroOCT BBTCANOYBBETYC cooit
uHbOopMau

10 Wcrounnk wuHpopMauuonHoro | cxema | FKOM®UUHIJIAEE]] LETIb
pHUCcKa X

11 VA3BUMOCTh ~ KOMIIBIOTEPHOM | 1mar VYJIBUI3OPO JIIOK
CHCTEMBbI

12 Cucrema ynpapienns | oyksa | CHIOJIOHT'OBEJIK CeTh
MH(OPMALIMOHHBIMU PUCKAMHU b

13 AHanu3 uHpopMannoHHbIX | 4epBb | BBIBIITMIKA JULO
PHUCKOB

14 Metobl TpazuuuoHHoro | crpoka | POKbEODET®OUIOKI] pyka
IMHOHAXKA U TUBEPCUI T

15 Crnyuaiinbie u npenna- | uucio | SFOBTJIBIOWTIIIUM a3
MEpEHHBIE YTPO3BI

16 HecanknmonupoBannas akpoctu | APITHIYXATYUK J1aH
MoaudUKaIUs  MPOTrpaMMHON X
CTPYKTYpbl HH()OPMAITMOHHON
CHCTEMBI

17 HecankunoHnpoBaHHBIH nyasT | OSALIOUBIII 9X0
JOCTYN K HH(OpMaIUH

18 CrannapTsl ynpasienus |anroput | HHOMbYIOK®PIIIH rpud
cUCTeMaMUd HH(POPMAIIHOHHOMN M
0€30MacHOCTH

19 OpranuzainoHHbIe metoabl |ckpbiTue | CPEXIIXEIOBE peyb
3aIuThl HH(OPMALIUU

20 Hanexnoctsb U | pHUCK BPXIIPYBYPIOBJI pUTM
OTKa30yCTOWYMBOCTh
MH(OPMAIMOHHBIX CUCTEM

21 [TomexoycToitunBoe 3akon | ST TBUMbbOSAT I yX0
KOJMpPOBaHUE HHPOPMAIIH

22 Metoast 6uomeTpuueckoit | yrpoza | BMIOMATIIIMBPP]T | cBox
UJEeHTU(DUKAIIMN YeJIOBEeKa IOKY

23 AGCOJIIOTHO HAICKHBIN UGP KOJ BIYPIIMPAITIOM YPOK

24 JIMCKpEOHHBIi u| cbop | DTPATIISPUKBIO | cpena
MAaHJATHBIN METObI TOCTyNa X

25 Cucrema pasrpanudenus | curnan | U3UXOKIPXDIOMU JIBEPh
J0CcTyna K MHGopMaIuu KO AT

3. MeToaMKa U NpUMepPbI BHINOJIHEHUS! 32 JaHUS

3.1. IIponecc 3aumugposanus NCXOTHOTO TEKCTA COCTOUT B CIEAYIOIIEM:

a) TOJ KaXIbIM CUMBOJIOM IIM(PPYEMOro UCXOJHOTO TEKCTA 3aIHCHIBAIOTCS CHMBOJIBI
KJIF04a, IIOBTOPSIOIINE KIIF0U TpeOyeMoe YUCIIo pas;

6) cumBOJ MHK(PYEMOro TEKCTa OINpeesisseT CTon0el] TabIUIbl, a CHMBOJ KJII04a — ee
CTpOKY. 3amn(poBaHHBIA CUMBOJI HAXOAUTCS Ha TIEPECEUEHUN CTPOKH U CTOJIOIIA.

CxeMaTH4HO JaHHYIO ONEPAII0 MOXKHO MPEICTABUTh CIEAYIOIINM 00pa3oM:

Cumeon wiugppyemozo
mekcma
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Ilpumep 3amugpposanusn ucxoonozo mexcma. C nomoursto kiaoua 3APS coznaiite
kpunrorpamMmy (mmmdprekct) mis ciaosa CUET.

Hcxonuelii TeKCT: CUET
Kimrou: 3APa
Mugprekcr: myxc

3.2. [Ipouecc pacuiugpposanus nipennonaraet BHIIOTHEHHE 0OpaTHON MPOLEAYPHI:
a) HaJl CHMBOJIaMH 3aIIM(POBAHHOTO TEKCTA CBEPXY MOCIIEI0BATEIHHO 3aTUCHIBAIOTCS

CHMBOJIBI KJTFOYa,
0) CHMBOJI KJTFOYA OIMPEICSCT CTPOKY TaOIHIIBI, & CHMBOJI 3alIU(PPOBAHHOTO TEKCTA —
ee cronber. CUMBOJ, HAXOISIIMHCSA B TEPBOW CTPOKE TAOJHIIBI, SBISETCS CUMBOJIOM

pacmmdpoBaHHOTO TEKCTA.
CXxeMaTU4HO JTAaHHYIO ONEPAII0 MOKHO MPEICTABUTD CIICAYIONIMM 00pa3oM:

Cumeon pacuiugpposannozo
mekcma

Sawugposannwiii
CUMB0J1

Cumeon Knroua

A 4

Ilpumep pacwugposanua ucxoonozo mexkcma. C nomompro kmoua YEK
pacmmpyiite KpunTorpamMmy (mubprekcT) UIXYUNA.

Kitrou: YEKUE
MIudprekcr: UIXYNA
M cXoaHbINA TEKCT: CKJIAL
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[Tpunoxxenue 1

O0pasen TUTYJIBLHOTIO JIHCTA 3cCe

denepalibHOE TOCYAAPCTBEHHOE 00pa30BaTEIbHOE OFOIKETHOE
YUPEXKJIEHUE BBICILIETO 00pa30BaHUSA
«®unancoBblil yHuBepcuter npu Ilpasurenscrse Poccuiickoit
Depepaunn»

HoBopoccutickuii ¢umman

Kadenpa «udopmarrka, MaTeMaTuKa U 00IIETyMaHUTAPHBIC HAYKN

ICCE
no aucuuiinie « AagopmanuonHast 6€30aCHOCTb
B JKOHOMHMYECKHUX CHCTEMAaX)

Ha TeMy. <>

HcnomHurens: CTyIeHT
<®amunusa N1.0.>
Hanpasnenue:
[Ipoduns:
['pymma:
Howmep 3aueTHON KHUKKMU:
PykoBoaurens:
<y4. CTCICHb, JOJLDKHOCTD
®amunus 1.0.>

Hosopoccutiick 20
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[Tpunoxxenue 2

Tabdauna Bu:xenepa

ABBT'IEX3UAKIIMHOIIPCTY OXITUIIIHHB M0

abBT OEeX3UUKIIMHONIPCTY QXL ULIIBEIE D105
OBTOEX3UMKIIMHONIPCTY QX LIUMIIBE b 304
A
BT OEX3UVKIJIMHONPCTY QXL UMIIIBEEL D0SA
B
TOeX3UVKIIMHONPCTY QXL UIIIBEE DI0SAB
B
TNEeX3UVKIIMHONIPCTY QXYL 3109ABB
IR
EeX3UNKIIMHONIPCTY QXU UIIIBEIb SI0AABBT
il
KIUVKIIMHONPCTY QX LIUMIIBEE 30SABBI
E
SUMKJIMHONPCTYOXUIUMIBEbS0IABBI IE
X
UMKJIMHONIPCTYOXUUMIBE B 3I0IABBT TEX
3
VKJIMHONPCTYOXUUmibelb3109ABEBI IEX3
n
KJIMHONPCTYOXUudmiselb3109ABEBI IEX3Y
"
HMHoanTy@xuqmm%HbsmHABBPﬂEXBMﬂ
K
MHoanTy@xuqmm3HbamHABBPﬂEXBMﬂK
JI
HoanTy@xuqmm%MbemHABBPﬂEXBMﬂKH
M
OHpCTy@XHHMMBMb9@2ABBPﬂEX3MﬂKHM
H
HpCTy@XHHMMBMb9@9ABBPﬂEX3MﬂKHMH
O
pCTy@xuqmm%HbamHABBPﬂEXSMﬂKHMHO
I1
CTy@Xqum%HbSDHABBPﬂEXBMﬁKﬂMHOH
P
Ty®xuqmm%abQmHABBPHEXBMﬁKﬂMHOHP
C
y@xuqmmﬁmbemﬁABBPﬂEXBMﬂKHMHOHPC
T
@XuqmmﬁmbemHABBPﬂEXBMﬂKHMHOHPCT
N
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X xuqmm3ﬂbSDHABBPﬂEXBMﬁKHMHOHPCTY
d

1 uqmmBHbSmﬂABBPﬂEXBMﬁKHMHOHPCTY®
X

4y qmm%ubSmﬂABBPﬂEXBMﬁKHMHOHPCTY@X

il im%ubgmﬂABBPﬂEXBMﬂKHMHOHPCTY@XH
B

1 II'BEIB D0 ABBTIEX3UVKIIMHOII PCTY®XIIY
il

b ‘BHB DI0AABBTIEX3UVKIIMHOII PCTY®XIIYII

B gbsmHABBPﬂEXBMﬂKHMHOHPCTY@XHHMM
B

b 520IABBIIEX3IUNKIIMHOIIPCTY ®X YD
H

C) 210gABBT IEX3VMKIIMHOIIPCTY ®XIUIIIIHH
b

10 IABBIIEX3IUNKIIMHOIPCTY ®XIIUNIIIHHB
C)

A aABBTIEX3VMKIIMHOIIPCTY®XIIYUILIIBHBLS
10

Ilpumeuanue. 1lludp Bumxkenepa mpeacraBiaseT cob0ol  MHOroandaBUTHYIO
(nonmuandaBuTHY0) cucteMy mudpoBanus. Mpes mmdpa COCTOMT B HCHOJB30BAaHUU B
KauecTBe KIo4ya (KOJOBOE CJIOBO) TEKCTa C€aMoro cooOmieHus (OTKPBITOrO — He
3amu(ppPOBAHHOTO) WJU K€ MU(POBAHHOTO TEKCTa (3aKpHITOTO). s ycuiieHust cTORKOCTH
mudpa, B Ka4eCTBE MEPBOTO CUMBOJIA KITF0Ya BO3MOXKHO B3ATh CIIY4ailHBIM 00pa3oM OyKBY M3
andaButra. B obOmem crnydae Ttabnuia Bmxenepa coctouT u3 andaBuTa, MUKIAYECKH
CABHUHYTOTO Ha OJWH CUMBOII BJIEBO, OJIHAKO BO3MOXKHBI M Jpyrue nepecraHoBku. Ileppas
CTPOKa MOKET IPEJCTABISITh COO0M anhaBuT, CrydaliHBIM 00pa3oM NepeMelIaHHbIH.

OTKpBITHI TEKCT, KOTOPBIA Hamo 3ammdpoBaTh, 3aMHUCHIBAETCS B CTPOKYy 0Oe3
npoOesioB (BO3MOXKHO HCIIOJIb30BaHME IMpo0ena, €clid 3TO MPeayCMOTPEHO Tabiauiein
Buxkenepa). [lanee HeoOXxoaumMo ompeaenuTsh Kiod. BiskeHep mpeanaran B KauecTBe KItoua
UCTIOJIB30BaTh CaM OTKPBITBIN TEKCT, C JJ0OABICHHEM K Hadally KIF0Ya CHMBOJIA, BHIOPAHHOTO
ciIy4ailHbIM oOpa3oMm. OpHako, HE O0O0s3aTENbHO CIIE0BATh YCTAHOBIEHHOMY TIPaBHITY
co3aarens mudpa. B kauecTBe Kitoya BIOJIHE BO3MOKHO HCIIOJIB30BATh U JIIOOYIO JPYTYIO
MOCJIEI0BATEIBHOCTh CUMBOJIOB.

TECTOBBIE 3ATAHUA JJIS1 CAMOIIOATI'OTOBKHA

1. OcHOBHBIE YIPO3bI AOCTYITHOCTH MH(pOpMaLUM:
a) HelpeHaMepEeHHbIE OUTMOKH MOJIb30BaTeNnei

0) 3710HaMEepeHHOE U3MEHEHHNE JaHHbIX

B) XaKepcKas aTaka

I') 0TKa3 MPOrpaMMHOI0 M allapaTHOro o0ecreyeHus
1) pa3pylIeHne WK TIOBPEKACHNE TIOMETIICHHHA

€) mepexBar JaHHBIX.
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2. CyTh KOMIpoMeTanuu HHpopmManum:

a) BHECEHHE MU3MEHEHUI B 0a3y JaHHBIX, B PE3yJbTaTe YEro MOJIb30BaTElNb JIUILIACTCS
J0CTyMa K HH(popMauu

0) HECaHKIIMOHUPOBAHHBIN JOCTYI K IepenaBaeMoil HHGOpMaIuu MO KaHalaM CBSI3U
U YHHUUTOXXCHHS COJICpKAHMS MepeaBaeMbIX COOOIICHU

B) BHECEHUE HECAHKI[MOHUPOBAHHBIX M3MEHEHHI B 0a3y JaHHBIX, B pe3yjbTaTe Yero
NOTpPeOUTENh BBIHY)XJIEH JHO0 OTKa3aThCsi OT He€, MO0 MpennpUHUMATh JOTOIHUTEIbHBIC
YCUJIUS JJis BBISIBJICHUSI U3MEHEHHUM U BOCCTAHOBJICHHS] HICTUHHBIX CBEACHU.

3. UndopmanuoHHasi 0e30MaACHOCTh ABTOMATH3MPOBAHHOH (KOMIBLIOTEPHOI)
CHCTEeMBbI — ITO COCTOSIHME ABTOMATH3HPOBAHHOI CHCTEMbI, IPU KOTOPOM OHa, ...

a) C OZJHOHM CTOPOHBI, CIOCOOHA MMPOTUBOCTOSTH BO3JACHCTBUIO BHEITHMX M BHYTPEHHHUX
MH(OPMALIMOHHBIX YIPO3, a C JPYrod - ee Hamuyue M (YHKIMOHHPOBAHHUE HE CO3JACT
UH(POPMALIMOHHBIX YIPO3 JUIS AJIEMEHTOB CAMOI CHCTEMbI U BHEIIIHEH cpeJibl

0) C OIHON CTOPOHBI, CIOCOOHAa MPOTHUBOCTOSNTH BO3ACHCTBUIO BHEIIHUX H
BHYTPEHHUX HH()OPMAIIMOHHBIX yrpo3, a ¢ APYro — 3aTpaThl Ha €€ (PyHKIMOHUPOBAHHE
HUKe, 4YeM IpeArnoiaraeMplil yiep0 oT yTeuku 3amunaeMon nHpopManuu

B) CIIOCOOHA MPOTUBOCTOATH TOJIBKO WH(OPMAIIMOHHBIM YIPO3aM, KaK BHEITHUM TaK U
BHYTPEHHUM

T') CIOCOOHA MTPOTHUBOCTOSATH TOJIBKO BHEITHUM WH(POPMAIIMOHHBIM YTPO3aM.

4. MeTobl NOBBINIEHUS JOCTOBEPHOCTH BXOAHBIX JAHHBIX:

a) 3aMeHa Ipoliecca BBOJa 3HaYEHMsI IPOLIECCOM BbIOOpa 3HAUEHUS U3 IIpeIaraéMoro
MHO>KECTBa

0) OTKa3 OT UCIOJIL30BAHUS JAHHBIX

B) IIPOBECHHE KOMILJIEKCA PErJIaMEHTHBIX padoT

I') UCIOJb30BAaHUE BMECTO BBOJIA 3HAUEHHUS €r0 CUMTHIBAHUE C MAIIMHOYUTAEMOI'O
HOCHUTEJIS

1) BB€JIEHUE U30BITOUHOCTH B JOKYMEHT IIEPBOMCTOYHUK

€) MHOTOKpaTHBIN BBOJ JAHHBIX M CTMYECHHUE BBEJICHHBIX 3HAUCHU.

5. IlpuHuunuajdbHOe OTJUYHE MekceTeBbIX 3KkpaHoB (M3J) ot cucrem
o0Hapy:xenus atak (COB):

a) MD Obum pa3paboTaHbl 1 aKTUBHOM WM maccuBHOM 3amuTel, a COB — mns
AKTUBHOT'O WJIM MTACCUBHOT'O OOHAPYKEHHS

6) MD Obun pa3paboTaHbl Il aKTUBHOTO WJIM MMacCUBHOTO oOHapykeHus, a COB —
JUIsl aKTUBHOW WJIM NTACCUBHOM 3allUTHI

B) MD pabotaroT ToJbKO Ha ceTeBoM ypoBHe, a COB — emie u Ha pusnyeckom.

6. CepBuchI 6€30NIACHOCTH:

a) NACHTU(PUKALUSA U ayTeHTUPUKALIS

0) mugpoBaHue

B) MHBEpCHUS Mapoen

I') KOHTPOJIb LI€TOCTHOCTH

1) peryJiupoBaHue KOH(IMKTOB

€) PKpaHHUPOBaHUE

k) obecriedeHue 6€30macHOTr0 BOCCTAHOBJICHHS

1) K3ILIMPOBAHKE 3aIHCEH.

7. Ilox yrpo3oil yaajJleHHOI0 AaJAMMHHCTPHPOBAHUS B KOMIIBIOTEPHOH CeTH
NMOHMMAETCS yIpo3a ...

a) HECAaHKLIMOHUPOBAHHOTO YIPaBJIEHUS yIaJIEHHBIM KOMITBIOTEPOM

0) BHEApPEHHsI arpecCMBHOIO IMPOrpaMMHOIO KOJa B paMKaX aKTUBHBIX OOBEKTOB
Web-cTpanuig

B) IIepexBaTa WY IOJMEHBI JaHHBIX HA MTYTAX TPAaHCIOPTUPOBKU

I') IOCTaBKU HEMPUEMIIEMOI'O COJIEPKaHUS.

8. IIpnunHbI BO3HUKHOBEHHS OINMOKH B JAHHBIX:
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a) MOTPEIIHOCTh U3MEPEHUN

0) omrOKa Py 3aMMCH PE3yJIbTATOB U3MEPEHHUI B IPOMEKYTOUHBIN TOKYMEHT

B) HEBEPHAsI MHTEPIIPETAIHS TAHHBIX

T') OIIKUOKY IPU MEPEHOCE TAaHHBIX C MPOMEKYTOYHOTO JOKYMEHTAa B KOMIIBIOTEP

1) UCTIOJIb30BaHUE HEJOMYCTUMBIX METOOB aHAJIN3a TaHHBIX

€) HeyCTpaHUMbIE IPUUUHBI IPUPOJAHOTO XapaKTepa

) IpeHAMEPEHHOE UCKAKEHUE TAaHHBIX

M) OmuOKM Tpu HUISHTU(PHUKAIMA OOBEKTAa WJIM CYOBEKTa XO35AHCTBECHHOU
NeSITeTbHOCTH.

9. K popmam 3ammThl HHPOPMAIIMHA He OTHOCHTCH...

a) aHAJIUTUYECKast

0) nmpaBoBas

B) OpraHM3allMOHHO-TEXHUYECKas

T') cTpaxoBasl.

10. Haub6osee 3ppexTrBHOE CPECTBO IJIA 32IUUTHI OT CeTEBbIX ATAK:

a) UCII0JIb30BAHUE CETEBBIX dKpaHOB win «firewall»

0) UCTIOJIb30BaHNE AHTHBUPYCHBIX IMPOTPAMM

B) TIOCEIICHHE TOJIbKO «HAIEXKHBIX» VIHTEpHET-y3]10B

T') UCIIOJIb30BAaHUE TOJIBKO CEPTUPUIIMPOBAHHBIX MPOTpaMM-0pay3epoB MpH JOCTYIIE K
cetu HTEpHET.

11. Undopmanus, cocTaBIAOIIAS TOCYIAPCTBEHHYIO TaiiHy, He MOKeT HMeTh
rpud...

a) «UIsI CITY’KEOHOTO MOJIb30BAHMS

0) «CEKpETHOY

B) «COBEPILIEHHO CEKPETHO»

') «0CO00# BaXKHOCTH.

12. Pa3aesibl coBpeMeHHOH KpunTorpapuu:

a) CUMMETpUYHbIE KPUIITOCHCTEMbI

0) KpuntocucTteMsl ¢ OTKPBITHIM KITIOYOM

B) Kpunrocucremsl ¢ 1yoaupoBaHueM 3aliuThl

r) CucTeMbl 3JI€KTPOHHON MOANNUCH

1) YrpaBieHre napossiMu

e) YrpaBiieHue nepeaaveii JTaHHbIX

K) YTpaBieHue KI4amH.

13. JlokyMeHT, omnpeleJMBINMIA Ba)kHeiillne cepBUCHI 0€30MACHOCTH H
NpeIJIoKUBIINKA MeTo] KjIacCHPUKANUN UH(OPMALMOHHBIX CHCTEM IO TPeOGOBAHUIM
0e3omacHocTH:

a) pexomenanuu X.800

0) OpanxeBasi KHUTa

B) 3akoH «OO0 wuHpopmanuu, HHOOPMAIMOHHBIX TEXHOJIOTUSAX U O 3alIUTe
uH(pOpMaLIUN».

14. YTeuka nnpopmanuu — 3710 ...

a) HECAaHKIMOHUPOBAHHBIM TIpPOLECC TepeHoca HWH(POpPMAIMM OT HWCTOYHHKA K
3II0YMBIIIJICHHUKY

0) MpoIIeCC PaCKPHITUS CEKPETHON MH(OpMaIun

B) MPOLIECC YHUUYTOXKEHUSI HHPOPMALIUU

I') HEeIpeIHaMepeHHas yTpaTa HOCUTENS HH(OpPMAaLIHH.

15. OcHoBHBIE YTPO3bl KOH(PHAEHINATHHOCTH HH(POPMATIUH:

a) Mackapas

0) KapHaBai

B) TIepeaipecoBKa

T') IepexBaT JaHHbBIX
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1) OJIOKUpPOBAHHE

€) 3710ynoTpeOICHHUS TTOJTHOMOYHSIMHU.

16. D1eMeHTBI 3HAKA OXPAaHbI ABTOPCKOI0 NpaBa:

a) OykBbl C B OKPY)KHOCTH HJIH KPYTJIBIX CKOOKax

0) OykBbI P B OKpY>KHOCTH HITH KPYTJIBIX CKOOKax

B) HAHMEHOBaHHMS (MMEHH) MPAaBOOOIIaaTENs

') HANMEHOBAHUE OXPAHIEMOT0 00BbEKTa

1) TOJ1a TIEPBOT'O BBIITYCKA MPOrPAMMBI.

17. 3ammra wundopmanuu oOecneyuBaeTcsi NPUMEHEHHEM AHTHBHMPYCHBIX
CpeicTB

a) na

0) HeT

B) HE BCer/a.

18. CpencrBa 3a1muuThl 00beKTOB (GaiilyIoBOI CHCTEMbl OCHOBAHBI HA...

a) OTIpeJIeIeHUH TIpaB MOJIb30BaTeNs Ha orepanuu ¢ (ailiaMu 1 KaTajaoraMu

0) 3ajaHuu aTpuOyTOB (DaiiyIOB M KaTaJIOroB, HE3ABUCSIIUX OT IPAaB MOJIb30BATENCH.

19. Bua yrpo3nl [elicTBHS, HANPaBJEHHOT0 HAa HECAHKIMOHMPOBAHHOE
HCIOJIb30BaHNe HHGOPMALMOHHBIX PeCyPCOB, He 0KA3bIBAIOIIEr0 MPU ITOM BJIUSIHUS HA
e¢ yHKUMOHUPOBAHME - ... YTPO3a

a) aKTUBHAs

0) maccuBHasl.

20. IIpexnamepenHas yrpo3a 0e3011aCHOCTH HH(POPMALMU:

a) Kpaxka

0) HaBOJIHCHHE

B) MOBpEXaAeHUE Kalems, Mo KOTOPOMY HAET Nepeaaya, B CBSI3U C IOTOJHBIMU
YCIIOBUSMU

r) ommOKa pa3paboTInKa.

21. KoHuenuusi cucTeMbl 3allUThl OT MHGOPMAIMOHHOIO OPYKHUSI He JO0JIKHA
BKJIIOYATD...

a) cpelicTBa HAHECEHHS] KOHTPATaKH C MOMOIIBI0 HH()OPMALIMOHHOTO OPYKUS

0) MeXaHM3MBI 3alIUTHI TIOJH30BATENCH OT PA3IMYHBIX THUIIOB M YPOBHEH yrpo3 s
HallMOHAJbHON MH()OPMAIIMOHHOW HHPPACTPYKTYPbI

B) MMPU3HAKH, CUTHAJM3UPYIOIIIE O BOSMOKHOM HaraIeHUH

I) OpoOLEaypbl OLEHKH YPOBHS M OCOOEHHOCTEH araku NpPOTUB HALMOHAIBHON
MH(QPACTPYKTYpPHI B LIEJIOM U OTAEIBHBIX MOJIb30BaTENIEH.

22. B coOTBeTCTBHMM ¢ HOPMaMH POCCHICKOI0 3aKOHOJATEJIbCTBA 3aIlUTA
nHpopManuu MpeAcTaBiAsieT o000l MNPUHATHE TPABOBBIX, OPraHU3AUMOHHBLIX M
TeXHHYEeCKMX Mep, HANPaBJEHHBIX Ha ...

a) obecrieueHue 3alUThl UHPOPMAIMM OT HEMPABOMEPHOI'O JIOCTYINa, YHUUYTOXKEHUS,
MOIUGUIMPOBaHUs, OJOKUPOBAHUS, KOMMPOBAHMS, MPEIOCTABIEHUS, PAcIpOCTPaHEHUs, a
TaK)K€ OT MHBIX HEMPABOMEPHBIX AEMCTBUI B OTHOIIEHUH TaKOH MHPOpMAIIU

0) peann3anuio IpaBa Ha JOCTYHI K HH(OpMaIUK

B) coONIOIeHHEe HOPM MEXIYHapOJHOTO TipaBa B cdepe HHGOPMAITMOHHON
0€3011acCHOCTH

T') BBISIBJICHHE HAPYIIUTENEH U IPUBJICUYCHHE UX K OTBETCTBEHHOCTH

1) coOutto/ieHre KOH(PHIEHIIMAIbHOCTH HHPOPMALIMU OTPaHMUEHHOT O I0CTYTIa

€) pa3pabOTKy METOJOB U YCOBEPIICHCTBOBAaHHE CPEICTB WH(GOPMAIIMOHHOMH
0€30IacCHOCTH.

23. KomnbloTepHbIe BUPYCHI - 3TO:

a) BpPEJOHOCHBIE NTPOrPaMMBbl, KOTOPbIE BO3HUKAIOT B CBS3H CO COOSIMHU B anmapaTHbIX
CpeACTBaX KOMIBIOTEpPA
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0) mporpamMMbl, KOTOpbIE MUIIYTCS XaKEepaMu CHEIHMAIbHO JIi HaHeCeHus yuiepoa
nosb3oBaressm 11K

B) IPOTPaMMBl, SIBIISIOLINECS CIEICTBUEM OIIMOOK B ONEPAIIHOHHON CHCTEME

I') BUPYCBI, CXOJHBIE 110 MPUPOJIE C OMOJIOIMUECKUMH BUPYCAMHU.

24. Yto He oTHOCUTCH K 00beKTaM HH(pOPpManMOHHOM Oe3onacHocT PPD?

a) IPUPOJIHBIE U YIHEPIETUUECKUE PECYPChI

0) nHPOPMAITMOHHBIC CUCTEMBI Pa3JIMYHOTO KJIacca M Ha3HAYeHUs, HHPOPMAIMOHHBIE
TE€XHOJIOTHH

B) cucteMa (hOpMHUPOBAHWS OOIIECTBEHHOTO CO3HAHUS

I) T1paBa TpaxaaH, OPUAMYECKMX JIMI W TOCyJapcTBa Ha  IOJy4YEHHE,
pacrpocTpaHeHHe, UCIOJNb30BaHUE M 3aIIUTY HWHQPOPMAMM W  WHTEIUICKTYaJbHOU
COOCTBEHHOCTH.

25. Kakue peiictBus B YrojioBHOM Kojaekce P® kiaccupuuupyrlres Kak
NMpecTyIUIeHUs1 B KOMIIbIOTepHO nHpopMannoHHoii cepe?

a) HEMPABOMEPHBII OCTYI K KOMIBIOTEPHON HH(DOpMAITIH

0) cozaHue, UCIOJIb30BaHUE U PACIPOCTPAHEHUE BPEIOHOCHBIX ITporpamm it O9BM

B) YMBIIIJIEHHOE HapyLIeHHE MpaBuil dKcIutyaTauu OBM u ux cereit

I') BCE NEPEYUCICHHOE BBILIE.

26. IloiuTHKa 0€30MACHOCTH:

a) pukcupyer IpaBuia pa3rpaHUUCHHs JOCTyma

0) oTpaXkaeT MOXO0/ OPraHU3aINH K 3aIUTEe CBOMX HH()OPMAIIIOHHBIX aKTHBOB

B) OIUCBHIBACT CIOCOOBI 3aLUTHI PyKOBO/ICTBA OpPraHU3alUH.

27. Ilpn aHamM3e CTOMMOCTH 3alIMTHBIX Mep cJieAyeT YYUThIBATh:

a) pacxobl Ha 3aKyNKy 000py10BaHUs

0) pacxo/pl Ha 3aKyNKY MPOrpamMm

B) pacxo/ipl Ha 0O0y4YeHHUEe MepcoHana.

28. IIpoToxosnpoBaHue U ayIUT MOTYT HCIIOJIL30BATHCS JIJISA:

a) npeaynpexaeHus Hapymenuii 1b

0) oOHapyXeHUS HApyIICHUI

B) BOCCTaHOBJICHUs pexkuma b

29. lns oGecnevyeHnsi HH(POPMALMOHHON 0€30IIaCHOCTH ceTeBbIX KOHGUrypaumui
cJIeiyeT PyKOBOACTBOBAThCS CIeAYIOIMMHI NPHHIUIIAMH:

a) BbIpa0OTKa U MPOBE/ICHUE B )KM3Hb €IMHOM MOIUTUKH 0€30IaCHOCTH

0) yHuduKaus anmnapaTHO-IMPOrpaMMHBIX MIaTdopm

B) MUHUMH3AIUS YHCIIa UCTIOIb3YEMbIX TPUIIOKEHUH.

30.DxpaHupoOBaHNE MOKET UCIOJIb30BATHCH IJIfA:

a) nmpeaynpexaeHus Hapymenuii b

0) oOHapyXeHHs HapyLIeHHH

B) JIOKAJIM3allMHU TOCIIEICTBUNA HApYIIEHUH.

31. B 4HCJ10 OCHOBHBIX NIPHHIUIIOB APXUTEKTYPHOI 0€30aCHOCTH BXOISAT:

a) cieloBaHuE MPU3HAHHBIM CTaHJapTaM

0) NpUMEHEeHNEe HECTaHIapPTHBIX PEeIIeHUH, He U3BECTHBIX 3J0YMBIIUIEHHUKAM

B) pa3HOOOpa3ue 3alIUTHBIX CPE/ICTB.

32. B 4HCJ10 OCHOBHBIX NIPHHIHUIIOB APXUTEKTYPHOI 0€30IaCHOCTH BXOSAT:

a) YCUJIEHHE CaMOoTo c1aboro 3BeHa

0) ykpereHne Hanoosee BEpOsSTHOTO 00bEKTa aTaku

B) DIIEIIOHUPOBAHHOCTH OOOPOHBI.

33. Puck sBasiercst QyHKIHeH:

a) pa3mMepa BO3MOXKHOTO yIiepoa

0) uncna nons3oBateneit C

B) YCTaBHOT'O KanuTaJla OpraHu3alii.

34. IlepBblii mar B aHaJIn3e yrpos — 310:
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a) UACHTUDHUKAIHS YTPO3

0) ayreHTH(dUKAIUSA YTPO3

B) JUKBHUAALMUS yIPO3.

35. YnpaBJ/ieHue pucKaMu BKJIIOYAET B ce0sl cJieayronue BUAbI eI TeJIbHOCTH:
a) OIpe/ielIeHHe OTBETCTBEHHBIX 32 aHAJIU3 PUCKOB

0) oIleHKa PUCKOB

B) BBIOOD 3((EKTUBHBIX 3aLIUTHBIX CPEICTB.

36. Lindposoii cepTUPUKAT COAEPIKUT:

a) OTKPBITBIN KJIFOY MOJIB30BaTEs

0) CeKpETHBIN KIIFOY MOJIh30BaTEIIs

B) UM [10JIb30BATETIS.

37. Kpunrorpaduss HeoOXoguMa IJf Ppeau3alUM CJAeAYIOIIUX CEPBHUCOB

0€30IaCHOCTH:

a) KOHTPOJIb KOH(UISHIINATLHOCTH

0) KOHTPOJIb LIEJIOCTHOCTH

B) KOHTPOJIb JOCTYIIA.

38. OxkpaH BbIIOJIHSACT PYyHKIMU:

a) pa3rpaHUYCHUs JOCTyIa

0) obsierueHust JoCTyMa

B) YCJIO)KHEHHUSI IOCTYTIA.

39. leMuInTapu30BaHHasI 30HA PacnoJiaraercs:
a) Tepel BHEIIHUM MEKCETEBBIM SKPAaHOM

0) MEeXIY MEKCETEBBIMH dKpaHAMU

B) 32 BHYTPEHHHM MEXKCETEBBIM 3KPaHOM.

40. Kpunrorpaguss HeoOXoauMmMa IS peaju3aluM CJeIYIOIIUX CEPBHCOB

0e30ImMacHOCTH:

OSl:

Kak:

a) ACHTU(PUKAIISL

0) SKpaHHPOBAHUE

B) ayTeHTU(UKAIHS.

41. DxpaHupoBaHNEe HA CETEBOM U TPAHCIIOPTHOM YPOBHSIX MOKeT 00eCIeYHTh:
a) pa3rpaHUYeHHe JOCTYyIa 10 CETEBbIM a/ipecam

0) BBIOOPOYHOE BHINOJIHEHNE KOMaH/1 IPUKIIAJHOTO YPOBHS

B) KOHTPOJIb 00beMa JaHHBIX, TepeJaHHbix o T CP-coennnenmro.

42. TyHHeJMPOBAaHHME MOKET HCIOJb30BATHCS HA CJEAYIOIIEM YPOBHE MOJEJIH

a) CETCBOM

0) ceaHcoBOM

B) YPOBHE MPEIICTABICHHUS.

43. IpuHOMI YCWJIEHHSI CaMOro ¢Jjadoro 3BeHa MOKHO TepedopMyIHpPOBATH

a) MPUHIIAIT PAaBHOIIPOYHOCTH OOOPOHBI
0) mpUHLIMI yajdeHus cnaboro 3BeHa
B) MPUHITUT BBISBICHUS TJIABHOTO 3BEHA, YXBATHBIIHCH 32 KOTOPOE MOYKHO BBHITSIHYTh

BCIO IICTIb.

44. Cpean HMKeNepeYMCICHHBIX BbIICJIUTE IVIABHYI0 NPUYHHY CYILIECTBOBAHUSA

MHOT04YMCJICHHBIX YIP03 HH(POPMALIMOHHOMH 0€30NTaACHOCTH:

a) mpocyeTsl pu aamMuHUcTpupoBanuu NC

6) He0OX0IUMOCTh MOCTOSTHHOM Moaupukanuu UC

B) CII0)KHOCTh coBpeMeHHbIX 1C

45. Jlnia BHeapeHusi 60M0 yale BCero UCIOJIbL3yTCS OIINOKH THIIA:
a) OTCYTCTBUE NIPOBEPOK KOJOB BO3BpaTa

0) nepenonnenue Oydepa

44



B) HapyIlIEHUE LIEJIOCTHOCTH TPAH3AKIIUH.

ITPUMEPHBIE BOIIPOCBHI JJIA IOAI'OTOBKH K 3AYETY

1. CymHocTh MHPOPMALMOHHBIX pUCKOB. [ToHATHE «MH()OPMALTMOHHBIN PUCKY.

2. [Ipsmbie W KocBeHHbIe HH(OpManMOHHBIE pHUCKH. [lpuumna, Qaxkrop u
UCTOYHUK prcka. OCHOBHBIE HAIIPABIEHUSI YIIPaBIE€HUS HH()OPMAIIMOHHBIMU PUCKAMH.

3. Ananu3 nHPOPMALMOHHBIX PUCKOB.

4, [TocTpoenue cuctembl ymnpapieHus HHPopManuoHHbIMUA puckamu (CYUP).
[Tpunumns! nocrpoenuss CYUP.

5. Nudopmanus kak oObekT 3ammuthl. CBolcTBa MHGOPMAIMU KaKk OOBEKTa
3aIUTHI.

6. [Iporpamma u  cTparermu ymnpaBieHUs HHGOPMALMOHHBIMH  PUCKAMHU
OpraHu3aIuHg.

7. Cxema ympaBieHMs HH(MOPMAIMOHHBIMH pHUCKaMM C Y4eToM BblOOpa
CTpaTEeTUH YIPaBJICHUS HHPOPMALMOHHBIMUA PUCKAMHU.

8. [Tonstue «yrpos3sl Oe3zomacHoctu uHpopmanun». Kiaccudukauus yrpos
0e30macHOCTH UH(pOpPMALIUH.

9. BHemnue n BHyTpeHHHE yrpo3sl Oe3zomacHocTd uHpopmanuu. CiydaiiHble U
npeIHaMepeHHbIe yrpo3sl. [IpuBeaure npumMepsl.

10.  Meroabl TpaJULIMOHHOIO MIITHMOHAXa U JuBepcuil. [IpuBenure npumepsl.

11.  CoBpeMeHHBIE CcpeACTBa NPOCIYLIMBAaHUS W TNPUHLUIBI HUX JEHCTBUS.
[TpuBeauTe npuMepsI.

12. CoBpemeHHBIE CpeACTBAa BH3YAJILHOTO HAOMIOACHHUS  (BHICOPA3BENKA).
[TpuBeauTe npuMepsI.

13. [TonsiTHE «HECAHKIMOHHPOBAHHBIA goctyn K wuHpopmammm» (HCIN).
Cucrema pasrpanndenus npocryna k uapopmanuu. Kananst HCU.

14. HecankumonnpoBanHass MoOIUGUKAIUs TEXHHYECKOW ©  MPOTrpaMMHON

CTPYKTYpbl KoMIlbloTepHOM uH(popmarnonHoit cucremsl (KC). HepexnapupoBaHnHble
Bo3MokHOCTH KC. AntnapatHblie ¥ IpOrpaMMHBIE 3aKJIaIKH.

15.  VYrpo3sl 6e30macHOCTH HH(OPMAIMK B PaCIpEeICHHbIX CUCTEMAX.

16.  Knaccudpukamusi  37TOYMBIIIICHHUKOB.  TEeXHOJOTHYECKHE  BO3MOXXHOCTH
3JI0YMBIIIJICHHUKOB IO PEOJIOJICHUIO CUCTEM 3aIUThI HH(OPMAIIHH.

17.  XapakrepucTtuka (QU3NYECKMX KaHAJOB HEraTUBHOro Bo3jaeWcTBus Ha UP.
ITocnencTBust BO3AEHCTBHUS.

18.  IlpaBoBoe perynampoBaHHe B 00JacTH 0€30MacHOCTH WH(POpPMALWH. 3amadu
rocyJaapcTBa B JaHHOH 00JacTu.

19.  OcHoBHble monoxeHUs  JIOKTpuHBI  WH(POPMAIMOHHON  0E30MacHOCTH
Poccuiickoit denepanuu.

20. XapakTepucTUKa OCHOBHBIX 3aKOHOB P®, perynupyrommx OTHOLIEHUS B
obmactu UT.

21.  CranmapThl Kak MEXaHHM3M YIpaBJeHHS HH()OPMAIIMOHHBIMU pUCKaMU. Buabl
ctanaapTosB. [IpuBennTte npumMepsl.

22.  OpraHW3alMoOHHAs CTPYKTypa CHCTeMBI o0ecredeHus WH(OOPMAIMOHHON

6e3omacHoctn Poccuiickoit ®enepanuu. ['ocymapcTBeHHBIE OpraHbl, 00€CIIEUHBAIOIINE
6e3onacHocTh UT 1 pemaemMbie UMU 3a1a9H.

23.  OpraHu3alMOHHBIE METOJABI OOecreueHuss WHPOPMAIMOHHON 0e30MacHOCTH
OpTaHM3aIH U UX XapaKTepucTuka. [IpuBenuTe mpuMepsl.
24.  HampaBneHHs 3alIUTHI OT CIy4alHBIX YITPO3 U UX XapaKTEPUCTHKA.
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25.  IlpuBenute xapakTepucTuky nyOnupoBanusi uHpopmauumu B KC. Metons
nyonmupoBaHusi uWHGOpManuu (OMEpaTUBHBIE W HEONEPATHUBHBIC;, COCPEIOTOUYCHHOE W
paccpeoTOUYeHHOE U JIp.) UX BO3MOXKHOCTH M HEJOCTATKH.

26.  lloHATue pemuKaluu U Pe3epBHOTO KOMUPOBaHUS, UX OTINYMS. TexHOoIorus
RAID.

27. Ilytn mnoBbllIeHUST HaAEeKHOCTH M oTKazoycrounBocTH KC. OcHOBHBIE
MOJIXO/Ibl K CO3JJaHUI0 OTKa30yCTOWYUBBIX CUCTEM.

28.  3ammTa OT OmMOOK: OJIOKMPOBKA OIIMOOYHBIX OIEpalii W HalpaBlICHUS
ONTUMM3ALMU B3auMoieiicTBUS nojib3oBateis ¢ KC.

29.  IlpoTuBoneHCTBHME TEXHOTECHHBIM aBapusM U CTUXUHHBIM OEICTBUSM.
MunumMuzanus ymepoa ot aBapuil 1 CTUXUHHBIX O€ICTBHIA.

30.  Cucrema oxpanbl HHGOPMAIMOHHBIX OOBEKTOB, €€ COCTaB U XapaKTEPUCTHKA
KOMIIOHEHTOB CUCTEMBI.

31.  XapakTepuCTHKa TEXHHYECKHX BO3MOXKHOCTEH COBPEMEHHBIX HHKEHEPHBIX

KOHCTPYKIIUH, CHCTEM CHTHAIHM3AIMHM, CPEICTB HAOMIOJNCHUS, IIOJCUCTEM JIOCTYyNa Ha
OOBEKTHI.

32.  CrpykTypa THIIOBOW CHCTEMBI OXPAaHHOH CHTHAJIW3alMHM W €€ CTPYKTypa.
[TpuHIMn neicTBUS 3JIEMEHTOB OXPaHHOM CUTHAIM3ALNU.

33. CtpyKTypHasi cxema TEJIEBU3MOHHOM CUCTEMbI BHJIEOKOHTPOJIA. Y CTpoHCTBa
00paboTKK U KOMMYTAIIMH BUACOMH(POPMAIUH.

34. Tlomatus «uaeHTHQHUKAIMSI» M «ayTeHTUuKamms». CpencrtBa W METOAbBI
UJACHTUPUKALMY U ayTEeHTUDUKALIMU CYyObEKTOB JIOCTYIIA.

35.  Opranmzanus pabOTHI ¢ TOKyMEHTANUEH Ha IPEANPUATHSIX.

36.  MexaHu3Mbl IPOTUBOJCHCTBUS BEACHUIO BUJCOPA3BEIKH, MIPOCIYIIUBAHUIO B
MOMEILEHUSAX U IIPU UCIIO0JIb30BAHUN KOMMYHUKAIIMOHHOTO 000pYy10BaHUS.

37.  XapakTepucTHMKa METOJOB 3alUThl OT HPOCIYLIMBAHUA aKyCTHYECKHUX
CUTHAJIOB.

38.  CpenctBa 60pbOBI € 3aKIaJHBIMU MOJCIYIIUBAIOIIMMU YCTPOHCTBAMU U MX
XapaKTEPUCTHUKHU.

39. MeTtopl 60pBOBI ¢ HHCAMIEpaMHU.

40. Mopgemn pocrymna. 3ammrTa WHGOPMAIMA B KOMITBIOTEPHBIX CHCTEMax OT
HecaHKIMoHupoBaHHoro aoctyna (HCJI).

41. Cucrema pasrpaHuyeHus J0CcTyna K nHQoOpMaIluu 1 ee CTPYKTypa.

42.  IlpuBenuTe CPaBHUTEIBHYIO XapaKTEPUCTHKY MATPUYHOTO W MAaHJATHOTO
METOJIOB JIOCTYTIA.

43.  Ilepeuncnute OCHOBHBIE CHOCOOBI HESBHOIO 3aJaHMsl MaTPULbl JIOCTyNa MU

0XapaKTEepU3yUTe UX.
44, Cpenctea OC u MS Office mo 3amure 0T HeCaHKIIMOHHUPOBAHHOTO JOCTYIA K
JIOKYMEHTaM.

45.  Pasrpanmyenue nocrtymna K uHGopManuu B 0a3ax JaHHBIX.

46.  MeTozpl M CPECTBA 3ALIUTH OT HECAHKITMOHUPOBAHHOTO H3MEHEHUS CTPYKTYP
KOMITbIOTEPHBIX cucTeM. [IpuBenuTe mpuMepsl.

47. [IpuBenute ocHOBHBIE BO3MOXHOCTH OS Windows 10 pasrpaHHYeHHUIO
JOCTYyIIa.

48.  IlpuBemuTe OCHOBHBIE BO3MOXXHOCTH II0 pa3rpaHUYEHHUIO JOCTyna B
npuioxenusx MS Office.

49.  Metozpl CKpbITH HHPOpMATUU. MeTo bl cTeraHorpadum.

50.  OcHOBHBIE OHATHUS KpUNTOrpaduu.

51.  Knaccuduxamus wmeronoB mudpoBaHus. TpeOoBaHUS K COBPEMEHHBIM
mudpam.

52.  Mertoabl cCHMMETPUYHOTO mIH(poBaHus. biiouHOE W TOTOKOBOE MM pOBAHKE.

53.  Hecummerpuunoe mmdpoBanue. AOGCOTIOTHO HaICKHBIN M.
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4. Knaccudukanust KOMITBIOTEpHBIX BUPYCOB U BPEIOHOCHBIX mporpamm. [Ipusenure
HpUMEpBI.

55. Meronsl u cpeactBa OOprOBI ¢ KOMITBIOTEPHBIMH BHPYCaMH M BPEIOHOCHBIMU
HpOrpaMMaMHU.

56.  Ilpodunakthka 3apakeHUss BUPYCAMH KOMIIBIOTEPHBIX CHCTEM U TOPSIOK
JICMCTBUM MOJIb30BATENIEH B CITydae 3apaskeHUsI.

57.  OcobenHnoctu 3amuThl HHGOpManuu B pacnpeaenaeHubix KC.

58.  OcHOBHbIE MOHATHS HHPOPMALMOHHOW 3amuThl cetu. CpencTBa 3alUTHI
cereit. [Iporokxon Kepbepoc. 3amuTa mo npotokony Kepoepoc.

59.  3ammra uHpOpMaLUU B KaHaiax cBs3u. [IpuBenure npumMepsl.

60.  MexcereBoe 3kpaHupoBaHue. [IpuHIMI NEHCTBUS CXEM 3aIIUTHI C TTOMOIIBIO
OpaHIMayd’poB (MEKCETEBBIE IKPAHBI).

61. Cucremsl TUCTAHIMOHHOTO OAHKOBCKOTO OOCIY>KHUBAHHSI, IPUHIUIIEI U CXeMa

ux (ynkuuonupoBanus. OoOecneyeHne HMHGOOPMALMOHHON O€30MacCHOCTH  IPOLIECCOB
(YHKIIMOHUPOBAHUS CUCTEM JUCTAHIIMOHHOTO OAHKOBCKOTO 00CTY)KMBaHUSI.

62. CucreMbl  3JEKTPOHHOM  TOProBiIM,  TNPHHIUIBI M CXeMa  HX
¢ynkunonupoBanusi.  OOecriedeHne  MH(POPMAIMOHHOM  OE30MAaCHOCTH  MPOLIECCOB
(YHKIIMOHMPOBAHHS CHCTEM 3JICKTPOHHOM TOPTOBIIH.

63.  Meroasl u cpeacTBa odecrieueHus Oe30macHoi paboTsl B cetn MHTEpHET.
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