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1. O01mue mos10KeHud

lIpeonasnauenue npocpammel. llporpaMma BCTYNUTENBHOTO HCIBITAHUS
«Metoapl U cucTeMbl 3auUThl MHGOpMaIK, WHpOpMarMOHHas O€30MaCHOCTHY
npeAHa3HauYeHa Uil JUL, MOCTYNAKIIMX MO NporpaMMe MOATOTOBKM HAYYHBIX U
HAay4YHO-IIEIarOTMYECKUX KaJApoB B acnupantype 1o HampasieHuro 10.06.01
«MadpopmanrionHas 0€30MacCHOCThY», HAay4YHas CHEIUaIbHOCTH 2.3.6. «MeToabl u
CHCTeMa 3alluThl HH(OpMALIUK, HHPOPMAITMOHHAsI O€30MTaCHOCTH)

llenv  u 3a0auu npoepammul. ONPEHCICHUE CTENEHU TOTOBHOCTHU
MOCTYIAIOIIETO K OCBOEHHIO OCHOBHOM 00pa30BaTeIbHON MIPOrpaMMbI aCIIUPAHTYPHI
0 IporpaMMe IMOJATOTOBKH HAYYHO-NIEJArorMYeCKuX KaJpoB B AaCIHUPAHTYpE IO
HamnpaBJICHUIO 10.06.01 «ndopmaninonnass ~ 0e30MacHOCTb»,  Hay4Has
cnenuaibHOCTh  2.3.6.  «MeToapl U cucTemMa  3aluThl  MH(pOpMaIuuy,
MH(pOpMaIMOHHAsA 0€30MacHOCThY. B pamkax oO1eil eau BhIACISIOTCS CIASAYIOUIIe
3a/lauu: OMpPENeNUTh Mpeeibl MOBTOPEHHSI MaTepHalia Mo JUCHUIIINHAM Y4eOHbBIX
KypcoB OakallaBpyata ¥ MarucTpaTypbl, HEOOXOAUMBIC JUIsI  YCIEUIHOTO
MPOXOXKJECHUS BCTYIMUTEIbHBIX UCTIBITAHUMH.

[TocTynarommii B acnvpaHTypy Ha OOyd€HHE IO NpPOrpaMMe MOATOTOBKHU
HAay4YHbIX M HAY4YHO-NIEJAroruyeckux KaapoB 1o HampasieHuto 10.06.01
«MudopmanrionHas 06€30MacCHOCThY, HaydHas CHelHaIbHOCTh 2.3.6. «MeTonbl U
cucTeMa 3anuThl HHOpMaIuu, HHPOpMaIMOHHAs O€30MaCHOCThY JOKEH MMETh
rIIyOOKHE 3HaHUA KaK TEOpPUHU, TaK M MPAKTHUKK B 00JacTH MH(GOPMAIMOHHON
oe3zonacHoctH. Kpome TOro, o0si3aTelbHbIM SIBISETCA 3HAHUE HOPMATUBHBIX H
3aKOHOJATENBHBIX akKTOB Poccuiickon @enepanuu, peryjvupyrOlMx METOAbl U
CUCTEMY 3alIUThI HH()OpMAITUH.

BcerynurenbHbI 5K3aMEH B aCUPAHTYPy MO CHEUUAIBHOM AUCUUIUIMHE I10
Hay4yHOM creuuanbHocTH 2.3.6. «MeTonbpl W cucTteMa 3amMThl MH(pOpManuwy,
nH(popmanmoHHasi O0€30MaCHOCTb» MPOBOAUTCS B KOMOMHUPOBAHHOW (hopme:
KOMITBIOTEPHOE TECTUPOBAHKE M 3aIUTA HUCCIAEAOBATEIBCKOrO MPOEKTA.

TecThl M 3alUTa KUCCIEIOBATEIBCKOTO MPOEKTA SBISIOTCS HEOTHEMIIEMBIMU
Y4acTsIMU BCTYNUTEIHHOTO HCTIbITaHUsA. HesBka Ha m00yI0 YacTh CUMTACTCS HESIBKOU
Ha DK3aMEH.

KoMmbroTepHOE TECTHPOBAHUE COJEPKHUT pa3audHble (OPMBI TECTOBBIX
3aganuii. HMccnegoBarenbCKUM MPOEKT NHUILETCS MO KOHKPETHOM HAYYHOU
JTUCITUIUIMHE W Pa3MENIaeTcss B JIMYHOM KaOWHETE MOCTYMAloIIEro. 3amura

HCCJIEI0OBATENLCKOTO MPOEKTa MIPOXOIUT B OYHOU (hopme.
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I1. Copepskanue nporpaMMbl BCTYIIMTEJIbHOT0 HCTIBITAHUS

Paszpaea I1.1I. KomnbrorepHoe TrectupoBanue

Tema 1. OcHOBHbIC NOHATHS M NPUHUMIBLI TEOPUH HHMOPMALMOHHOI
0e30macHOCTH
1. IlonsTHEe HalMOHAILHOM 0€30IaCHOCTH; BHALI 0€30IMaCHOCTH.

2. UndopmarnmonHas 6€30MacHOCTh B CUCTEME HAI[MOHAJIbLHON 0€30MacHOCTH
Poccuiickon ®@enepanum.

3. Jloktpuna wuHpoOpManMoHHON Oe3onacHocT Poccuiickoit denepanum.
Opranbl TOCYJapCTBEHHON BIIACTH, PErYJIUPYIOIIUE ACSATEIbHOCTh B 00JacTH
obecrieueHrss MHOOPMAITMOHHON O€30TTaCHOCTH.

4. OcHOBHbIE TEpPMHUHBI U OIpenesieHus B oOsactTu WHGOPMAIIMOHHON
0€30MacHOCTH.

5. Mudopmanmonnas 6e3onacHOCTb U 3amuTa nHdopmanuu. [lonsarre yrposbl
6e30macHOCTH UHPOPMAIIUH.

6. OcHOBHBIE aCIEKThI MH(pOpMaIMOHHOM 0€30MacHOCTH:
KOH(UIEHIIUATIEHOCTb, 1IEIOCTHOCTb, TOCTYITHOCTb.

7. Mopgenu orneHkH yuepba oOT peanusanuu  yrpo3 WH(OOPMAIMOHHOM
0€30MacHOCTH.

8. Knaccuduxarnus yrpo3 nHhOpMaIimoHHONW 0€30MaCHOCTH.

9. Buabl unpopmaimu, METObI U CpeaCTBa obecrneueHruss HHPOPMaLMOHHOM
0€301MacHOCTH.

10. CrtocoOsI HapyIIeHUST KOH(MUISHIIMAIBHOCTH, IIEJIOCTHOCTH U JJOCTYITHOCTH
uH(popmanuu.

11. OcHOBBI KOMIIIEKCHOTO OOecrieueHrss HHGOPMAITMOHHON OE30ITaCHOCTH.

12. Metonpl, Moaenu W CTpaTerud obOecrnedyeHuss HHPOPMAIIMOHHOM
0€30MacHOCTH.

13. Kpurepuu u Kiacchl 3alIUIIEHHOCTH CPECTB BBIUUCIUTEIIBHOW TEXHUKH U
ABTOMATH3UPOBAHHBIX WH(POPMAIIMIOHHBIX CUCTEM.

14. Attectamus 00beKTOB MHGOPMATH3AIUU IO TPEOOBAHUAM OE30MACHOCTH

uH(}OpMAIUK: aTTeCTallUsI aBTOMATU3UPOBAHHBIX CHCTEM, CPEJICTB CBS3HU, 00paOOTKH



U repefayd WH(GOpMALMK; aTTeCTalUs IOMEIIEHUH; aTTecTalusl TEeXHHUYECKHUX
CPEACTB, YCTAHOBJIEHHBIX B BBIACICHHBIX TIOMEIICHUSIX.

15. JIunensupoBanue u cepTru(UKAMS B 007IaCTH ATl HHOOPMAITUH.

16. [IpaBoBbIE OCHOBBI 3alTUTHI UHPOPMALIUH.

17. Opranu3aiioOHHbIE OCHOBBI 3aIIUTHI HH(OPMAITUH.

18. OcHOBHBIE BeXH UCTOPUH BO3HUKHOBEHHS U Pa3BUTHS 3aLIUTHI HH()OpMALIUN
KAaK CaMOCTOSITEJIBHOW OTPACIIU YEJIOBEUECKOMN AEATEIbHOCTH.

19. Dtambl QopMHUpPOBAaHUS COBPEMEHHBIX HAyYHO-TPAKTUYECKUX OCHOB
3aIUThl THHOPMALIMH.

20. Obecneuenue nHGHOPMAITMOHHON 0€30MACHOCTH HHGOPMAIIMOHHBIX CUCTEM.

21. CrtpykTypa HNOKYMEHTOB, pa3padaTblBaeMbIX ISl JOKYMEHTHUPOBAHMS
TpeOOBaHMI MONUTUKH O€30aCHOCTH K MHPOPMAIMOHHBIM CUCTEMaM.

22. CoObITHE W MHIMACHT HHPOPMALMOHHON O€30MacCHOCTU. YIpaBICHHUE
MHUUJEHTaMU UH()OPMAIMOHHON O€301TaCHOCTH.

Tema 2. Opranumzanusi IBM u BbIYUCIUTEIbHBIX ceTel

1. Knaccudpukamuss u KpaTkas XapaKTepUCTUKA THUIOB COBPEMEHHOM
KOMITBIOTEPHON TEXHUKHU. APXUTEKTypa U CTPYKTypa COBPEMEHHON KOMIIBIOTEPHOU
TEXHUKH.

2. DOneMeHTHass  0a3a  COBPEMEHHOW  KOMIIBIOTEPHOM  TEXHHUKH.
Muxkpomnpoueccopsl. Ilonstue MukpomnpoueccopHoit cucrteMbl. O0001mIEHHAs
CTPYKTYpa MUKPOIPOLECCOPHON CUCTEMBI.

3. Cucremnas maructpasib. OpraHuzanus W CTPYKTypa MaMsiTU, CHUCTEMBI
IpepbIBaHUS; CUCTEMBI BBOJa-BbIBO/IA; MepuepHiiHbIE YCTPONHCTBA.

4. Knaccudukanus cUCTEM XpaHEHHs JaHHBIX: JIOKAJIbHbBIE JUCKOBBIE
HakonuTend, RAID-maccuBbl, cetu xpaHeHus JaHHbIX (SAN), JI€HTOUYHBIE
OMOIMOTEKHU.

5. Mojaenu ynpaBieHHUs] XpaHEHUEM JaHHBIX. MeXyHapOoJHble CTaHAAPTHI B
o0JacTu XpaHeHUs JaHHBIX.

6. IlporpammHoe oOecrieueHUE COBPEMEHHOM KOMIBIOTEPHON TEXHUKHU.

CucreMHOE U TIpUKIIaIHOE IMporpammHoe odecnieueHue (110).



7. OcHoBHBIE cemeiicTBa omepanuoHHbIX cucteMm: UNIX-momo6ubie (AIX,
Solaris, FreeBSD, Linux, Android, MAC OS X wu mp.), Windows, OS X.
Cnenuanu3upoBaHHbie oniepamoHHbIe cCUCTEMBI. [1O ¢ OTKPBITBIM UCXOTHBIM KOJIOM
u nponpuetapuoe I10.

8. Tunonorus cucremuoro [10: CYB/l, MOHUTOPBI BUPTYyalbHBIX MamuH, 110
cpennero ciost (middleware) u np. Tunonorust npuxnagaoro [10: CRM, CMS, CAD
u Jp.

9. Konuenuusi BUpTyalnu3aiii BEIYUCIUTENbHBIX cpeacTB. [loHaTHE MOHUTOpA
BUPTYaJibHBIX MamuH. O6naunblie cpeqbl. CepBUCHI, TPEIOCTaBIsIeMble 00JaYHBIMU
npoBaiiiepamMu [ nosib3oBaresneil. Unrepdenchl mpuKkiIaaHoro IporpaMMUpPOBAHUS
(API) o65auHbIX CEpPBUCOB ISl pa3padOTUUKOB MpukiaaHoro 110

10. TIlonsitue OTKpbITOM uWHGOPMAIIMOHHONW cucTeMbl. [Ipenmnoceuiku
BO3HUKHOBEHHUS KOHIEMIIUK OTKPBIThIX cucteM. Knaccudukarus naHpopMaimoHHbIX
CUCTEM 110 Ha3HAUYECHHIO U cepe MPUMEHEHHUS.

11. JlokanpHble W [IOOANbHBIE  BBIYUCIUTEIBHBIE  CETH,  THUIIOBBIC
KOH(UTYpaIllK, MapIIpyTU3aIH.

12. OcHOBHBIE POTOKOJIBI 0OMEHA JAHHBIMH B BRIUUCITUTEIBHBIX CETSIX.

13. Cuctemsbl ympaBiaeHUs 0a3aMH JaHHBIX, PESIUOHHAS, MepapXuyecKas |
ceTeBas MOJENH, pacnpeneneHubie b1

14. [lepeBns u rpadsl, ux npeacrasienne B IBM, 06xoas1 rpados.

15. Anroputmsbl Ha Tpadax, BbIJIEICHUE KOMIIOHEHT CBSI3HOCTH.

16. Kparuaiiimue mytu B rpadge, MUHUMaIbHBINA OCTOB rpada.

17. 3amaua cCOpTUPOBKY U OCHOBHBIE aJITOPUTMBI COPTHPOBKHU.

18. Ilouck nHGopMauyu METOIOM XEIIMPOBAHUS.

19. KoHTpOJIbHO-UCTIBITATENIbHBIE U JIOTUKO- aHAIUTHYECKUE METO/Ibl aHAJIN3a
0€30MacHOCTH MPOTPaMM.

20. Metoasl U cpencTBa XxpaHeHUs KitoueBor nHpopmaru B OBM.

21.3amura nporpaMm OT H3YYEHMS, 3alUTa OT U3MEHEHUS, KOHTPOJb
EJTOCTHOCTH.

22. 3amura oT pa3pylarolyx TporpaMMHBIX BO3IEHUCTBUIA.



Tema 3. Kpunrorpagpuveckasi 3amura nHGoOpManun

1. Knaccuueckas kpuntorpadus. [nudpel 3amMeHbl U mK(pEl IEPECTAHOBKH.
udps! nonuanpaBUTHON 3aMEHBI.

2. Omnpenenenne notoyHoro mmugpa. TpeOoBaHUS K CTOMKOCTH MOTOYHOIO
mudpa. KoHcTpykiun IIOTOYHBIX mudpoB.. CHHXpOHHBIE 17}
CAaMOCHUHXPOHHU3UPYIOIIUECS  TOTOYHbIE  MHUQPBHL. ['pynmoBeie  mudps
raMMHupoBaHusi, mM@pel MoxyiapHOoro rammupoBanus. Ilugp Bepnama.
OnHopa3oBbIi OJIOKHOT.

3. I'eHepaTopsl Ciiy4allHBIX U ICEBAOCIYyYalHbIX Yrcesl. OCHOBHBIE IPUHIUIIBI
NOoCTpoeHUsl. PaBHOMEpPHO pacmpelereHHbIE ClydaiHbIe I10CIEI0BATEIbHOCTH,
MICEBJIOCITYYaiiHble MOCIEA0BAaTeIbHOCTU. TpeOoBaHMsS K YOPABISIOLIEH Tramme
reHeparopa MCeBA0CIyYalHbIX YUCEN: INIMHA IEPUO/A, JIMHEWHASI CII0KHOCTD U T.J.

4. KoHCTpykuuu KpunTorpauyeckux TE€HEpaToOpoOB  CIyYalHBIX U
MICEBJIOCITYYallHbIX ~ JBOMYHBIX  TOCIEAOBATENbHOCTEN:  (QUIBTPYIOIIUE U
KOMOMHHPYIOIIME TE€HEpPaTOpbl, CXEMbl C BHEIIHUM YIPABICHUEM, CXEMbl C
CaMOYIIPaBJIEHUEM, T€HEPATOPHI C TOMOJIHUTEIBbHON NaMSThIO.

5. Kpurtepuu oneHku kadectBa kpunrorpapudeckux reneparopon. [locTynarsr
['onom6a, maket craructuueckux tectoB NIST. Kputepuii xu-xkBaapar.

6. CumMmerpuunble OnoyHble MmUQpbI. [IpUHIMIBI TOCTPOECHHS TOJICTAHOBKH
UTEPATUBHOTO CUMMETPUYHOTO 0J104HOTO mudpa. KoHCTpyKIMKM 07109HBIX MIH(PPOB:
g psl, OCHOBaHHbIE Ha cxeme Deiictens, SP-ceTu.

7. PexxuMebl mm@poBaHus: MpoCTas 3aMeHa, CIETJIeHUuE OJI0KOB MM PTEKCTA,
raMMHpOBaHHUE ¢ 0OPaTHOM CBA3BIO MO MHUMPTEKCTY, TAMMUPOBAHHUE C BHYTPEHHEH
00paTHOM CBS3bIO, PEKUM CUETUHKA.

8. CuMMeTpHUYHbIE CXeMbl ayTeHTHU(UKAIIMN COOOIIEHU Ha OCHOBE OJOYHBIX
mHUQpPOB.

9. Kpunrorpadguueckue x3m-(pyHKIMM U UX cBoicTBa. Kpunrorpaduueckue
X31I-(QYHKIIMA B POCCUMCKHUX U MEKIYHAPOIHBIX CTaHJApTaX.

10. CummeTpuyHble CXEMbl ayTEHTU(UKAIMU COOOIIEHH Ha OCHOBE

Kpunrorpaguueckux x3mi-QyHKITri.



11. CumMeTpHuuHBIE CXEMbl ayTEeHTU(PUIUPOBAHHOTO MIH(PpoBaHUs. Pexumbl
ayTeHTU(PUIUPOBAHHOTO IU(POBAHUS B POCCUWCKUX U  MEXIAYHApPOJHBIX
CTaHJapTax.

12. BBIYMCAUTENBHO CJOXKHBIE 3a/1a4d, HCIOJIB3YEMBIE B ACHUMMETPUYHOM
kpunrorpadpuu. ApupMeTudecKre alroOpuTMbI, UCIOJIb3yEeMble B aCUMMETPUYHOM
kpunrorpaduu. ['eHepanys napaMeTpoB U KIFOYEH aCHMMETPUYHBIX KPUIITOCXEM.

13. OtkpeiToe pacnpenenenue kiaouei. [Iporokon Juddu-Xennmana.

14. Onpenenenue cxeMbl OTKPBHITOTO MH(poBanusi. CTOMKOCTb CXeM OTKPBITOTO
mudpoBanus. CpaBHUTENIbHAS OIICHKA CUMMETPUUYHBIX IUPPOB U CXEM OTKPBITOrO
mudpoBaHUs.

15. Omnpenenenne cxeMbl HIEKTPOHHOM mnoanucH. CTOMKOCTh CXEM
ANEKTPOHHOM noanucyu. CpaBHUTENbHAS OLICHKA CHMMETPUYHBIX U ACUMMETPUYHBIX
METOJIOB ayTEHTU(PUKAIIUU COOOIICHUM.

16. [udpsl 3aMeHbI U TEPECTAHOBKHU, UX CBOKWCTBA, KOMITO3HUIIMH MIK(POB.

17. KpuntocTokocTh MM(PPOB, OCHOBHBIE TPeOOBaHUS K MIU(ppaMm.

18. Teopetnueckast CTOMKOCTb IIM(POB, COBEPIICHHBIE U UCATbHBIE ITU(PHI.

19. Meroasl noydeHns CIy4alHbIX OCIEI0BATENBHOCTEN, UX UCIIOJIB30BAHUE
B Kpunrorpaduu.

20. Kpunrorpadguueckue npoTokosl. [IpoTokonsl pacnpeneneHus Kiaoye.

21. ITapoJsibHBIE CUCTEMBI Pa3rPAHUYECHUS JOCTYIIA.

22. CTOMKOCTb CUCTEM C OTKPBITBIMH KIIFOUAMHU.

Tema 4. MeToabl MAaTeMaTHYe€CKOT0 MOJAeJIMPOBAHUS
MeTtoabl pelIeHus: CUCTEM JIMHENHBIX YPABHEHUMU.

MeToabl HHTEPIOSAUY.
MeTobl YMCIIEHHOTO MHTETPUPOBAHUS.

MeToabl YMCIIEHHOTO pelieHus TudpepeHnalbHbIX YpaBHEHUN.

A A e

YuciieHHbIE METO/IBI HAXO0XICHHS SKCTPEMYMOB (DYHKITHIA.

6. DOneMeHThl KOMOWHATOPUKU: TEPECTAaHOBKH, BBIOOPKH, COYCTAHHS W
pa3zmelieHus 0e3 NOBTOPECHHUIA.

7. Couetanusi W  pa3MEIIEHUS C  TOBTOPEHHUSIMH, OMHOMHUAIBHBIC

K03 GUIMEHTHI, UX CBOKCTBA.



8. AunreOpa noruku, GopMyIbl aaredpsl JOTUKU, BHICKa3bIBAHUS U OTIEpaIluH,
nocTpoeHue Gopmyi.

9. Ciy4aiiHble BETMYMHBI, MATEMATUYECKOE 0’KHJIAHUE U JUCTIEPCHS,

10. OcHOBHBIE 3aKOHBI PACTIPEIEIICHUS CIIy4aiiHOW BEJIMYUHBI.

11. llenTpansHas npeneabHas TEOpEMa.

12. llenn Mapkosa.

13. Cucrema maccoBOro o0cityXxuBaHus 0€3 OUepen U C OUEPEbIO.

Tema 5. Meroasl ¥ cpeacTBa TEXHUYECKOM 3alIUTHI HHGOPMAaLMH

1. Crpykrypa, k1accuukanusi U OCHOBHBIE XapAaKTEPUCTUKU TEXHUYECKHUX
KaHaJIOB YyTEUKHU UH(OPMALIUH.
[ToO60YHBIE 3IEKTPOMArHUTHBIE U3TYUYEHHS U HABOJKH.
Knaccudukanus cpeicTB TEXHUYECKON pa3BeKU, UX BOZMOKHOCTH.
KoHuenuust 1 MeTopl HHKEHEPHO-TEXHUYECKOH 3aIUThl UHPOPMALIUU.

MeTtoabl CKpBITHS peueBOi MH(GOPMALIMK B KaHAJIaX CBS3U.

AN O i

Mertoabl OOHapYKEHUS U JTOKATU3alMU 3aKIaJHBIX YCTPOUCTB.

7. Meroapl  TOAABICHUSA  OMACHBIX  CUTHAJIOB  AKYCTORJEKTPUUYECKUX
npeoOpazoBaTenei.

8. Metoapl nogaBiaeHUs MHGOPMATUBHBIX CUTHAJIOB B IEMSAX 3a3€MIICHUS U
AJIEKTPOTTUTAHUSL.

9. Buabl koHTpOJIst 93¢ (HEKTUBHOCTH 3aITUTHI HHDOPMAITUH.

10. Metoapl pacyeTra U UHCTPYMEHTAIBHOTO KOHTPOJISI TTOKA3ATEJIEH 3alUThI
uHbopMaIuu.

11. Yreuka nndopmaruu ot opucHOM anmapaTypshl.

12. YipouieHHass METOAMKA OMPEACIEHUS JaJbHOCTH, HA KOTOPOM BO3MOXKEH
nepexsat [I9MIH.

13. YTeuka wuHbopManuu OT BCIOMOraTelIbHOM anmapatypbl W KaOemnew,
IPOXOAIIUX yepe3 nmomelieHue. [IpuBecTy npumepsl.

14. HecaHKITMOHMPOBAHHBIN CheM HH(POPMAIIMH C TIOMOIIBIO PaIN03aKIA IOK.

15. TexHnueckne XapakTEepUCTUKHU PATU0O3aKIIAIOK.

16. IIpocnymmBanue nHGOPMAITUN OT TACCUBHBIX 3aKJIAJIOK.

17. CTpykTypHas cxema MmojayakTUBHOTO MUKPO(hOHA.
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18. Ilpuemuuku nHGOpPMALIMK C PATUO3AKIAIOK.

19. KoHcnimpallMOHHBIE TPU3HAKHU PAM03aKIIa]I0K.

20. MeTo/1bl TACCUBHOM 3AIMUTHI OT YTEUKH I10 3JIEKTPOMAarHUTHOMY KaHaTy.

21. Texuuyeckue CcpeacTBa, MpeAHa3HAYEHHBIC /I TMOUCKa paboTaromux
paano3aKiIagoK.

22. Ilonck paano3akia oKk HEJIMHEHHBIMU PaAUOJIOKATOPaAMM.

23. HenuHelHbIe paInoIOKaTOPBI C HEMTPEPHIBHBIM PEKUMOM PaOOTHI.

24. HenuHelHbIE paInOIOKATOPBI C UMITYJIbCHBIM PEXUMOM PaOOTBHI.

25. OCHOBBI PaIMOANEKTPOHHOM 60pHOBI (POB).

26. Metoasl nHOOPMAITMOHHOTO MPOTUBOOOPCTBA.

Paszpeu I1.2 UcciienoBareibCKuii MPOEKT
HccenenoBatesbCKuil MPOEKT JOJDKEH COAEPKATh: TUTYJIbHBIN JIUCT; OTJIaBJICHUE,

BBEJICHHE; OCHOBHYIO YacCTh; 3aKJIOUEHHUE; CIIMCOK MCIOJIb30BAaHHBIX MCTOYHUKOB;
MpUIOKEHUS (TIpH HEOOXOAUMOCTH).

TUTYNBHBIN TUCT — NEPBBINA JTUCT UCCIIENOBATEIHCKOTO MPOEKTA, 0POPMIISIETCS
B cooTBeTcTBUU € (opmoil (mpuioxenue Ne 1 k IIporpamme BCTymUTENbHBIX
UCIIBITAHUN ).

HccnenoBaTenbCKUil MPOEKT JOJKEH OTBEYATh CIIEIYIOIIUM TPeOOBaHUSIM:

aBTOPCKasi CAaMOCTOSTENbHOCTb;

MOJIHOTA UCCIIEI0BAHNUS;

BHYTPEHHSIS JIOTHYECKAs CBA3b, OCIEA0BATEIbHOCTD U3JI0KEHMUS;

I'PaMOTHOE M3JI0’KEHUE HA PYCCKOM JIMTEPATYPHOM S3BIKE;

BBICOKMH TEOPETUUECKUN YPOBEHbD.
Tpebosanus k oghopmaeHUIO UCCIe008amMeNbCKO20 NPOeKma

HccnenoBarenbckuii MpoekT oopMIisieTcst Ha JiucTax 0esioro meera ¢popmara
A4 c pazmepamu nonen: cepxy — 20 MM, cHuzy — 20 mm, cnipaBa — 15 mMm, cieBa —
30 mm. Ipudt Times New Roman, kerens (mpudt) —14, yepes nonaropa uutepnaa.

TekcT wuccnenoBaTeNbCKOrO MPOEKTa ClEeAyeT, LBET WIpU(Ta YEpHBIH,
BbIPABHUBAHUE IO IIUPHUHE.

OObeM HcCCIeA0BATENLCKOTO MPOEKTa JOJKEH COCTaBlATh He Ooisiee 35
CTPaHMI] HAMIEYaTaHHOT'O TEKCTA.

3almmra  MCCIEN0BaTENbCKOIO MPOEKTa MPOBOJUTCS 3K3aMEHALIMOHHOMN

KOMHCCHEHN II0 nporpamMmamM IOATOTOBKHW HAYYHBIX W HAYYHO-TICAAIOTHYCCKHUX
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KaJIpoB B aCIMPaHType, [0 HAYYHOW CHEUUaIbHOCTH (J1ajiee — KOMUCCHUS) COIIACHO
YTBEPKACHHOMY PaCIUCAHUIO.

[Tporeaypa 3amuThI KCCIEI0BATENIBCKOTO MTPOEKTa BKIIIOYAET B CEOS:

- IOKJIaJl IOCTYyMaroIIero (IpexycMaTpuBaeTcs He 6ojiee 8 MUHYT Ha JTOKJIan);

- BOIPOCHI YJICHOB KOMHUCCHUH IO HCCIEI0BATEIBCKOMY IMPOEKTY U JAOKIIATY
MoCTymnaromero (opu OTBETaX Ha BONPOCHI MOCTYMAKOIIMA HMEET IPaBo
MOJIb30BATHCS UCCIEA0BATEIHCKUM IIPOEKTOM).

Jlokam 1oJmKeH BKITIOYATh B ce0s: 000CHOBaHNUE U30paHHOMN TEMBI;, OTIMCAHNE
LIEJIN U 3a/1a4 UCCIIEI0BATENBCKOTO MPOEKTa; OOBEKT U MIPEIMET UCCIIEA0BAHUS; KPYT
paccMaTpuBaeMbIX MpOOJIEM UM METOAbl HX PEIICHUs; pe3yslbTaThl aHalIu3a
MPAKTUYECKOT0 MaTepHalla U UX MHTEPIIPETAlNI0; KOHKPETHbIE PEKOMEHAALNHU 110
COBEPILIEHCTBOBAHUIO pa3padaThIBa€MOM TeMbl. B 3aKI0YMTENBHON YacTH JOKIaAa
OTPaXaeTCsl 3HAYMMOCTh MOJIYYEHHBIX PE3YyJbTAaTOB U JAIOTCS OOLIME BBIBOJBI.

ITocne BBICTYIUICHHA aBTOP HMCCIICOOBATCILCKOIO IIPOCKTA OTBCYACT HaA

BOIIPOCHI YWJICHOB KOMHCCHH.

KpnTepnn OLCHMUBAHUS HCCJIEI0BATEC/IILCKOI'O IIPOCKTA

Kpurepun

CopeprkaHne UCCIIET0BATENECKOTO
MIPOEKTA

3ammuTa HCCIIe0BaTEIHLCKOTO IIPpOCKTa

Hroro

bamner

1o 20:
- AKTyaJbHOCTb TEMBI JJI51 TEOPUH U
MIPAKTHKH (710 2);
- OTpayKEHHE CTETIeHH Pa3paboTaHHOCTH
TeMsblI (110 3);
- JOTMYHOCTb W3JI0KEHHUS] OCHOBHBIX
BOIPOCOB (10 2);
- HAJIMYHE IMCKYCCUOHHBIX BOIIPOCOB
(0 4);
- HAIMYKE apryMEHTUPOBAHHON TOYKH
3peHus aBropa (10 5);
- TIOJTHOTA PaCKPBITHS TeMBI (10 4)

1o 30:

- OPUTHHAILHOCTh U HAy4YHAsI
000CHOBAaHHOCTE ITOCTAHOBKHU
POOJIEMBI U TUIIOTE3bI
MPE/IoIaraeMoi TeMbl UCCIICTOBAHUS
(mo 11);

- 3HAHUE aKTyaJbHBIX HAyUHBIX
KOHIIETIIH 110 TeMaTHKe
nccaeaoBanus (110 7);

- yMeHHe Mpo¢ecCHOHANTEHO TPAMOTHO
1 000CHOBAHO PACKPHITh aBTOPCKYIO
HAYYHYIO MTO3HUIIHIO U MPEIIOKEHUS 11O
TeMe ucciaenoBanus (10 12)

50

Komuccus IIpru  OHNPCACICHNH PE3yJjibTaTa 3alllUTbl HCCIICA0OBATCIBLCKOTO

IIPOCKTa IIPUHHUMACT BO BHUMAHHC!

AKTYAJIbHOCTDb TCMBbI IJIsI TCOPUH U TTPAKTHUKH,

OTPAKCHUC CTCIICHU p8.3pa60TaHHOCTI/I TCMBI,

JIOTHMYHOCTDB M3JIOKCHHUSI OCHOBHBLIX BOITPOCOB,
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HaJIM4yue JUCKYCCHOHHBIX BOIIPOCOB;

HaJIMyue apryMEHTUPOBAHHOM TOYKH 3PEHHS aBTOPA;

ITOJTHOTA PACKPBITHS TEMBI.

Ha ocHOBaHMM 3TOT0 KOMHCCHS BBICTABIISET OB

HccnenoBaTesbCKUN MPOEKT BBIMOJIHACTCSA HA PYCCKOM SA3BIKE.
HccnenoBaTenbCkuii MPOEKT TOJDKEH OBITH BBIMOJHEH MO TEMAaTUKE MPOQuUIIs

HayYHOU CIEIUATBLHOCTH C YKa3aHuEeM Ka(eaphl.

II1. YuyeOHO-MeTOAMUECKOE O0ecIeueHne

HopmaTuBHbIE IPABOBbIE AKThI':

1. ®Penepanbhblil 3akoH oT 27 urona 2006 r. N 149-03 "O0 undopmanuu,
MH()OPMAIMOHHBIX TEXHOJOTUSAX M O 3amuTe uHpopmanuu" (C U3MEHEHHUSIMHU U
JOTIOJIHEHUSIMH ).

2. ®epepanbHblil 3akoH oT 26 utonsa 2017 r. N 187-®03 "O 6e3omacHoCTH
KpuTH4ecKkoi nHbopmaroHHon uHdpacTpykrypsl Poccuiickoii ®deneparmn’.

3. Vka3 Ilpesunenra Poccuiickoit @enepanuu ot 01.05.2022 Ne 250 «O
JOTIOJIHUTENIBHBIX Mepax Mo obOecredeHuto HHGOPMAlMOHHOW 0e30MacHOCTH
Poccurickon ®enepanum»

4. Vxa3 llpesunenta PO or 22.12.2017 Ne 620 «O coBepmieHCTBOBaHUU
roCyJapCTBEHHOM CHCTEMbl OOHApyKEHHs, NPEAyNpeKICHUS W JIMKBUJALUU
MOCJICJICTBUNA KOMIIBIOTEPHBIX aTak Ha WH(OpmaimoHHbIe pecypcbl Poccuiickoii
denepanum»

5. Vka3 Ilpesunenta Poccuiickoit ®@eneparuu ot 09.05.2017 Ne 203 "O
Crpaterun pazutus uHpopmaimonHoro oduiectsa B Poccuiickoii denepanuu Ha
2017 - 2030 roaer"

6. IlocranoBnenue IlpaButensctBa Poccuiickoit ®enepaunn ot 08.02.2018
Ne 127 “O06 yrtBepxaenun IlpaBun kareropupoBaHus OOBEKTOB KPUTHUECKOM
uHpopmarmonHoir uHdpacTpykTypsl Poccuiickoit denepainu, a Takke MEPEUHS
MoKazaTesiel KPUTEPUEB 3HAYUMOCTH OOBEKTOB KPUTHUECKOW HH(POPMAIMOHHOM

uHpacTpyktypsl Poccuiickoit ®eneparyn’

') Bce HopMaTHBHBIE IPABOBbIE AKThI ¢ U3MEHEHUSAMH U JONOJHEHUAMHU B PeIaKIUM Ha JeHb
oOpariieHusi B *HGOPMAIIMOHHO-CIPABOYHYIO IIPABOBYIO CUCTEMY.
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7. IlocranoBnenue IlpaButennctBa P® ot 17.02.2018 Ne 162 «O6
yTBepkJieHnu [IpaBuil ocyliecTBiIeHHs] TOCYAApPCTBEHHOIO KOHTPOJS B 00JacTH
oOecrnieueHrs 0€30MacHOCTH 3HAUYMMBIX OOBEKTOB KPUTHYECKOW HMHPOPMAIIMOHHOM
uHppacTpyktypsl Poccutickoit deneparium»

8. Ilpuxaz ®Cb Poccun ot 24.07.2018 Ne 367 «O06 yrBepxkaenuu [lepeuns
uH(pOpMallMK, TPEICTAaBISIEMOM B TOCYJapCTBEHHYIO CHCTEMY OOHapy>KeHus,
OpEeynpekIeHus ¢ JUKBUAAMHU TIOCIHEJACTBUNH KOMIIBIOTEPHBIX aTaKk Ha
uHpopManmoHHbie pecypcbl Poccuiickoii @enepanuu u I[lopsanka mpeacraBieHus
uHopMaIm

9. Ipuka3z ®CTIK Poccuu ot 24 mapta 2022 r. N 240/22/1549 «O mepax no
MOBBIIIEHUIO 3aIUIIEHHOCTH UHPOPMAITMOHHON HH(PPACTPYKTYPHI

10. ITpukaz ®CTIK Poccun ot 21.12.2017 Ne 235 «OO6 yTBepKIecHUU
TpeboBaHuil K CO3JaHUIO CUCTEM 0€30MaCHOCTH 3HAYMMBbIX 00OBEKTOB KPUTHUECKOMN
nH(popmanmoHHo uHppacTpykTypsl Poccuiickoit denepanu 1 00eCEYEHUI0 UX
(bYHKIIMOHUPOBAHUSI

OcHoBHasi iMTEpaTypa:

1. BaykoB, A. A. 3amura nundopmanuu: yuebHoe nmocodue A By30B / A. A.
BuykoB. — 3-e uzn., nepepab. u qon. — Mocksa: UznatensctBo FOpaiit, 2022.

2. I'a3u3oB, A. P. Texuuueckas 3anmra nadopmanuu: yueOHoe nocoodue / A. P.
I'asuzos, 1. B. ®arxu. — PoctoB-Ha-/lony: JAI'TY, 2022.

3. Kozpmunbix C.M. OO6ecrieueHre KOMIUIEKCHOM 3alllUThl OOBEKTOB
uHpopmaTuzanuu. Yuebnoe nocodue. M.: KOHUTU-JAHA: 3akon u mpaso, 2019.

4. KpoutoB I'.O., Hukutuna B.JI. [lonsaruiineiii anmapat wHGOpMAIIMOHHON
0e30nmacHOCTH (PMHAHCOBO-PKOHOMHYECKUX CUCTEM. DHUMKIONEIUYECKUN CIOBAPS -
M.: ®unaHcoBbI yHUBepcuTeT, 2016.

5. Paro3um, 0. H. InxxeHepHO-TexHUYecKas 3a1uTa UHPOpMaIuu Ha 00bEKTax
uHpopmatuzaiuu: ydebHoe nocobue / Parozun lO. H. - Cankr-nerepOypr: ML
Nurepmenus, 2019.

6. Ckpunnuk, [[. A. OOuue BOMpoChl TEXHUYECKOW 3alIUThl MH(GOPMALIUU:
yaeOnoe nocodue / [I. A. Ckpunank. — 3-e u3a. — Mocksa, CaparoB: uTepHeT-
VYuuepcuter Madopmarnmonusix Texnonorut (MHTYUT), Ait [Tu Ap Meaua, 2020.
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7. ®omuués, B.M. Kpuntorpaduueckne MeTopl 3aMThl HHQOpPMALIUU B 2 4.
Yacts MaTtemaTrueckue acieKThl: y4eOHUK JIJ1s akajJeMruyeckoro 6akanaBpuara / B.
M. ®omuués, [. A. MenpuukoB; nox pea. B, M. ®omuuéra. —M.: FOpaiit, 2017.

8. Xopes, II. b. IlporpamMmmHo-anmaparHas 3amuTa wHGOpMAIUU: ydeOHOe
nocooue / I1. b. Xopes. - 3-¢ uza., ucnp. u goi. - Mocka: MTH®PA-M, 2020.

9. aperopoxanes A.B. Texunueckas 3amura nHGoOpManuu: yaeOHOe mocooue.
— M.: ®uHaHCOBBIN yHUBEpPCUTET, 2013.

JlonoiHUTEILHAA JIUTEPaTypa:

1. AxryanbHble TIpoOieMbl WH(MOPMAIIMOHHOTO TpaBa. YYEOHUK IJisi BY30B.
OI'oC 3+. B.U. Asamiickuii, I'.O. KpsutioB u ap.; nox pea. N.JI. bauuno, M.A.
Jlanmnon, M.: U3narensctBo KnoPyc, 2019.

2. bekerHoBa FO.M. Mogenn U MeTOABl PELICHUS AHAJTUTUYECKUX 3a/1ad
¢uHaHcoBoro monutopunra: monorpadpus/ FO.M. bekernosa, I'.O. Kpsuios, C.JI.
Jlapnonosa. - Mocksa: [Ipomerent, 2018.

3. BaykoB A. A. 3amuta undopmaruu: Yuebnoe nocodue - M.: U3narenscTBo
Opaiir, 2017.

4. Nmetinos, B. S. Uudopmanmonnas 6€30macHOCTh U 3amuTa WHGOpMaIUu:
TEOpHUsl M TpakTuka: ydebHoe mocodme / B. f. WUmeiinoB. — Mocksa; bepmuH:
Hupexr-Menuma, 2020.

5. Karopun 10.®., PazymoBckuii A.B., CnuBak A.WM. 3ammra undopmammu
TEXHUYECKUMHU cpeficTBaMu. YueOHoe nocodue - Cankr-IletepOypr: HUY UTMO,
2012.

6. Kpakoeckuii FO.M., 3amura uHdbopmanuu: ydeOHoe mocodbue / FHO.M.
Kpakosckuii - PoctoB H//1: ®enukc, 2016.

7. Jlymuauna O.P. OcHoBBI ceTeBoe 0€30MacHOCTH: KpHHTOrpaduuecKue
aJITOPUTMBI u MPOTOKOJIBI B3aUMO/ICHCTBUSI. HNutepHeT-yHUBEpCUTET
uHpopmarmonubix Texnonoruit - UHTYUT.py, 2020.

8. MenbaukoB, J[.A. Mudbopmarmonnas 0e30MacHOCTh OTKPBITHIX CHUCTEM:
yueOHuk / [[.A. MenbHUKOB. - 3-¢ u3j., crep. - Mocksa: ®JIMHTA, 2019.

9. Kozpmuapix C.M. OpraHuzailioHHOE U TPaBOBOE OOECIeUYeHHE
nHpOopMaIMOHHON Oe3omacHocTH. YdeOHoe mocobme. T6., IOHUTHU-JIAHA
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Cnpasennusas ['py3us, 2020.

10. [Ianerun B.®. UadopmarmonHas 0e30MacHOCTh U 3aluTa HHGOPMAIIUU:
yaeOHoe ocobue - Capartos: [Ipodobpazosanue, 2017.

HNuTepHeT-pecypcehbl

Caiit LlentpansHoro 6anka Poccuiickoit deaeparuu: www.cbr.ru;

Caiit ®@enepanbHON CIIyk OBl MO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO:

www.fstec.ru;

Caiir @enepanbHOr0 areHTCTBa MO TEXHUYECKOMY pEryJUPOBAHUIO H

MCTPOJIOTHUHU: WWW.gost.ru.

OnexktpoHHas bubnuorexa GuHaHcoBoro ynusepcurera (Ob) http://elib.fa.ru/

(http://library.fa.ru/files/elibfa.pdf)

OnextpoHHO-0nOmMoTeyHas cuctema BOOK.RU http://www.book.ru

DNeKTpOHHO-OMOIMOTEYHAasT  cUCTeMa  «YHHUBEpCUTeTCKass  OuOimoreka

OHJIAVMH» http://biblioclub.ru/

DIIeKTPOHHO-0MOIMoTeYHas cucTeMa Znanium http://www.znanium.com

Hayunas snekrponnas 6ubnuoteka eLibrary.ru http://elibrary.ru

JuekTpoHHbIe pecypcsl BUK:

e DjekTpoHHas oubnmorexka GuHancoBoro ynusepcurera (9b) http://elib.fa.ru/

e DnekTpoHHO-OnOmoTreyHas cuctema BOOK.RU http://www.book.ru

® DJIEeKTPOHHO-OMONMMOTEYHAasT cuUcTeMa «YHHBEPCUTETCKas  OuOIMOTEKa
OHJIAMH» http://biblioclub.ru/

e DJIEKTPOHHO-OMOIMOTEeYHas cuctema Znanium http://www.znanium.com

e DIICKTPOHHO-OMOIMOTEUHAS cucTtema M37aTebCTBA «IOPAUT»
https://urait.ru/

e DJIEKTPOHHO-OMOIHOTEYHAs cucrema M3/1aTeNbCTBA [Tpocnekt
http://ebs.prospekt.org/books

o Jlenosas onnaitH-Oubnmoreka Alpina Digital http://lib.alpinadigital.ru/

e DyiekTpoHHass  Oubimmoreka  Mzmarenbckoro  aoma  «I'peOEHHUKOBY
https://grebennikon.ru/

e Hayunas snextponHas 6ubauoreka eLibrary.ru http://elibrary.ru
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IV. IlpuMepsl TECTOBBIX 3aJaHUI

TecToBoe 3aganue 1.
IIpeameTroM HW 00bEKTOM 3alMTHBI B ABTOMATU3MPOBAHHBIX CHCTEMAaX
SIBJISTIOTCSI:
a) IpeIMeTOM  3aluThl  WH(OpManuu  sABIAETCS — WHGOPMAIMOHHO
TEJICKOMMYHUKAIIMOHHAs c€Th. OOBEKTOM 3aIUTHI ABJISETCS HHPOPMAIIHS;
b) mpemMeToM 3amuThI ABsETCS HHGOPMAIUS, XpaHsImascs, oopadaTeiBaeMas 1
nepenaBaemMass B HMH(POPMAIMOHHBIX cUcTeMax. OOBEKTOM 3alUTHl  SIBISETCS
ABTOMATH3WPOBAHHAS CUCTEMA;

C) npeaMETOM 3allUThbl I/IH(I)OpMaHI/II/I SABJICTCA aBTOMATHU3WMPOBAHHAA CHUCTCMA.

OOBEKTOM 3aIIUTHI ABIISETCS HHPOPMAIIHSL.

TecToBoe 3ananue 2.

IHox cucremoi 3amMTHl UHGPOPMALMH B ABTOMATH3HPOBAHHBIX CHCTEMax
MOHUMAECTCH:

a) IPUMEHEHUE MPOTPAMMHO-AMIAPATHRIX CPEACTB, 00ECIICUMBAIOIINX 3aIIUTY
MH(OPMAIMOHHBIX CUCTEM;

b) peanuszanus NoJ0KEHUM MOJTUTUKU OE30IACHOCTUA OpTraHU3ALINY;

C) €AUHBIA KOMIUIEKC IMPABOBbIX HOPM, OPraHU3AllMOHHBIX MEp, TEXHUYECKHX,
MPOTPAMMHBIX U KpUNTOTrpadUUIECKUX CPEJCTB, 00ECIEeYMBAIOIMINUN 3allUIEHHOCTD

uHpopmaruu B IC B COOTBETCTBUY C MPUHATON MOJUTUKONU OE30MTaCHOCTH.

TecToBoe 3aaanue 3.

Yrposa 6e3onacHocTy HHGOPpMALMUA — ITO:

a) CUCTEMaTHUYECKUE HOMBITKH HECAaHKIIMOHUPOBAHHOTO 3aBJIaJICHUS
uH(popMaIue;
b) neiicTBus, HaIpaBJICHHBIC Ha MOJTyYCHHE HEaBTOPHU30BAHHBIMHU

MOJI30BATENSIMU JIOCTYTA K HHPOPMALIUK;
C) NOTEHIIMAILHO BO3MOKHOE COOBITHE, MPOLECC WIN SIBICHUE, KOTOPhIE MOTYT

MPUBECTH K YHUYTOXKEHHUIO, yTpare LEJOCTHOCTH, KOH(PUACHIMAIBHOCTH WM

JOCTYITHOCTH UH(OpMaIUK.
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TecToBoe 3ax1anue 4.

IlepeuncianTe KJIacchbl MOTEHIHAJBLHBIX YIPo3 0e30nMacHOCTH HHpoOpMaNuu B
AaBTOMATH3MPOBAHHBIX CHCTEMAX:

a) CJlyJaliHble, IPeTHAMEPEHHBIC;

b)00BbEKTUBHBIE, CYOBCKTUBHEIE;

C) OCYIIECTBISIEMbIC TEXHUICCKUMHU CPEJICTBAMH, OCYIIECTBIIIEMbIC

IIPOrPaMMHBIMU CPEICTBAMH.

TecToBoe 3ananue S.

Bbi0epuTe Bee cOOBITHS, KOTOPbIE OTHOCATCS K CJIy4ailHBIM yrpo3am:
a) cTUXUHbIE OCJICTBUS U aBAPUHU;

b) HECAaHKIIMOHUPOBAHHBIN JOCTYI K UH(POpMAIUH;

C) omMOKH TOJIH30BATEIICH;

d) mporpaMMHBbIe OIIUOKY;

€) BUPYCHBIE POTPAMMBI;

f) OJICKTPOMAIrdUTHLIC U3JIYYCHUS U HABOAKHU

TecToBOe 3a1aHUeE 6.

IIpouenypa, npoBepsiomas, UMeeT JU MOJb30BaTelb ¢ NpPeAbBIEHHBIM
HIeHTH(PUKATOPOM MPABO HA TOCTYN K pecypcy, 3To:

a) UaeHTUUKAIINS;

b) ayrenTnduKanys;

C) perucrpaunus;

d) aBTopu3anus

TecroBoe 3ananue 7.

Joctyn k uH(pOpMaLMU, HAPYIIAIIUN PABUJIA PAa3rPAHUYCHUA JOCTYyIA
C HCIOJb30BAHHMEM IUTATHBIX CPEACTB BBIYHCIMTEIbHON TEXHUKH WJIH
aBTOMAaTH3MPOBAHHBIX CHCTEM, 3TO:

a) HEeCaHKLIMOHUPOBAHHBIN TOCTYI K HHGOpMAIH;

b) HeCaHKIIMOHUPOBaHHAs MOIU(PUKALIUS IPOTPAMMHBIX CTPYKTYP CUCTEMBIL;

) c0oif cucTeMBbl pa3rpaHUYEHUs TOCTYIIA.
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TecToBoe 3ax1anue 8.

CBOHCTBO KOMNBITEPHOH CHCTEMBbI COXPAHATH Pad0TOCHOCOOHOCTH NMPH
0TKA3aX OT/eJbHbIX YCTPOICTB, 0JI0KOB U CX€M Ha3bIBAETCH:

a) HAJIC)KHOCTB;

b) 0TKa30yCTONYHBOCTB;

C) IIEJIOCTHOCTb;

d) U30BITOYHOCTD;

€) aJlaTUBHOCTh

TecToBoe 3ax1anue 9.

IIpucBoeHne cy0bekTamM A0CTYNa HACHTH(PHUKATOPOB H/WJIH CPABHEHHE
NnpeabABIAeMBbIX HACHTH(PUKATOPOB c nepeyHeM NPHCBOCHHBIX
UICHTU(PUKATOPOB - ITO:

a) aBTOpHU3alIUs;

b) ayrenTudukamms;

C) uaeHTU(UKAIHS.

TecroBoe 3aganue 10.

Bri0epure Bce yrpo3nl C1y4YaliHbIX BO3ACHCTBUM:
a) pa3rJIallicHHE;

b) npemocraBieHHE;

¢) moOOYHBIC U3TYUYCHHS U HABOKH,

d) moxap;

€) CTUXUIHBIC TCHUCTBHS,

f) ommOKku B mporpamMmax

TecroBoe 3aganue 11.
Bei0epuTe Bce yrpo3bl NpeJHAMEPEHHbIX BO3ACHCTBHIA:

a) pasrialiieHue;

b) mpenocTaBicHUE;

¢) N0OOYHBIC U3TYUYCHHS U HABOJIKU
d) yHu4TOXKEHNE TAHHBIX;

€) CTUXUHBIE ACHCTBUS,
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f) ommbku B mporpamMmax

TecroBoe 3aganue 12.

Bri0epute Bce yrpo3bl yreuku HH(pOpMAIIUHN:
a) pasrialicHue;

b)npenocrasienue;

C) MOOOYHBIE U3JIYyYCHUS U HABOJIKH;

d) yHUYTOXKEHHE JaHHBIX;

€) CTUXUIHBIC OCICTBUS;

f) ommOku B mporpamMmmax.

TecroBoe 3aganue 13.

AcnekTsl o0ecnieyeHust HHGOPMALMOHHOH 0€30MaCHOCTH;
a) IEJTOCTHOCTB;

b) conpoBOX1aEMOCTb;

C) JOCTYIHOCTb;

d) oOCyKHUBaEMOCTb;

€) KOH(PHUACHINATLHOCTb.

TecToBoe 3aganue 14.

Konuenuusi HanmonajbHoi Oe3omacHoctu Poccuiickoii ®Dexepamum - 310
JOKYMEHT, OTPAKAKOIIMNH:

a) opUIMAIBHO MPUHATHIC B3TJISIBI HA TOCYAAPCTBEHHYIO CTPATETHIO B 00JaCTH
oOecrieueHus: 6€30MaCHOCTH JIMYHOCTH, OOIIECTBA, TOCYIapPCTBA;

b) COBOKYMHOCTh O(UITMATBHO MPUHATHIX B3IJIAIOB HA LEJIH U TOCYAapCTBEHHYIO
CTpaTeruio B o0acTu odecredeHus: 0€30MacHOCTH JTMYHOCTH, OOIIECTBAa, TOCYIapCcTBa
OT BHEIIHUX U BHYTPEHHUX YTPO3 MOJUTHYECKOTO, IKOHOMHYECKOT0, COLIMAIBLHOI0, BO-
€HHOT'0, TEXHOTEHHOT0, AKOJOTHUYECKOTO, MH(POPMAIMOHHOTO UM MHOTO XapakTepa ¢
YYETOM UMEIOIINXCS PECYPCOB U BO3MOXKHOCTEW;

C) B3IJISABI TOCYJAapCTBa Ha IEMM W CTPATeTHI0O B 00JacTH OOECTICUCHHUS

0€30MacCHOCTH JIMYHOCTH, 00IIeCTBA, TOCYJapCTBA OT BHEIIHUX M BHYTPEHHUX YTPO3.
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TecroBoe 3ananue 15.
JoxkTprHa MH(POPMAUMOHHOK 0€30I1ACHOCTH - ITO:

a) OCHOBHbBIE HarmpaBlieHusi oOecreueHuss HHGOPMAIMOHHON 0€30MacHOCTH
Poccuu. Pa3zsuBaer Konuenmuio HalimoHanbHOM 0€30MaCHOCTH CTPaHbl IPUMEHUTEIHHO
K nHQOpMaMOHHOM chepe;

b)CcOBOKYMHOCTH O(pULIMATBHBIX B3IJISIOB HA LEJH, 3a/1a4H, IPUHIUIBI U OCHOBHbBIE
HanpaBieHus: oOecrniedueHuss uHopmanmoHHOW Oe3onmacHoctu Poccun, Pa3BuBaer
Konuenuuio  HauuMoHanbHOW ~ OE€30MAaCHOCTM  CTPaHbl ~ MPUMEHUTEIBHO K
uH(GOPMAIIMOHHOH cdepe;

c) opuimanbHble B3IJISABI HA IEJIM U OCHOBHBIC HAINpPABICHUS OOECHICUCHHUS
uHpopManmonHoit 6ezonacunoctu Poccun. Pa3zBuBaer Konuemnuio HanmoHaIbHON

0€30macHOCTH CTPaHBbI.

TecroBoe 3aganue 16.

MexaHu3M ynpapJieHUsI T0CTYNOM K HH(OPMANMU, MPH KOTOPOM MpaBa
JAOCTYNa 3aJal0TCA MAaTpHIell J0CTyma, »JJIeMeHTAMH KOTOpPOil SIBJSIIOTCSH
pa3pelnieHHbIe MPaBa J0CTYNA Cy0beKTa K 00beKTY HA3bIBAETCH:

a) MaHJIaTHBIM;

b) AMCKPEIMOHHBIN;

C) IPaBOBOM.

TecToBoe 3axanue 17.
Iloa pezepBUpoOBaHNEM MEXaHHU3MOB 3AIUTHI IOHUMAIOT:
a) TIOCJICIOBATEIILHOE BKIIFOUCHUE B CHCTEMY 3allIUThI OTKA30YCTOMUNBEIX CUCTEM;
b) mocnenoBaTeNbHOE BKIIOYEHHE B CHCTEMY 3alllUTHl JIOMOJHUTEIBHBIX
MEXaHU3MOB, PEATU3YIOMINX T€ XK€ (QYHKITUN 3alTUThI, YTO 1 OCHOBHBIC MEXaHU3MEI,
HO MHBIM CITOCOOOM U CPEJICTBAMH,
C)BKJIFOUCHHE B CHCTEMY 3aIllUThI HAJICKHBIX MEXaHU3MOB, PCATU3YIOMINX TE KE

(GYHKIUM 3aIUTHL.

TecToBoe 3ax1anue 18.

Ko3¢PpuuuenTt 3auMmeHH0CTH aBTOMAaTU3MPOBAHHON CHCTEMbI ITOKA3bIBAET:
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a) OTHOCHUTEJIbHOEC YMEHBIIICHHE PUCKA B 3aAIUIIICHHON CHCTEME MO0 CPABHEHHIO C
HE3aIUIICHHON CUCTEMOMM;
b) OTHOCHUTEIBHOE YBEIMUYCHUE PUCKA B HE3AIIUIIICHHOM CHCTEME TI0 CPAaBHEHHIO C

3al[UICHHON CUCTEMOM;
C) PUCKH B 3aIlIUIIEHHON CUCTEME 10 CPAaBHEHHIO C HE3AITUIIICHHON CUCTEMOM

TecToBoe 3aganue 19.
IIpoexTpOBaHMe cHCTEMBbI 3alIUMTHI HH(OPMAIUU OCYLIECTBJISETCA B

CJIeAYIOLIeH MOCJIe0BATEeIbHOCTH:

a) IPOCKTUPOBAHUE  CHUCTEMbI  3allUThl  (MCXOIHBIA  BapuaHT); aHaIU3
3aIUIIICHHOCTH HAa OCHOBE CTAaTUCTUYECKUX JAHHBIX, IIOJYYCHHBIX B TIpOIecCe
IKCIUTyaTallil CHUCTEMBI 3aIUThl; MOAU(MDUKAIIAS «Y3KHX MECT» CHUCTEMBI 3allUThI;
aHaJu3 3allUIIEHHOCTH Ha OCHOBE CTATHUCTHUYECKUX JTAHHBIX; MOJIU(PUKALMSA «Y3KHX
MECT»;

b) MPOEKTUPOBAHWE CHUCTEMBI 3aIIUThl (MCXOJHBIA BapHaHT), MOAU(PUKALINSI
«Y3KHX MECT» CHUCTEMBI 3aIlIUTHI; aHAIHN3 3aIIUIIICHHOCTH HAa OCHOBE CTATUCTHYCCKHX
TAHHBIX; MOAU(PHUKAITUS «y3KUX MECT;

C)IPOEKTUPOBAHUE  CHUCTEMbl  3alIUThl  (MCXOJHBIM  BapUaHT);  AHAINU3
3alIMIIIEHHOCTH Ha OCHOBE CTaTUCTUYECKUX JIAaHHBIX, IOJYYECHHBIX B TIpoliecce

OKCINTyaTalliuu CUCTCMbI 3alIIUTHI, MOI[I/I(I)I/IKaI_[I/IH «Y3KUX MCCT» CUCTCMBI 3alIUTHI.

TecToBoe 3axanue 20.

Bblﬁepl/lTe MEXaHU3MbI 3alIIUTHI I/IH(I)OpMaIII/II/I B aBTOMAaTU3UPOBAHHDBIX
CucTremMax:

a) MEXaHU3Mbl ABTOPU3AIINY;

b) MexaHU3MBI UACHTH(DUKAIINH;

C) MEXaHU3MBbI YIIPABIICHUsI TIOCTYIIOM K pecypcam;
d) MexaHU3MbI KOHTPOJIS LIETOCTHOCTH;

€) MEXaHU3Mbl pErUCTpaluy (ayauTa).

TecToBoe 3axanue 21.

KaHaJIbI, KOTOPbIC OTHOCATCH K CIICHHAJBHO CO31aBACMbIM KaHAJIAM YTCYKHA
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HH(pOpMaALMU:
a) TOOOYHBIE ANEKTPOMArHUTHbBIE U3TYUCHHUS;

b)HaBoAKN HHPOPMAIIMOHHBIX CUTHAJIOB B JINHUSX AJEKTPONUTAHUS;
C) BHEJIPEHUE 3aKJIaJHBIX YCTPOICTB;

d) BpICOKOYACTOTHOE 0OyueHUE TEXHUUECKUX CPECTB Mepeaayl nHpopmalmu

TecroBoe 3aganue 22.
Onepauuu 00padoTku HHGOPMALMHE CPEeICTBAMYI BHIYMCJINTEIbHOI TEXHUKH,

IIPH KOTOPBIX HEC BOSHUKAIOT no0oYHbIe AJICKTPOMArHUTHBIC H3JIYYCHUA:

a) BBIBOJI MH(OpPMAIIMK HA SKPaH MOHUTOPA;
b)BBOJ JaHHBIX C KJIABUATYPHI;
c)3anuch UH(pOpManuu Ha
HAKOIUTEIH;
d)urenue nHpOpMAIK ¢ HAKOIUTENEH; €) epeada JaHHBIX B KaHAJIbI CBS3H;
€) BBIBOJ JaHHBIX Ha nepudepuiiHbie MeUaTHbIe YCTPOUCTRA,
f)  3amuchk JaHHBIX OT CKaHEpa HA MATHUTHBIA HOCHUTEIb;
g) BO  BCEX  IEPEUYUCICHHBIX  ClIy4yasX  BO3HUKAIOT  MOOOYHbBIE

OJICKTPOMAIrdUTHBLIC NU3JIYUYCHU .

TecroBoe 3aganue 23.

Meton ynpasjeHHus J0CTYIIOM, IIPA KOTOPOM BO3MOKHOCTB /Il Cy0ObeKTa
JA0CTYNa K O0bEKTy omnpeaessieTcsi CPaBHEHHEM HA3ZHAYEHHBIX O0BEKTY U
CyObeKTyY YpOBHeH KOH(PUACHUHAJBLHOCTH WJIM YPOBHEeH YSA3BUMOCTH
HAa3bIBAETCH:

a) MaHJIaTHBIM;

b)knaccupuKannoOHHBIH;

C) IUCKPETHBIH;

d) uepapxuyeckuii.

TecToBoe 3a1anue 24.

KpnTepml OIICHKH HAACKHOCTH CUCTEM 3aIIIUTHI I/IH(l)OpMaIIl/Il/I:
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a) BpeMs HapaOOTKH Ha OTKa3;

b) nporyckHas crmocoOHOCTh TaHHBIX IO KaHaJlaM Iepeiavuu;

c) Bpems ycTpaHneHus coorBerctBytomiero kanana HCJI x undopmarmu;

d) BpeMsi BHEZJpeHUs Ha 3alUIIAEMbIil 00bEKT UCIIPABIEHHON BEPCUU CHCTEMBI

3alllMTHI; €) BpeMs nepeaadn nHGOpMaIIUH 110 3a1pocy MOJIb30BaTENs;

C) HMHTCHCHUBHOCTBb OTKAa30B CUCTCMBI.

3amanue 25.
Pe:xxuM  pe3epBHPOBAHHMSI  CHCTEMBI  3alIUTHI
MEXaHU3MAMM JOMOJHHUTEIbHBIA MEXAaHW3M 3alUTHI

BKJIIOYEH, HA3BIBAETCS:
a) ropsiunii pe3eps;

b) akTUBHBIN TOPSYMIl pe3epB;
C) MACCUBHBIN TOPSAYUN PE3EPB;
d) aKTUBHBII XOJOHBIN pe3epB;

€) MACCUBHBIN XOJIOJAHBIN PE3EPB.

3axanue 26.
CkpbiTbie YIpo3bl HHGOPMALMH:
a) HEKOPPEKTHOCTh peau3aliii MeXaHu3Ma 3alllUuThl;

b) HCPCTIIAaMCHTUPOBAHHBIC HeﬁCTBHﬂ IMOJIB30BaTCJIA,

JOMOJTHUTEJIbHBIMH

HaCcTpoc€H, HO HE

C) HEKOPPEKTHOCTH (IMMPOTUBOPEUYMBOCTH) BO3ZMOKHBIX HACTPOCK MEXaHU3MOB

3alIUThI;

d) HemoIHOTa MOKPHITHUS TOCTYIA K MH(POPMAIHH 3aIIUThL;

e) COOCTBCHHBIC IIporpaMMBI ITOJIb30BATCIIS;

f) ommOku u 3aknaaxu B I10.

TecToBoe 3apanue 27.

YpoBeHb cucTemMbl perucrpanum (ayaura), Ha KOTOPOM BbINOJHAETCSH

MOHUTOPHHI  KOPPEKTHOCTH  (PYHKUMOHMPOBAHMSA

MECXAaHMU3MOB 3allIUTHI:

24

pa3srpaHuYUTEIbHBIX



a) MepBbIN;
b) BTOpOI;

C) HYJICBOM.

TecroBoe 3ananue 28.
YpoBeHb cuUCTEeMbI PerucTpanuu (ayaura), Ha KOTOPOM (PUKCHPYIOTCH BCe

NeHCTBUSI, CBSA3aHHbIe KaK ¢ [PaBOMEPHbIMH, TaK M HeNPaBOMEPHbIMH

MONBITKAMH JIOCTYNA MOJIH30BaTe/ s K pecypcaM 3allHIIAeMOro 00beKTa:

a) MepBBbIii;
b) BTOpOI;

C) HYJICBOM.

TecToBoe 3aganue 29.

BapuaHTbI apXHTEKTYP CHCTEMBbI 3a1UThI:

a) pacripe/ielieHHas: apXUTEKTypa;

b) ieHTpaIM30BaHHAS ApXUTEKTYPA;

C) LEHTPAJIM30BAaHHO-PACTIPEICIICHHAS] apXUTEKTYPa; €) apXUTEKTypa 3BE3/IbI;

€) ApXUTEKTYypa MHOTOI'PAHHHUKA.

TecroBoe 3aganue 30.

IIporpaMMHBIii MOAYJIb, 00€CHEYMBAIMIUI MACKHpYIOLIee KOAUPOBAHUE
(mmdpoBanne) U nepeaaqyy CUrHajJa0B YNPABJICHHMS, CUTHAJIOB CHHXPOHHU3ALUU
MEXKAY JIOKAJBbHBIMHU U YAAJeHHBIMH MOAYJISIMH CE€TeBOIl CUCTEMbI 3aIIUTHI:

a) CeTCBOM arcHr;

b) ceTeBoi MEHEKED;

C) ceTeBas MOJACUCTEMA;

d) Moaynb yrpaBiieHus JIOKaJdbHON 6a301 JaHHBIX.

TecroBoe 3aganue 31.

MoayJib ceTeBOM CHCTEMBI 3alIIUThI, 0CYIIEeCTBJSIIOUIUI NPeIBAPUTEIbHYIO
00padoTKY JTOKAJBHBIX CHCTEMHBIX KYPHAJIOB:

a) CCTCBOM arcHT;

b) cereBoil MeHEKED;
C) ceTeBas MOJICHCTEMA;
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d) Momynb ynpaBieHHs JIOKaIbHOM 023011 TaHHBIX;

€) €) MOIYJIb LIEHTPAJIbHON 0a3bl JaHHBIX.

TecToBoe 3aganue 32.

Nnentndukamusi moJb3oBaTeiss B aBTOMATH3HPOBAHHO  cHCTeMe
3aKJII0YA€eTCs B:

a) BBOJC UMCHU;

b) BBOJE UIMEHU U MAPOJIS;

C) BBOJIE TTApOJIs;

d) ckaHHpOBaHUM MMACTIOPTHBIX JTAHHBIX.

TecToBoe 3ag1anue 33.

AyTeHTI/l(l)I/IKa]_[I/Iﬂ HoJIb30BaTe/Id B aBTOMaTI/I3I/Ip0BaHHOI7I CHCTEME

3AKII0YA€TCH B:
a) IMPOBCPKE IMOAJIMHHOCTH I/I,Z[eHTI/I(bI/IKaHI/II/I;

b) peructpanuu B CUCTEME MOJIb30BATEINS;

C) BBOJIC MapOJIs;

1) BBOJIE UMEHHU U NapOoJIsl.

TecToBoe 3aganue 34.
SIBHBIE YIPO3bI NPEOA0JICHUSA MAPOJIBHOM 3allIUThI:

a) XHIICHUEC HOCUTEIIS;

b) cHudep KIaBuaTyphl;

C) moabop mapoJs;

d) MonuduKaIus y9eTHBIX JaHHBIX Ha 3allUIaeMOM OOBHETE;

€) copoc mapoJis.

TecroBoe 3aganue 35.

JlucKpenuoHHasi Mo/ieJIb 0€30MACHOCTH SBJISIETCS MEXaAaHU3MOM:
a) yIPaBJICHUS TOCTYIIOM;

b) ycuneHust mapoabHOM 3allUTHI;

C) KOHTPOJISI LIETTOCTHOCTH;

d) xemmupoBaHus MapoJbHON HHPOPMALIUH.

TBopueckas yacTb
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Hamucatsp 3cce Ha cjieayrloume TeMbl:

1. Obecneyenne wHPOPMAITMOHHON 0€30MaCHOCTH B (PMHAHCOBO-KPEIUTHOM
opranuzanuuny». [IpuBecTy npuMepsl NOTEHIHAIBHBIX YIPO3 0€30MaCHOCTH, OMUCATh
NEpEYEHb MEP U CPEACTB MPOTUBOACHUCTBUS yTPO3aAM.

2. CnocoObl HapylieHUs KOH(PUASHIIMATIBHOCTH, IEIOCTHOCTH U JOCTYITHOCTH
uHpopmanuu. [IpuBectu mpuMepsl TaKUX HapyIICHU.

3. Ha KOHKpETHBIX HOPMAaTUBHBIC IPABOBBIX aKTaX JAaWTE XapaKTEPUCTUKY
MPaBOBBIX M  OPTaHMU3AI[MOHHBIX OCHOB  oOOecmedeHus HUH(POPMAIMOHHOM
0€30MacHOCTH.

4. IlpuBenure mnpuMepbl OpraHu3alMyd HHPOPMALMOHHON Oe30MacHOCTH
3AIIUAIIEHHOTO TOMEIIECHHS.

5. JlailTe xapakTepUCTHKY OCHOBHBIX YSI3BUMOCTEHN MPOTrpaMMHO-alapaTHbIX
CPEACTB

6. Ilepeuuciure OCHOBHBIE METOABI M CPEACTBA TEXHUYECKOW 3allUATHI
uH(pOpMAaIUU U KX 0COOEHHOCTH B OaHKOBCKOU cepe.

7. YTeuka uH(OpManMM OT BCHOMOraTeIbHOW amnmapatypsl W KaOeneid,
IpOXOASAIIMX Yepe3 nomenieHue. [IpuBecty npumMepsl.

8. JailiTe XapaKTEpHCTUKY METOJIOB MAaCCUBHOM 3alllUTBl OT YTEYKU [0
ANEKTPOMATHUTHOMY KaHamy.

9. OnummTe MOJIeh HECAHKITMOHUPOBAHHOTO CheMa MH(GOPMAIIHH C TTOMOIIBIO
pagno3aKiIaaoK.

10. JlaiiTe xapakTepUCTHKY METOJOB MACCUBHOM 3alllUThl OT YTEYKU MO

3JIEKTPOMAarHUTHOMY KaHay.

V. OueHka pe3yJbTaTOB CIa44 BCTYNUTEIbHBIX HCIIBITAHUI
BcerynurenbHoe ucnbiTaHuMe —omeHWBaeTcss w3 pacdyera 100  Gaios:
KOMITbIOTEpPHOE TeCTUpOoBaHue — 10 50 0amios;
3allliTa MCCIENOBATENIbCKOTO MpoeKTa oueHuBaercs a0 50 OamioB u

pe3yJbTaThl 3aIIUTHI 3aHOCSATCS B BEJOMOCTh 3aceIaHusl KOMUCCHHU.
B ciyyae BO3HUKHOBEHHSI CIIOPHOUW CUTyalluu MPU PAaBHOM YHCIE TOJIOCOB

MpeICceNaTeabLCTBYIONNI 00J1aaeT MPAaBOM PENIAIOIIETO ToI0ca.
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OOmiee  BpeMsi  BBINOJHEHHS ~ KOMIIBIOTEPHOTO  TECTUPOBAHUS  TIO
BCTYIMUTEIHHOMY UCIBITAHUIO COCTABIISIET SO MUHYT.
Bpemst cobecemoBanus 1o MCCIEAOBATEILCKOMY MPOEKTY coctaBisieT 15-20

MUHYT.
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[Tpunoxenue Ne 1
K [Iporpamme
DPOPMA
TUTYJIbHOI'0 JIUCTA UCCJIEA0BATEIbCKOIO NPOEKTA

®enepaibHOE rOCYAAPCTBEHHOE 00pa30BaTEIbHOE OIOIKETHOE YUPEKICHHUE
BbICILIEro 0Opa3oBaHus «PUHAHCOBBIN YHUBepcUTET Ipu [IpaBuTenbcTBe
Poccniickont @enepanum»

HccenmenoBarenbCKuid MpOEKT

Ha TCMY « »
(Hazeanue memol)

HayuHnas cnienuanbHOCTh

(wughp) (HaumeHosanue)

Kadenpa

(Haumenosanue)

Brimosawui:
d.1N.0.

(MuuHasi NOONUCH)

MockBa —202
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